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1 Preface 

The Japan Security Operation Center (JSOC) is a security monitoring center operated by 

LAC Co., Ltd. that provides security monitoring services, such as "JSOC Managed Security 

Services (MSS)" and the "24+ Series." The JSOC MSS maximizes the performance of 

security devices through unique signatures and tuning, and our security analysts, with their 

expert knowledge, analyze logs from security devices in real time, 24 hours a day, 365 days 

a year. In this real-time analysis, the security analysts study communication packets in detail, 

down to their content level, as well as diagnose whether monitored objects are affected and 

whether there are any vulnerabilities and other potential risks, for every occasion, all in order 

to minimize misreporting from security devices. We help our customers to improve their 

security level by reporting only critical incidents needing an emergency response in real time 

and by taking action against attacks in the shortest time possible. 

 

This is an analysis report on the trend of security incidents, such as unauthorized access 

and malware infection, in Japan, based on the daily analysis results of our JSOC security 

analysts. As this report analyzes the trend of attacks, based on the data of incidents that 

JSOC customers have actually encountered, the report will aid the understanding of world 

trends, as well as the actual threats that Japanese users are currently facing. 

We really hope that this report will provide our customers with useful information that can 

be made full use of when implementing countermeasures to improve security. 

Japan Security Operation Center 

Analysis Team 

 

 

 

 

 

 

 

 

 

*  This document is for information purposes only. LAC Co., Ltd. takes no responsibility for any loss resulting from using 
this document. 

*  When using data from this report, be sure to cite the source. (For example, Source: "JSOC INSIGHT, vol. 15, from LAC 
Co., Ltd.") 

*  The information contained in this document is as of the initial publication of this document and may be changed by the 

time it is viewed or provided. 
  

Data collection period 
October 1, 2016 to December 31, 2016 

Devices used 

This report is based on data from security devices supported 

by the LAC-supplied JSOC Managed Security Services. 
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2 Executive Summary 

This report illustrates an analysis of the trends in the incidents that occurred during the 

collection period and introduces some especially notable threats. 

 

 Multiple vulnerabilities found in Joomla! account management 

It was disclosed that Joomla!, which is a very well-known content management system 

(CMS) application, had multiple account-related vulnerabilities. A successful attack would 

allow for the creation of an account having a high level of permissions. The unauthorized 

account created may then be exploited to cause serious damage, for example, by exploiting 

it to alter Web pages or to change settings. Joomla! can be reconfigured to prevent the 

activation of such an account as created by exploiting one of the vulnerabilities, but it cannot 

prevent the unauthorized creation of such an account itself. Therefore, if a Joomla! version 

having one of the vulnerabilities is being used, it is recommended to update it as early as 

possible. 

 

 Vulnerability found in NETGEAR routers that allows for arbitrary 

command execution 

It was disclosed that some routers from NETGEAR had a vulnerability allowing for the 

remote execution of commands. By default, the Web management page used as a target of 

the attack is configured so that it can be accessed only through a LAN, thus it is impossible 

to actively attack the page via the Internet. However, if the Web management page can be 

accessed via the Internet when no access control is implemented and when the remote 

management feature is enabled, the page can be attacked via the Internet. Access control 

also may be bypassed by using passive attack. Therefore, if a vulnerable firmware version is 

being used, it is recommended to update it as early as possible. 

 

 Vulnerability found in PHPMailer that allows for OS command injection 

"PHPMailer" is a library widely used for emailing via PHP, and PHPMailer 5.2.18 was 

released in which an OS command injection vulnerability (CVE-2016-10033) was fixed. 

However, it turned out that the version did not properly fix the vulnerability—the measure 

could be bypassed. Thus, PHPMailer 5.2.20 was released immediately, in which the 

vulnerability (CVE-2016-10045) was fixed. For both of the vulnerabilities, a proof-of-concept 

code has been disclosed and any arbitrary OS command can be executed remotely. 

Therefore, if a version having the vulnerability is being used, it is recommended to update it 

as early as possible. 
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3 Trends in Severe Incidents at the JSOC 

3.1 Trends in severe incidents 

Our security analysts at the JSOC analyze the logs detected by firewalls, IDS/IPS, and 

sandboxes, and assign one of four incident severity levels according to the nature of 

incident and the degree of impact that the incident has on monitored targets. Of these 

severity levels, "Emergency" and "Critical" indicate severe incidents for which a successful 

attack was confirmed or that the likelihood of damage was assessed to be high. 

Table 1 Incident severity levels 

Type Severity Description 

Severe 
incident 

Emergency 

Incidents classified as an emergency: 

- When a customer system experiences an information leak or a 

Web alteration; or 

- When malware-infected traffic is confirmed and when the infection 

has been expanding. 

Critical 

Incidents classified as where the likelihood of attack success is high: 

- When a successful attack against a vulnerability or malware 

infection is confirmed; or 

- When it is unknown whether the attack succeeded or not, but 

when it will cause serious impact at a high probability if successful. 

Reference 
incident 

Warning 

Incidents classified as needing follow-up: 

- When the investigation of whether the attack succeeded or not 

showed no possibility of impact; or 

- When the possibility of an impact was low at the time of detection, 

but when follow-up is necessary. 

Informational 

Incidents classified as a non-attack: 

- When audit traffic such as port scan traffic, or other traffic that does 

not cause any real damage, occurs; or 

- When security diagnosis or test traffic occurs. 

* The definition of the severity levels was changed from July 1, 2016. 

Figure 1 shows the weekly changes in the number of severe incidents during the 

collection period (from October to December 2016). 

Severe incidents related to attacks from the Internet increased during the first week of 

December ( in Figure 1). That week saw an increase in code execution attacks targeting 

Apache Struts and attacks intending to reference .bash_history. 

Severe incidents related to suspicious traffic from the intra-network increased during the 

period from the first week of October to the third week of the same month ( in Figure 1). 

That period from the first week to the third week of October, following the fifth week of 

September, saw an increase in malware infection incidents related to suspicious Ursnif 

traffic and a suspicious SSL certificate.
1
 

                                         

 
1
 JSOC INSIGHT vol.14 

https://www.lac.co.jp/english/report/pdf/JSOC_INSIGHT_vol14_en.pdf 

https://www.lac.co.jp/english/report/pdf/JSOC_INSIGHT_vol14_en.pdf
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Figure 1 Changes in the number of severe incidents (October to December 2016) 

 

3.2 Analysis of severe incidents 

Figure 2 shows a breakdown of severe incidents related to attacks from the Internet. 

The number of severe incidents related to attacks from the Internet increased compared 

to the previous collection period (from July to September 2016). The increase in severe 

incidents is attributed to an increase in severe incidents related to attacks against DNS 

server misconfigurations and against an Apache Struts vulnerability. 

 

a. July to September 2016          b. October to December 2016 

Figure 2 Breakdown of severe incidents related to attacks from the Internet 

Figure 3 shows a breakdown of severe intra-network incidents. 

The number of severe intra-network incidents decreased to 250 from 374 of the previous 

collection period. This decrease is attributed to a significant decrease in severe incidents 

related to Ursnif infection and to a suspicious certificate. 

The number of suspicious certificates discovered was decreasing from November, and 

none was discovered from the third week of November. 
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a. July to September 2016                b. October to December 2016 

Figure 3 Breakdown of severe incidents that occurred in intra-networks 

 

3.3 Attack traffic detected numerous times 

This section introduces the suspicious traffic that needs to be paid attention to, along with 

the attacks from the Internet that were detected more frequently during the collection period, 

although they did not cause serious damage. 

 

3.3.1 OS command injection attacks that aim for worm infection 

A change was observed in the attacks that attempted to hijack IoT devices. OS command 

injection attacks against 7547/tcp and 5555/tcp were observed from the Internet to public 

servers. The attack traffic observed targeted a vulnerability in the "Eir D1000 Wireless 

Router" from ZyXEL. Our analysis showed that such an attempted OS command intended to 

infect a bot, etc., by obtaining a suspicious file from an external host to execute it. 

Figure 4 shows the changes in the number of attacks from November 25. 

The number significantly increased on November 29 and 30, and then immediately 

decreased. Afterward, such a type of attack was observed often and constantly. 
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Figure 4 Changes in the number of attacks against 7547/tcp and 5555/tcp 

 

Figure 5 shows an attack that attempted to execute an unauthorized OS command, as 

was discovered during the collection period. If the attack succeeds, Mirai infection may 

occur.
2
 

 

 

Figure 5 OS command injection traffic example 

 

Possible protections are to update the firmware or shut off any incoming access to 

7547/tcp and 5555/tcp with a device on the upper network (such as a router or firewall). 

 

                                         

 
2
 JSOC INSIGHT vol.14 

https://www.lac.co.jp/english/report/pdf/JSOC_INSIGHT_vol14_en.pdf 

https://www.lac.co.jp/english/report/pdf/JSOC_INSIGHT_vol14_en.pdf
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3.3.2 Attacks from the Internet that were observed many times 

Table 2 shows the attack types from the Internet that were observed most often during the 

collection period. These types of attacks are not targeted attacks—they are indiscriminate 

attacks. 

 

Table 2 Attacks from the Internet observed multiple times 

Classification JSOC observation Observation 

period 

Attacks attempting  

to reference 

.bash_history 

Attacks against server misconfigurations to 

reference .bash_history were observed many times. 

These attacks originated from IP addresses 

assigned to various countries, but the observed 

times and contents of the attacks were very similar, 

thus the same attacker might have used a botnet. 

Beginning of 

December 

Investigative traffic 

targeting a 

vulnerability  

in the IKEv1 

implementation of 

Cisco products 

500/udp port access sharply increased, and the 

contents of such access traffic seemed to explore 

the system for a device with an information leakage 

vulnerability in Cisco IOS. This type of attack was 

made most often during a specific period of time, 

and almost no attack was observed outside of the 

period. 

December 

26 to 28 
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4 Topics of This Volume 

4.1 Multiple vulnerabilities found in Joomla! account management 

A new version of Joomla!, 3.6.4, was released on October 25.
3
 This version fixed three 

different account-related, serious vulnerabilities. For two of the three vulnerabilities, 

CVE-2016-8870 and CVE-2016-8869, a method exploiting the vulnerability and a 

proof-of-concept code were disclosed, and such attack traffic was observed. 

 

4.1.1 Vulnerability that allows for unauthorized account creation 

(CVE-2016-8870) 

The register function of the UsersControllerUser class defined in controllers/user.php of 

the Users component does not verify the value of AllowUserRegistration, which specifies 

whether to allow account creation. This allows any restriction imposed by 

AllowUserRegistration to be bypassed by sending a request that was tampered with so that 

an unauthorized account can be created externally. 

However, as shown in Figure 6, even if it is possible to exploit the vulnerability to create an 

account, the created account is not activated. 

 

 

Figure 6 Status of an account created by exploiting the vulnerability 

 

This occurs because Joomla! controls "account registration" and "registered account 

activation" separately. To activate an account, either of the two major procedures usually 

needs to be performed. 

  

                                         

 
3
 Joomla! 3.6.4 Released 

https://www.joomla.org/announcements/release-news/5678-joomla-3-6-4-released.html 

https://www.joomla.org/announcements/release-news/5678-joomla-3-6-4-released.html
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1. Account activation by an Admin user  

Conditions to be met for activating an account:  

AllowUserRegistration (specifying whether to allow account registration): Yes 

NewUserActivation (specifying who has permissions to activate an account): Admin 

2. Account activation by a Self user 

Conditions to be met for activating an account:  

AllowUserRegistration (specifying whether to allow account registration): Yes 

NewUserActivation (specifying who has permissions to activate an account): Self* 

* The identity needs to be confirmed (authenticated) with an email. 

 

Of these two procedures, pay attention to 2. The vulnerability can be exploited to create 

an account even if AllowUserRegistration (specifying whether to allow account registration) 

is set to "No" (not allowed), but even if a user is created by exploiting the vulnerability, the 

user will not have Admin permissions. 

That is, in order for the attacker to exploit the vulnerability to create a valid account, two 

conditions need to be met. That is, account activation by a "Self user" must be enabled, and 

the account must be authenticated via email (that is, by clicking a link included in the email 

sent to a registered email address). 

The point here is that, although the value of AllowUserRegistration can be bypassed when 

creating an account by exploiting the vulnerability, it is impossible when authenticating the 

account via email, as the value is referenced again. Therefore, if account registration itself is 

not allowed, a screen as shown in Figure 7 appears, and the account created by the 

attacker cannot be activated. 
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Figure 7 Response returned when a URL for account activation is accessed 

 

That is, even if an unauthorized account is successfully created by exploiting the 

vulnerability, account activation will not be possible if either of the conditions below are met. 

In other words, specifying the appropriate values for Joomla! will make it difficult for an 

attacker to succeed in attacking via email even if the attacker successfully exploits the 

vulnerability to create the account. 

 

Condition necessary to prevent the vulnerability from being exploited so as to disallow the 

activation of an account (either one to be met) 

 NewUserAccountActivation set to Administrator 

 NewUserAccountActivation set to Self, AllowUserRegistration set to No 

 

  



 

Copyright© 2017 LAC Co., Ltd. All Rights Reserved.                                                                        JSOC INSIGHT vol.15     12 
 

4.1.2 Vulnerability that allows account promotion to a higher level of permission 

(CVE-2016-8869) 

If the CVE-2016-8870 vulnerability is exploited to create an account, adding the account to a 

specific group will be possible due to an error in the verification of a parameter in a request. This 

account promotion by specifying a group to which the created account is to be added is defined 

as the CVE-2016-8869 vulnerability. Exploiting both the CVE-2016-8870 and CVE-2016-8869 

vulnerabilities will allow an account to be unintentionally created and added to a group having a 

higher level of permission, which may lead to, for example, a hijacked administrator account. 

JSOC tested and confirmed that the vulnerability could be used to specify any default group 

other than Super User. This means that the attacker can create and add an unauthorized 

account to a group having a higher level of permissions, such as Administrator, and that if the 

account is activated, serious impact may be caused, for example, via article alteration. 

 

4.1.3 Example of attack traffic observed that exploited the vulnerability 

Figure 8 shows an example of the attack traffic observed that exploited the vulnerability. 

The attacker exploited both the CVE-2016-8870 and CVE-2016-8869 vulnerabilities so as 

to create and add an account to the Administrator group. During the collection period, this 

type of attack traffic to exploit the vulnerabilities was observed at multiple customer sites. 

The observed attacks used the same value to create an account. 

 

 

Figure 8 Example of attack traffic observed that exploited the vulnerability 

 

4.1.4 Protection against attacks that exploit the vulnerability 

The protection against the vulnerability is to update Joomla! to version 3.6.4 or later. If you 

are using a Joomla! version affected by the vulnerability, it is recommended to update 

Joomla! as early as possible after checking the access logs and account creation status to 

see whether any damage has been caused by an attack. 

The versions affected by this vulnerability are as follows. 

 

Versions affected by the vulnerability 

 Joomla!3.4.4 to 3.6.3 
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4.2 Vulnerability found in NETGEAR routers that allows for arbitrary command execution 

4.2.1 Vulnerability overview 

It was reported that some routers from NETGEAR had a vulnerability allowing command 

execution (CVE-2016-6277). The vulnerability exists in a Web management page, and 

accessing a particular URL causes an entered value not to be processed appropriately. The 

products affected by this vulnerability are as follows.
4
 

 

Products affected by the vulnerability 

 R6250 

 R6400 

 R6700 

 R6900 

 R7000 

 R7100LG 

 R7300DST 

 R7900 

 R8000 

 D6220 

 D6400 

 

By default, the Web management page is allowed to be accessed only via LAN and is not 

allowed to be accessed via the Internet. However, in an environment where remote 

management is enabled and where no access control is implemented, the Web 

management page can be accessed via the Internet, increasing the risk of damage caused 

by active attack. 

The following two different attack scenarios are possible when remote management is 

disabled. 

 

Possible attack scenarios 

 The router LAN is accessible to attackers. 

 A user connecting to the LAN unintentionally generates attack traffic via a 

malicious Web page, email, etc. 

                                         

 
4
 Security Advisory for CVE-2016-6277, PSV-2016-0245 

https://kb.netgear.com/000036386/CVE-2016-582384 

https://kb.netgear.com/000036386/CVE-2016-582384
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Figure 9 Active attack and passive attack
5
 

 

4.2.2 Testing attack traffic that exploits the vulnerability 

Our testing environment used to confirm the vulnerability is as follows. 

 

Testing environment to confirm the vulnerability 

 Product name: NETGEAR R7000 

 Firmware: V1.0.4.30_1.1.67 

 

The top page of the Web management pages provides basic authentication, and 

reconfiguration is normally impossible without logging in with authentication information. 

However, we confirmed that attacks exploiting the vulnerability also succeeded without 

authentication information, although their responses depended on whether the request 

contained authentication information. 

Figure 10 shows the PPPoE settings configured in the testing environment, and Figure 11 

shows an example of the PPPoE settings displayed by exploiting the vulnerability. Our 

testing confirmed that it was possible to display PPPoE authentication information 

configured in the testing environment, without authorization, by exploiting the vulnerability to 

execute a command. We also confirmed that it was possible to create a backdoor by 

launching telnetd, or to obtain and execute a script with wget. 

                                         

 
5
 Testing the NETGEAR router RT7000 for vulnerability (LAC WATCH) 

https://www.lac.co.jp/lacwatch/people/20161219_001145.html 

https://www.lac.co.jp/lacwatch/people/20161219_001145.html
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Figure 10 PPPoE settings configured for our testing environment 

 

 

Figure 11 Example of the displayed PPPoE settings 

 

The target is a router. Therefore, in addition to the commands used for a server and client 

PC, commands for router configuration are available. One of such commands, showconfig, 

for showing router settings, outputs the SSID and pass phrase for the wireless LAN, along 

with the authentication information necessary to log into the Web management page. 

Therefore, if the showconfig command is successfully executed by exploiting the 

vulnerability, the attacker will be able to steal and exploit authentication information so as to 

reconfigure the settings through the official Web management page. 
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4.2.3 Protection against attacks that exploit the vulnerability 

To protect against this vulnerability, update the firmware to a vulnerability-fixed version 

available from NETGEAR.
6
 The vulnerability can be worked around with access control, but 

the risk of passive attack will not be eliminated. Therefore, a firmware update is 

recommended as fundamental protection. 

Please note that, if an attack exploiting the vulnerability has succeeded prior to firmware 

update, stolen authentication information may still be used for unauthorized access, even if 

the vulnerability was fixed by the update. Therefore, to implement protection, it is 

recommended to follow the following steps.
7
 

 

Recommended firmware update procedure 

1. Download a vulnerability-fixed version from the NETGEAR official site to your 

working client PC. 

2. Disconnect the product to be firmware-updated from the network. 

3. Connect a LAN cable between your working PC and the product, and change the 

following settings to different values before the update. 

 Administrator account password 

 Pass phrase for Wi-Fi authentication 

 Security questions and answers 

4. Update the product firmware. 

  

                                         

 
6
 Security Advisory for CVE-2016-6277, PSV-2016-0245 

https://kb.netgear.com/000036386/ 

7
 Testing the NETGEAR Router R7000 for Vulnerability 2 - "Is Your Home LAN Private?" 

https://www.lac.co.jp/lacwatch/people/20161228_001148.html 

https://kb.netgear.com/000036386/
https://www.lac.co.jp/lacwatch/people/20161228_001148.html
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4.3 Vulnerability found in PHPMailer that allows for OS command injection 

4.3.1 Vulnerability overview 

"PHPMailer" is a library widely used for emailing with PHP, and on December 24, 

PHPMailer 5.2.18 was released in which an OS command injection vulnerability 

(CVE-2016-10033) was fixed. However, it turned out that the version did not properly fix the 

vulnerability and that the measure could be bypassed. Thus, on December 28, PHPMailer 

5.2.20 was released in which the new vulnerability (CVE-2016-10045) was fixed. For both 

vulnerabilities, a proof-of-concept code was disclosed, and any OS command can be 

executed by manipulating the value of the Sender property. 

Table 3 (Possible effect of the PHPMailer vulnerability on typical CMS applications) shows 

the possible effect of the PHPMailer vulnerability on typical CMS applications. 

 

Table 3 Possible effect of the PHPMailer vulnerability on typical CMS applications 

CMS application 

name 

Effect of this 

vulnerability 

Overview 

WordPress None No effect on its core because wp_mail() is used 

Vulnerable if a related plugin is used 

Joomla! None
8
 No effect because the API provides additional 

verification 

Drupal Partly 

vulnerable
9
 

No effect on its core 

Vulnerable if the SMTP module is used 

 

  

                                         

 
8
[20161205] - PHPMailer Security Advisory 

https://developer.joomla.org/security-centre/668-20161205-phpmailer-security-advisory.html 

9
 PHPmailer 3rd party library -- DRUPAL-SA-PSA-2016-004 

https://www.drupal.org/psa-2016-004 

https://developer.joomla.org/security-centre/668-20161205-phpmailer-security-advisory.html
https://www.drupal.org/psa-2016-004
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4.3.2 Testing attack traffic that exploits the vulnerability 

Figure 12 shows an example of that attack traffic that uses the proof-of-concept code. 

Sending a command to avoid an escape to an email field specifying a Sender property 

enables log output and a log file to be output to any directory. The attack traffic causes a log 

file to be output as a remotely executable PHP file by specifying an extension of ".php" in the 

file name of the log file. The log file with the extension is treated as a PHP file during remote 

HTTP access. 

 

 

Figure 12 Example of attack traffic that uses the proof-of-concept code 

 

Figure 13 shows the contents of the log file output in response to the request. 

The PHP code included in "<?php ...?>" within the name field of the request is output into 

the log file, and when the log file is externally accessed via HTTP, the PHP code will be 

executed on the server. The PHP code will execute the contents of a specific parameter in 

the request as an OS command. 

 

 

Figure 13 Log output 

 

 



 

Copyright© 2017 LAC Co., Ltd. All Rights Reserved.                                                                        JSOC INSIGHT vol.15     19 
 

Figure 14 shows the result of an "id" command executed on the server, using the PHP file 

output shown in Figure 13. 

The response shows the result of the "id" command executed with Web server account 

permissions. 

 

 

Figure 14 Execution result for the "id" command 

 

4.3.3 Protection against attacks that exploit the vulnerability 

The fundamental protection against this vulnerability is to update PHPMailer to version 

5.2.20 or later, in which the vulnerability was fixed. If such an update is difficult to perform, 

the following workarounds are recommended. 

 

Workarounds against the vulnerability 

 Use a fixed value for the Sender property, or do not set it. 

 Use MTA with no log acquisition implemented or disabled. 

 For users executing a Web application, limit permissions for writing to a 

directory or file under the document root. 
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Conclusion 

Much like what the word "INSIGHT" itself implies, JSOC INSIGHT focuses on providing 

information on threats that our JSOC security analysts come across from time to time and 

believe to be worth noting. 

Our security analysts are hard at work, carefully listening to customers in order to offer the 

most up-to-date information available. In our effort to provide vital information, the JSOC 

does not merely focus on the popular incidents that are discovered here and there, but also 

strives to draw attention to significant threats that can affect our now and tomorrow. 

 

The JSOC's hope is to provide our customers with the safety and security that they need 

to conduct their business activities. 
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