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1560475304. 218 122 192.168.0.1 TCP_MISS/200 31091 GET http://www. example. jp
/ — HIER_DIRECT/192.168.0. 2 text/html
2 FIANRETRFEESNEOY DB

Zo0J(Z(F. Bl (UNIX BEfE®) | $##5u5E URL. &t IP 7RLA. 555k IP 7 RLAEL O
BEAMRBIREELFTRINTOET . UNU HTTP UJ75 (BABF. UIpSER&LET. ) . 1-Y
I-JIMIEEHREINTOER AL 2. UNIX B5fEE ARBICFIBAEL DBVEEZITA -y T, 22
T, AT OLIREREZITICET, DY (CEREFRENDIEBZEN. fEIELEY

strip_query_terms off
logformat combined %>a %>p %[un [%tl] %<a %<p %<A “%rm %ru HTTP/%rv” %>Hs %>st
W<st “%mt” “%{Referer}>h” "% {User-Agent}>h” %Ss:%Sh

access_log daemon:/var/log/squid3/access. log combined

3 Squid 3.5 OHESRESE*

FROFERITOLRICERFEINLOTZATITRUES .

192.168.0.1 58250 - [14/Jun/2019:10:24:18 +0900] 192.168.0.2 80 “GET
http://www. example. jp/ HTTP/1.1” 200 389 31090 “text/html”
http://www. example. jp/” “Mozilla/5.0 (X11; Linux i686; rv:60.0) Gecko/20100101
Firefox/60.0” TCP_CLIENT_REFRESH_MISS:HIER_DIRECT
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Fy OB E D HFUIFEREZIRELE T,

SEIOFHEHRBTE. 6 BEOIVZATOA My e FIATIREEE 2R TEEL (B 7R
DT o BEEDHTF — ANMERI OZFZIEIEL TWRW—EBOIIATOA by MG, LA, JRE

EK EEEEULFT

(1) IHA7 04 MY MODBEEICONT

2017 FLRIFEREASNIIER DA MY II2T04 My MEBE I IRREBOTVELE. U
L. BRIEOIVRTOA MY MDBE T EDZA(F IERYA MCRRENBLEDTHEAZEBRIS

AR TVWEY (K 8) .

WEENLEZRAITBLICHERO—DELT, 2017 £ 2 AICRBIEREEHITHED
BHICEHOT, BRI THREATA NOBESEHEATL S, BIOFREENEDIEEZBNET ., 7

Time Host  URL Body Content-Type
2019/05/28 22:21:56 Jad/ad?p=38636&w=42... 1,661 text/html; charset=utf-8
2019/05/28 22:21:57 Jas/feedclick?s=r14d1Cd... 0
2019/05/28 22:21:57 JadServe fadClick?ai=oV... 0
2019/05/28 22:21:58 [ 2utm_tre=Worldwidepo... 0 text/html; charset=utf-8
2019/05/28 22:21:59 92.63.102.1 [?MjMOMzkz&X0OCWAEU... 16,663 text/htmlcharset=UTF-8
2019/05/28 22:22:00 92.63.102.1 [?MjUyMTQ0&amfZmAe... 9,364 application /x-shockwave-flash
2019/05/28 22:22:01 92.63.102.1 [?NTExNzIz&msXCETQa&... 160,256 application/x-msdownload

8 IE&ERHICLBIIIRATDA My MM DEESEH (RIG EK)

7 RIG-EK 8&A Y MEELOHRA
https://www.jc3.or.jp/topics/op_rigek.html
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(2) IH52704 by MERU TSRS 1T

SEIOFEERBICEVT, B2 OIJRTO( brybe, ENSHBRI2MES5EEOMIGE. & 1

OENTYE,

EK/ I5581E VBScript Engine®RCE Adobe Flash Player®RCE
CVE-2016-0189 CVE-2018-8174 CVE-2018-8373 CVE-2018-4878 | CVE-2018-15982

Grandsoft EK ® ) - - _
RIG EK ° ° - ° _
Fallout EK - (] ° ° °
Spelevo EK - - — _ °
Underminer EK - ° - ° °
MBEEK - [ - - _

INBOMESSHENTIZATOA My MSEEBEENILIRKRITFIEL TV

&R 1 /2704 by M BRI 3RESSHCONT

e TDImARIFNIVIITI(C

RPETDHEIRDEY, BHTEICVE-2018-8174 (DL TIF. Grandsoft EK 1 RIG EK 2T
BORE EK 80\ (FEAEDIIZTOA My MIBRALTED RIRDIZE(CFEIVI T REEGEDY

AINEEEFT (M 9) .

9 B EK(C&?% CVE-2018-8174 DEREH|

M Wireshark - HTTP 2 hU—/; (tcp.stream eq 2)7%;E8F - 20190318-Compromised(www.pennek.com)-CVE2... [ = || & |5

GET //images/gold.html HTTP/1.1

Accept: text/html, application/xhtmlexml, */*

Accept-Language: ja-JP

User-Agent: Mozilla/5.0 (Windows NT 6.1; Trident/7.0; rvi11.0) like Gecko
Accept-Encoding: grip, deflate

Connection: Keep-Alive

Host:

HTTP/1.1 200 OK
Server: nginx/1.14.1

Date: Sun, 17 Mar 2019 22:67:44 GMT
Content-Type: text/html

Content-Length: 4756

Connection: keep-alive

Last-Modified: Sat, 16 Mar 2019 15:22:58 GMT
Accept-Ranges: bytes

Vary: Accept-Encoding

Content-Encoding: gzip

<ldoctype html>

<html lang="en">

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<meta http-equiv-"x-ua-compatible” content-"IE-10">

<meta http-equiv="Expires” content="8">

<meta http-equiv="Pragma” content="no-cache™>

<meta http-equiv="Cache-control” content-"no-cache">

<meta http-equiv="Cache” content="no-cache">

</head>

<body>

<script language="vbscript”>

Dim ucji0gjhYeVwBTCHLFrDEXqu

Dim zuVGqMZeLVCxaSI1DSYEFkKEYeq(6) ,KHagBpnbPbgHMLUID  UMmpBHCS (6)
Dim MJjxzuailsBakqSwQp0Qg

Dim czgaczAInLqLIbAa(4@)

Dim LYHdaopovFOkqIexsFzXzrlczt, cdIFuyZHRCovgpVv1G

Dim XalGgARmneBZBFelhXkzzfNaVitAyy

Dim WzKqQFbucqNIYWRNCGKKLATKNyoCS, kFohsVVxSAZWEXejhAquXdaaaZl
Dim p qenCTuGZamCToZ, Pynakpl JagnBdtZt

Dim iFvIZRgBmyArKCtzkj,COhgHOvgSeycIPIHYNuFN;]

4 PRATASE Ik 2 Y PI o 4 B

(2 i@3iE (14 kB ~| ELTT —BEFTUTIRF S [ASOIFt v
#wE HEEFN
|coAb-stmEstLEd] | ENRN | [Saveass | [ B3 || BB || Az |

8 EARBCLTETH? TELLITIN? DbD ZRRATLTES> TLUVNTEH?

https://jsac.jpcert.or.jp/archive/2019/pdf/IJSAC2019_1_koike-nakajima_jp.pdf
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(3) Grandsoft EK

Grandsoft EK DFFEIEA T DESD T,
> 2018 £ 2 BENMSERRIVZ IO/ Mk
> AT FII OB Web ORIEEREREDIEIRZEFENT S Ramnit ) ZHkiEAY (CAD
n
BFEAICELOTIE. TAZORuUlt 3ol Vidar ], [Pony &M(EN 3 InfoStealer’t&HE THIMR
(% 2)
> 2019 5 6 A LAICHT(CIcel D JEMHENS InfoStealer ZE8{ATHIM (K4 10)

Time Host URL Body Content-Type Comments

2019/06/04 14:50:05 warming.simbaooshi.space /purists_allies.html 542 text/html; charset=utf-8 Grandsoft EK
2019/06/04 14:50:06 warming.simbaooshi.space /getversoinpd/1/2/3/4 21,214 text/html; charset=utf-8 Grandsoft EK
2019/06/04 14:50:07 warming.simbaooshi.space /9/80790640 436,8.. application/octet-stream Grandsoft EK
2019/06/04 14:55:16 1°95213217.139  /Tini_ProjectxB6.exe 3,911,.. application/octet-stream

2019/06/04 14:55:16 E 95.213.217.139 /SWKLPDVX.exe 151,5.. application/octet-stream E

2019/06/04 14:55:16 E 54.36.218.96 /tin.exe 342,5.. application/octet-stream =

2019/06/04 14:55:16 a Tunnel to 195.69.187.86:443 473 :

2019/06/04 14:55:20 E wagenstead.xyz [data2.php?CBBD537FA0... 0

2019/06/04 15:00:44 H thracial.pw /data2.php?CBBD537FAO... 0

10 Grandsoft EK h5 IcelD B4l

Wiy | 1A | 28 | 38 | 48 | 58 | 68
AZORult »
IcelD »
InfoStealer Vidar -
Pony »
Ramnit —

& 2 Grandsoft EK [CTEHBINTWEIILDLY

7B#. 2019 £ 6 BhENS 7 B TFEET. Grandsoft EK ZFIFAURIREOEAINEMEZ TL)
9,6 HLAICANS, TFIVT(IAREORABEZIHTBIHIC. IP 7 RUAF(IMAEBIHRRBENS
Grandsoft EK OEGRINTERVLCENHDF U, 5185 Grandsoft EK DIREFF ZFHRLTLE
9,

9 BAKOIE1-IhSHEIBREINET 4B\ OV I T EIELET .
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RIG EK OFHHIIUL T OEBDTT,

> 2016 £ 9 BENSREERLIIZTOA My O
SEENZIZIEIDREAEHDE I N, FAER D 2019 £ 7 A TN EGHEUR

> RIG EK (CFIREN2@E5TRDZ<H 07D IP 7RLA

> InfoStealer 35> ADI7OMMCRY MREFR A BYIVDI 7 %M (R 3)

| wworz [ 1A | 273 | 38 | 4A | 5A | 68

Amadey »

AZORult » » B » » =

InfoStealer Baldr »
Kpot »
Vidar » )
Ao0-4 Smokeloader »
Buran .
GandCrab » » »

GetCrypt »
I ATITF Paradise ‘

Maze »

Sodinokibi »
Unknown »
Electrum DoS Miner » ’
»

Phorpiex

Pitou »

Tofsee »
& 3 RIG EK [CTEHBETNTVWENIIITF

7w b

10 CYBER GRID VIEW Vol.3[1ZEi%#E35 RIG Exploit Kit D25r¢ 335 |
https://www.lac.co.jp/lacwatch/report/20170202_001203.html
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RIG EK ZFIFHI2IEE(L. 2019 £ 5 ATEN5 6 A TETTORMIC 3 FEDR/ LX)

OILEUCFIAEEN B R/ LRy MBS IL TWELIZ. B2 DRINLRY M FEEDLSIBR/NAX—)LD
LAt A VLI,

> Phorpiex : TJAR=23>X=)L"
> Tofsee : 7HINA MOSEEFEEITRINALA-)L
> Pitou : RIWIPFv>IIOELRERIEUZINALA=)IL

[Phorpiex|(d. 2019 & 1 ANSEAXFPEEADOEZRE (K 11) ZAVWT. 3>9ATI7

[GandCrab I®A> 51>+ DIE#ZEFENI DYILII 7 [ Ursnif IZIEEIL TWELE. RIG EK
hSEEfENTLlPhorpiexl(d. B 12 O&SRMRABBEAERIZITIAN—33>2LTNBR
JCOA=)VDIEBIDH TURE . S48, DI T7EZILELS B alRe b Hd e, BIFESFERUTVEETD,

=" I= Namie Amuro! - XyZ—2 (FFAMNEZE) o B R

° @
EEA e LR FEQHE: 2019/02/25 () 21:38
7%
CCe
EZ: Namie Amuro!

| swt—3 | | 1, PIC08429848-IPG.zip (53 KB)

i)

5

11 ZHZREAOZTMESCINIITZANLADH

T R RS TIREVKBL. (RISEEAERTZZEA—)

[HZR—33> J&ld. [sex (MHRIA) J&lextortion (W3 D, ZI§) |EVWSEERZEBLEHEIIEETY,
12 (RIBEEAERT B IR M-S TR

https://blog.kaspersky.co.jp/sextortion-scam/22706/
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£ 75/2019E
== = I hacked you - pasarila - dwiz—2 (FRAMER) = ot B
| | swt-3 v @
EHA : FEHE: 2019/05/20 (B) 13:38
FAFE:
G B
4 I hacked you - pasarila
EU’TQ:E
Hey! -
I know vour pass is: pasarila
I infected vou with my private malware, (RAT) / (Remote Administration Toal), a few months back when you visited sone
website where my iframe was placed and since then, I have been observing vour actions.
The malware gave me full access and control over your system, meaning, I can see everything on your screen, turn on
your camera or microphone and you won’t even notice about it.
[ have also access to all vour contacts, private pictures. wideos, everything!
I WADE & WIDEO showing wou (through wour wehcanm) STATISFYING YOURSELF!
You got a wery good taste! Hahaha...
I can send this video to all your contacts (email, social network) and publish all vour private data everywhere!
Only wou can prevent me from doing this!
To stop me, transfer exactly 1200% with the current bitcoin (BTG) price to my bhitcoin address.
I think it’s a very good price compared to the damage and hell it can bring into your life!
If you don’t know how to get hitcoin, Google - “How to buy Bitcoin™.
The wallet you can create here: www.login.blockchain.con/en/$/signup
Wy hitcoin adress is: 10ZNohaDckSxJuBYsfeGkalt xDAht FP3ly
v = ~ =, = o
12 [PhorpiexIh5EMHZHS TOWEA=IDOYT)
(5)Fallout EK
L, 3
Fallout EK OfFIEA T DEHBDTT,
> 2018 & 8 AENSERAZN TV IIZATOA MMk
>  BERFCRIG EKEE—D1>I57E4FIA (K 13)
> InfoStealer 35> HADI7REDIIVII =M (R 4)
Time Host URL Body Content-Type Comments
2019/06/13 7:10:48 - Jad/ad?p=38636&w=42411... 69 text/html; charset=utf-8 Malvertising
201906413 7:10:50 fBD9mIN?cost=0,00110 179,366 text/himl; charset=utf-8 Compromised
2019/06/13 7:10:57 traffstats.info  fPKXjnL?cost=0.00110 598  textfjavascript;charset=UTF-8 Redirector
2019/06/13 7:11:01  butthurtrain.com [7845_Splitters_Anaphora/.. 4,497  text/htmkcharset=UTF-8 Fallout EK
2019/06/13 7:11:05 butthurtrain.com [sundered-Finery/calderon.. 28,883 text/javascripticharset=UTF-8 Fallout EK
2019/06/13 7:11:06  butthurtrain.com [15993/Redroot 7,704 text/html charset=UTF-8 Fallout EK
2019/06/13 7:11:07  butthurtrain.com [iKQm/Gangion/forded-dian.. 28,716 text/html charset=UTF-8 Fallout EK
2019/06/13 7:11:07  butthurtrain.com [favicon.ico 0 text/html charset=UTF-8 Fallout EK
2019/06/13 7:11:08  butthurtrain.com /Longbeard_potentate/Rep.. 35,149 application/x-shockwave-flash Fallout EK
2019/06/13 7:11:08  butthurtrain.com [1962_05_25/1995-03-02.a... 0 text/htmlk charset=UTF-8 Fallout EK
2019/06/13 7:11:11  butthurtrain.com [7845_Splitters_Anaphora/... 0 text/html charset=UTF-8 Fallout EK

13 [L&#EHICELS Fallout EK ADFEESEH
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| wwmz |18 | 2A | 38 | 4A | 5A | 6A

Amadey
AZORult

InfoStealer

A 0—4
S LADTY

Kpot

Raccon

Vidar

Smokeloader
GandCrab

Maze

4

& 4 Fallout EK [CTEfmENTWEIILDLIY

Fallout EK i"FIFAENEsHIz 2018 £ 8 BLAD RXA (&, TF1)FT(IAFRBZHHRUIZRXA> %
ZOFTOERHEANGDFEUIN BRIED RAAVICFZDISRERFBAFEL ISR T, S5(C,
Fallout EK Oi{S(3. HTTPS THES{LENTWSTes. T1ILAFU>T0180% T 31 FEES L&

EZESIZIEIDDET.

FIz. Fallout EK NiHEI3E0EY A M ERICEE I IRE, BEEERBIOERNIBET

g_o

(6)Spelevo EK

Spelevo EK D¥FHIFIA T DESDTT,
> 2019 £ 3 BACHERESNIZHRLLIVZT0A MMy b
> FERCRIG EK LER—0D1>I5%E < FIF

> [PsiXBotleMEN sy hMefctn (X

14, %K 5)

Time

2019-06-05
2019-06-05
2019-06-05
2019-06-05
2019-06-05
2019-06-05
2019-06-05
2019-06-05
2019-06-05
2019-06-05
2019-06-05
2019-06-05

12:
12:
12:
2
12:
12:
12
12:
13
13
13:
33

58:51_
58:52.
58:53..
58:552
58:55...
58:57=
59:20°
59212
02:38..
02:38..
05:05...
05:06...

Host

glamorous.
glamorous.
glamorous.
glamorous.
glamorous.
glamorous.

starfoxcameo.top
starfoxcameo.top
starfoxcameo.top
starfoxcameo.top
starfoxcameo.top
starfoxcameo.top

Info

GET /delco-beastieality-thefreepornking HTTP/1.1

GET /?67cb432060c35450f4623f811788b164x HTTP/1.1

GET /?67cb432060c35450f46123f811788b1642d30cbbc HTTP/1.1
POST /?267cb432060c3545046f23f81b HTTP/1.1

GET /favicon.ico HTTP/1.1

POST /?67cb432060c35450f46123f81b&00VOVV111&11 HTTP/1.1

Splelevo EK

PsiXBot

Standard query 0x22f2 A big.bit
Standard query response 0x22f2 A big.bit A 193.187.173.236
Standard query @xafea A big.bit
Standard query response @xafea A big.bit A 193.187.173.236
Standard query @xdd5f A big.bit
Standard query response Oxdd5f A big.bit A 193.187.173.236

14 Spelevo EK h'5 PsiXBot BR3E{)
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EEIEEIEEIEEIEEI

T PsiXBot

& 5 Spelevo EK [CTEfRENTWENIDIT

Spelevo EK (. 2019 £F 3 BICHERSNLEEMNFFLVWIIZTOA My T, SEINAET
(& PsiXBot ] &M (FN 27y hDBECIhZHEEZL FUIN. [TceID1EMHENS InfoStealer 1> Shadel
EINZSSY LADI7ZERTRL TUVEDIRENHDF T2, ZDIz8. Spelevo EK ZFFHIRINE
BMEOVIDIT7ZECM I DRI REENE RSN, BIHEERNMNETT,

(7)Underminer EK

Underminer EK Q5T T DESDTT,
> 2018 & 7 BEENSEELTWVWBIVZATOA My bk

> 2019 F 4 BN SREACOIDILEHEHE TS

> 1}§ILJ\

Time
2019/06/12 7:15:20
2019/06/12 7:15:22
2019/06/12 7:15:22
2019/06/12 7:15:23
2019/06,/12 7:15:24

FE (¥ 15)

BoFHECHVSBN3Hidden BeeltME(FN3 CoinMiner #Bcf (X 6)

Host

174.139.17. 1564
174.139.17.164
36.1856:9081

URL Body
Jadfad?p=386368w=4241198d=8f3342... 50
JouwuF a
/XKIOEEEEE.KDIOD.php 0

faB2MIv3hIrXeoCulSq8PIUIG 3w 3AFYSE. ...
findex.php?ad_id=MqtDzi5kdKZiBIRMPTy. ..

Content-Type

text/html; charset=utf-a

text/html; charset=UTF-8
text/html; charset=IUTF-8
text/html; charset=IUTF-8

88 text/himl; charset=utf-8

Comments

Malvertising
Malvertising
Redirector
Redirector
Underminer EK

2019/06/12 7:15:24
2019/06/12 7:15:25
2019/06/12 7:15:28
2019/06/12 7:15:28

36.186:9081
38.75.136,186:9081
38.75.136.186:9081

36.1856:9081

fisfrblaki1o9tsifsh Fhn4tb4faas. js

flogo.swf 638
Jpubszerviet.php*fp=aebfco20bag 1f91. .. [i}
fviews 3rirdinb&mulahisré 14nurak<. hitml

text/fjavascript; charset=utf-8
applicationfx-shodewave-flash

text/html; charset=utf-2

Underminer EK
Underminer EK
Underminer EK
Underminer EK

2019/06/12 7:15:28
2019/06/12 7:15:28

38.75.136.186:9081
38.75.136.1856:9081

[static/encrypt. min.js
[static/tinyjs.min.js

textfjavascript
textfjavasoipt

Underminer EK
Underminer EK

2019/06/12 7:15:28
2019/06/12 7:15:29
2019/06/12 7:15:29
2019/06/12 7:15:29
2019/06/12 7:15:30
2019/06/12 7:15:31

36.186:9081
38.75.136.186:9081
38.75.136.186:9081
38.75,136.185:9081
38.75.136.186:9081
38.75,136,186:9081

15 [L&#HICED Underminer EK ADEE

fi Ssujierach3uubnfeg78ls 1.5
fviews ip13di0ZihdfbanidaZnc2tdnc, himl

fpubs/article. php?id=4fab53442343279%6. .. 572
fviews fsgm 10idDitf4podaiio 7h026fg, himl 746
fuiews fs=feuda42qtshalh3u2410oimk. swf 102,501
fviews fhovhgi4m3rtdkOnl 7gd4emunipk. wav 43,860

textfjavascript; charset=utf-8
textfjavascript; charset=utf-&
text/html; charset=utf-2
text/html; charset=utf-8
applicationfx-shodkwave-flash
audiofwav

= =17

Underminer EK

Underminer EK
Underminer EK
Underminer EK
Underminer EK
Underminer EK

w1z |18 | 2A | 38 | 48 | SR | 6A |
CoinMiner Hidden Bee —

]| 6 Underminer EK [CTEfRShTVLWENILDIF

13 #HERENE : Shade S>YAYITERETS Spelevo EK
https://www.cybereason.co.jp/blog/cyberattack/3417/
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Underminer EK (&, FFENIASHEF(EHEDIRGI TR 2R TEEBATLRN, 2019
F 4 BRI REBIZFERLTVE T, Underminer EK #FIFAI3NEE(E. —EUT
[Hidden Bee|£ME(EN3 CoinMiner ZE2fEL TL\RTENS, £EEENOWEE) )L —TEHRIN
ig_o

(8)H EK

ME EK DI T OEBDTT,
> 2019 £ 3 A A)(CEED
> ILERHETHMEASNZIERYM MFEE (K 16)
27 YANICICVE-2018-8174 12 BFAI 31— RhEA (K 9)
> 3> YAUI7[GoledenAxelxEcfm (K 17)

Time Hest LRL Body Content-Type Comments

2019/03/17 13:23:58 g0/ 224663 /5070/98 283 text/html Malvertising
2019/03/17 13:23:58 [ad/ad?p=224663&w=507... 49 text/htmk charset=utf-8  Malvertising
2019/03/17 13:23:59 ! 20 text/htmk charset=UTF-8 Compromised
2019/03/17 13:23:59 /images/gold.html 4,769 text/html CVE-2018-8174
2019/03/17 13:24:00 fimages/Flash_Player.exe 1,685,520 application/octet-stream  GoldenAxe Payload

16 LSEHICL3ME EK ADFEEEH|

EEIEEIEEIEEIEEI

9 AT GoledenAxe

&/ 7 MH EK [CTRHBENTVWEINIIF
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=YOU ARE BECOME VICTIM OF THE GOLDEN AXE RANSOMWARE -=-=-=-=

Dear User
All your files, documents, photos, databases and other important files are encrypted.

Read instructions help file named "instructions-%s.txt" for more information.

Contact with us be e-mail for decryption (recovery) information.

xxback@keemail.me

darkusmbackup @protonmail.com

#++ DO NOT MODIFY, MOVE OR RENAME ENCRYPTED FILES ##%

x#% USING THE THIRTY PARTY RECOVERY SOFTWARE DOES FATAL YOUR FILES ##x

17 5> A9T7[GoledenAxel

BB, 2019 &F 7 A ELAHSHEICNMNIT, CVE-2018-8174 £ CVE-2016-0189 DAfESS 4%
FAU. AZORuIlt > Netwire R2ED InfoStealer ZEHL TV E#HERLTVE T,

IHAR OIS Z BRI ZRELSOEHIEUT, [EERATARERIFAILOFT>O-RZMEL.
I-HPHEROTEITUBE(C. CoinMiner (B9 2EH1Z2HERL TLET .. SEOMB(CHAIY
AZXENZIHZTOA My MOFITERIIZT04 by MO IROBEICHFRL TVEET,

(9)BhhIC

IEFRD Web Y41 NCRRENBILSEZBAUZIIZATOA My MIEADRIERFE (G, HL
AN TVET . BA—I(ER. OS 0PV —23>-VINII7 8LV ARV T MOEERT7
ANEEFOIRREICAR D LN EZRD SEIEBRMRO—DI T, ik DERMIR L ZCs) THE
SBUTUVVE( LR WVZLET

e HIME I YA N-IRE(CIRRB(C(F. - NI I RRA U~ Ry bD =0, = \REDE
EET 1T M REZEML . EEROBEETIHHE - 1R I 2L EHHOEZ S NEETT,
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InfoStealer

Ay>v0-—4

I9A917

Ry b

CoinMiner
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IOC /% (VI OI7iRikImEk)

RIIVII7&FR

Amadey
AZORult
Baldr

Kpot

Pony
Raccon
Ramnit
Smokeloader
Buran
GandCrab
GetCrypt
GoledenAxe
Maze
Paradise
Sodinokibi

Unknown

Electrum DoS Miner

Phorpiex
Pitou
PsiXBot
Tofsee
Hidden Bee

MD5

4a22417395b241a18528591ef56a07be

3d9f67b49cddc531ee5bc81c3c7efbec
236ac57f988be74d9170d80fd3592ab9
70ce22275834cle34eb6ee52ac8e5df31
Oeb8eacc5157cafad7dc0915b4e8ff3f
bcd942808a6e52f62a104804fde15691
63a117eb811b54caae613574e871add4
bfd998484e38fbd29162f171ac0ae016
e60e767e33acf49c02568a79d9cbdadd
6819c92a781b04ce8e2e00ccd9de64d6
6d21c5c3bcff6076179bccd9eabd1464
3520dec68c0a8b28e7cf7b49e90a706e
c35a15f340ed724b1e6b78f4c935643a
475d5a08ff779bc5e1fbd2ed146f7704
FO728A11B184E4A021275723AA2D29EB
c07cc32ef42f5d98faf09d13c70f89e1
c4ded2bda86c82672411f1cf583c6650
d9e59a4295926df49c8d6484aa6b8305
1e493d19e6c46ab8a4fe8f7362767590
73b768ccc69f26e555f94d48a4acb4cb
4f4d72a1be1093b4ec55507a0b2deb9b
831d0b55ebeb5e9ae19732e18041aa54

XSEIDHNSFELL—EBOXILII7(CHRO< MD5 ZEe &L TVEFE T,
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— Grandsoft EK

Spelevo EK

----- » RIG EK

— » Underminer EK

Fallout EK

MBEK

| wwir | 18 | 2A | 38 | 48 | 5A | 6A

InfoStealer

A>0-4

AT

bk

CoinMiner

Amadey
AZORult
Baldr
IcelD x
Kpot
Pony »
Raccon
Ramnit

»p

-
--» e

> >
-»
>

Vidar -
Smokeloader -»
Buran
GandCrab -»
GetCrypt
GoldenAxe
Paradise
Maze
Sodinokibi

Unknown

Electrum DoS Miner

Phorpiex
Pitou
PsiXBot
Tofsee
Hidden Bee

XA\ ERZHERT S/ O+ IXINI1T

23



SAN-R2E>y-LR-Fh
%75/20198

dA5A : T¥I1VF7/B8= #13

BRI YIRIIA
t¥1V7 185

2019 % 5 H 23 H~25 H. EE>IRS
DAICTER@EFON—-Z>F (EF1)5713E
%) ZEMBULELZ. SEIEIRTT S4IT4
LoDy OB E F . %R TEBRICH
BEEG CITOEBMRELEUR,

&% http://www.riis.or.jp/symposium23/dojo/
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=21N

| X&E

Sak U0
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FURVEET O
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VS ET R

5E 1 SHOES

EE . iU BN R IERE USB X
EUTHSHB UL VN DD DS RIETE TENM
U. ZEEE (UL BN USB XEVZfE
FU T Bz I 5 B U TR %2 he DFR
MCHAAZLTEBVELUR,

COEZTIE. 72N TAL > D)% ERL
[GABOEMNIEFEEF1IUT(ERTEEZE
$HTW3. EDR (Endpoint Detection and
Response) MO ABHEZREVRAEBTF

24

EBEDANZEUI,

ERNPECHUIEAZITIRS. LEZO
583 PCYOAT 4 7ZRUNT DI TIERL &
EEEIRYJMP EDR OJREMICE RSN
BRUNZIEERIBENEETY,

UNU. RERICEDLIROTNFIET ZH]
BEENHDD . TTHBEINDHDON . BHEIICHE
RBUTHBNMRINE, BOdUIRREDOREN ST
DEIREHZAF IBEETEER A

SEOEZTE. [TI9WITALSYITIE
BRENTERVEEN DD L ], [ZDFEHLA
SRS TBIRERDIBENHDIEID
2 RZEERHL THSOZEZERENELTERMU
FUI

ZEEEDT>—NTIEDR %##sHTHEZE
WNTERESE (ROl IREDRBAEZRZ VLR
EFUIc. SBEZBECUTZTEZETESICL
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DFRWS EU 2019

ANDSM

2019 48248 (K nM54H826H

(&) [C.JVI1-OAZROTHEEINE

DFRWS EU 2019™(CESINLEUIZ. SvIh5
OSMEHEENTVET,

DFRWS (3. 2001 £ 8 ANSHfESNTYL
BT TINITALSSYICEEITB NS TFL VAT,
X REROMCE. D—723ayTPTLE>T—
SANHBOET SHIEREE. BEROERFE.
REBEHRENSL ALEDLIICRECFRET
BIVSZFERMIFEATUR,

SLEI—I23vT(E. XIVIT TR,
WhatsApp BT EUIETAL > SR
B, affd A X=JITRHIGUIRTAL > Sy R
DOBNTY, BVEERBNISEERKN T, XE
BRELBHNBCUL,

MXFEEROTIIIVIE macOS. AX—b
TA> ATLYRDTAL > SwIICBET 2RERNZ
{ ERARBTOORNBORS. I<CICHEDA

14 http://www.dfrws.org/conferences/dfrws-eu-2019
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{ELTUNRBINERDER A INNSEERBBRIBIREZSIGAITHILT. BROtF1UT1ER
OELCHFSTEDRLORALTEVWDFT . (ERE)

7% ad JOT TR

SEOIDIVEEEIDOSE LSBTV BUFO URL Fzld QR I-RM5, 724 —MNC
BIZVWEII3EERTY, REORVIER - IRABZH TR,
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