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http://www.lac.co.jp/security/alert/2013/09/12_alert_01.html
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3 JSOC INSIGHT vol.1
http://www.lac.co.jp/security/report/2013/08/08_jsoc_01.html
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4.1 BAXICHITFIKRHZEBESSTHEICAHVWSNE IE OTOFESSIECONT

4.1.1 TOFHESEHEZAVERZORR. RSSIEMEICONT

JSOC H4&U BHBEMISF—AMPAN-KEZt>45-1F. 8 AnS 9 AN, Internet
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MEss MRS CVE-2013-3893

HWERYINITZIN->3>:  Internet Explorer 6 N5 Internet Explorer 11

MEss = BRIN: Internet Explorer H"XEUAROAT 1) NMIABEUC T ITRTRIBE(C.
Ba0OFE: UE-hTI-RHEITENS

MessitzfiRiHg 2775  MS13-080 DEHA
MESSHEORE%zMEdd Fix it ZBAIS
7k http://support.microsoft.com/kb/2887505/ja
Enhanced Mitigation Experience Toolkit 2R3 %
http://support.microsoft.com/kb/2458544/ja
&% URL: Internet Explorer FQRENREFIVT(EFHIOISL (2879017)
http://technet.microsoft.com/ja-jp/security/bulletin/ms13-080
CVE-2013-3893
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-3893
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2 H-0IER
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ZO/EESE(E 2013 € 10 A. Microsoft O tF1UF47yS7—~ MS13-080°(CHVT. &
EMTONTVEY,

SRAYAYTE X2 TFHR MS13-080 - BRR
Internet Explorer FDREN LG X1 T(EHIOT S L (2879017)
http://technet.microsoft.com/ja-jp/security/bulletin/ms13-080
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BRIRH T BAVSFIN IR F v BHEAHERR L E Uz EHOAYTFIVS IR Fv(d. Microsoft #t
(C&BEF21UT17yTT—NU-ZFID 9 AL, ISOC DERY-ERZIFIHEINTVSHE
FRD IDS-IPS NIBRERZITOTVET,

R 3 SEOBEICEETS ISOC AVTSHIIIA2FrBRRICONT
MRFTNAR: McAfee Network Security Platform
Cisco IDS/IPS

Sourcefire 3D System
CVE-2013-3893 2#EBRUEKEXIRAN I 5% Fv it 4 \F—>%EA
LR ETRRIZVINIITICLZBIEEIRIT DI LTFv 1 )\9—> =&

4! Follow TGP Stream

~Stream Content

FOST /info.asp HTTR/1.1
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User-agent: Mozilla/ 4.0 (compatible; MSIE 6.0; win32)
Host: 103.17.117.90:443
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Tl BIEOXERFFTE () SIUBEOEHO IP VRLATHDILZHRLTVET,

R 4 WUI7[CLBBIEDEETDH

hE (F#) EE
111.118.21.105 103.17.117.90
180.150.228.10 210.176.3.130
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218.38.28.96
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ANEINE - REEFMNCTRUVASNIERE - RNEEFRBEOBD THAEZFERL TVET,

6 Latest Internet Explorer Oday used against Taiwan targets
http://www.alienvault.com/open-threat-exchange/blog/latest-internet-explorer-Oday-used-against-taiwan-users
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4.1.3 CVE-2013-3893 ZEAULIZE  KKERHZBIMZE DR

> CVE-2013-3893 ZEAYIWEADMR
CVE-2013-3893 (CEAULTIE, MESSMAIEIES 2 +1UT17vT7—b (MS13-080) HBAIC
Microsoft #t&DAFENTVEY , TF1U5747vT7— MNERZN TV SN B RUCTHERZE L,

> IKERHBEIESRADIIR
LUF O} REHERWVLET

(1) RSP rF 171 7vI 7T — Nei#E

(2) Enhanced Mitigation Experience Toolkit (EMET) ’‘O{&F
(3) BEXERECHITDRA MDIRTDIEYR - Ry NI —JEERR

(4) 1227 > NUZR> ZARHI DFEEE

(5) ISOC TH1 )T EERY —ERAREDTER

(1) (CEALT. KERAGZEWE T ESEERINLT - 20L& (0T MResstzBAINT
—26HDFIN ZLDBEICEFBUMEEESN TV SHESSIENABLSN DY, IER(CERTHDEER
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B (GEHARMERICDOVTI(E, #4t Web B4 MCBWTERRULTWES e, LI FETSIRZE0N,

IKERIHBBIZEICRITHMRICDONT
http://www.lac.co.jp/security/alert/2013/10/09_alert_02.html

7 Enhanced Mitigation Experience Toolkit
http://support.microsoft.com/kb/2458544/ja
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4.2 SEALBEENTWVS UDP Y—ERAZERULEEDEMICONT

4.2.1 UDP 9—EAZBRAULKZOMESL KU HHROHEE
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8 The DDoS That Knocked Spamhaus Offline (And How We Mitigated It)
http://blog.cloudflare.com/the-ddos-that-knocked-spamhaus-offline-and-ho

9 Prolexic Stops Largest-Ever DNS Reflection DDoS Attack
http://www.prolexic.com/news-events-pr-prolexic-stops-largest-ever-dns-reflection-ddos-attack-167-gbps.html
10 JUN#62507275 8D TO—R/NURIL—E0F =T J)L/RELTHEBEL TLESRRE
http:/jvn.jp/jp/ldVN62507275/
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Flz. FEROYA KT DNS =)\ A=T VYN THINDF IV INEIRETT .

A=T YUV IVINEESRYA b
http://www.openresolver.jp/

Open Resolver Project
http://openresolverproject.org/

The Measurement Factory: Open Resolver Test
http://dns.measurement-factory.com/cgi-bin/openresolvercheck.pl
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http://jprs.jp/tech/notice/2013-04-18-fixing-bind-openresolver.html
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