2006

V1.2

2006/10/10



o W dp P

6-1.
6-1-1
6-1-2
6-1-3
6-1-4

6-2
6-2-1
6-2-2
6-2-3

6-3
6-3-1
6-3-2
6-3-3

ADSL

62.5%

P2P

O-day

96%

© ®©® o o AN W W W

R

11
11
12
13
14

17
17
17
18

19
19
21
22

Copyright(c) 2006 LAC. All Rights Reserved.



2006

2006

1

1

2006

6

CSL

17

2006 1 6

Copyright(c) 2006 LAC. All Rights Reserved.



Antinny

CSL

CSsL

Winny

Copyright(c) 2006 LAC. All Rights Reserved.



O-day

Copyright(c) 2006 LAC. All Rights Reserved.



CsL
CsL 1
5-1
1
n
OS FreeBSD oS
CPU Pentium3
Memory 256Mbyte
ADSL
0s

ADSL

62.5%

Cross Platform Shellcode?

62.5% 2006 6
CSL
internet
1. Tepdump
2. Apache Access Logs
3. Honeypot Logs
4. Malware binaries
Honeypots 5. etc
She
Logs transfer 5 'Anaiyze Server

Copyright(c) 2006 LAC. All Rights Reserved.



u
(1)
7 83507
3 Googlebot®
NTP
2 1 2
135/tcp  139/tcp  445/tcp smB*
IPA
JPCERT/CC
IP
elc
‘ 138dcp
443ftep -
139%c0 h i
21rp - #149‘ AW .
BO#cp )
/ 21.38% 44nep
Caopyright(c) 2006 LAC.
2
2
24 3
3 Detected 1
Undetected 3
3 Google

4 Windows

Copyright(c) 2006 LAC. All Rights Reserved.



Tested Product

Symantec
Trend Micro

MchAfes
{Signature: 2006/06/13) Detected
| 9
UnDetected{All) 15 Watwars
circumstance
1server 24hour =

Copyright () 2006, LAC Co., Lid,

9 15
rootkit
5-2
° Jsoc 6
135/tcp 139/tcp 445/tcp Microsoft Windows
51
22/tcp(ssh)  21/tep(ftp)

Rea VNC®

JSOC

5 http://www.ipa.go.jp/security/ciadr/txt/listhtml  http://www.cyberpolice.go.jp/detect/

6 http://www.lac.co.jp/busi ness/sng/intelligence/jsoc_report.html
2

Copyright(c) 2006 LAC. All Rights Reserved.


http://www.ipa.go.jp/security/ciadr/txt/list.html
http://www.cyberpolice.go.jp/detect/
http://www.lac.co.jp/business/sns/intelligence/jsoc_report.html

5-3

(O

(©)

D

)

119

119

PHP

2004
2005

D @)

JSOC 2001 2004

Copyright(c) 2006 LAC. All Rights Reserved.



©)

HwEEY IF MEEYAF

o2 ACGESD m%‘a(-m OERADIFC 2L
F—RmEESD, AT —HE
ARANERRE A h3 . 153R

--------------------------

ORFADI—FII, Ay
AANTBET R ODA—IL
FEAL, BEY AT

2TLES. :

D% By — AL, :
Il ARSI ERET S, :
il :
il

SEFEAD I ERE =
o, Bt T T
BHlcthih AL XET 2. e

3

Exploit Scanner

10

Copyright(c) 2006 LAC. All Rights Reserved.



6. 2006
6-1.

Antinny °
Winny

6-1-1

Antinny

IP

Plug and Play(UPnP) *

9 Winny

10 Winny

12 AV

P2P

P2P

Antinny

11

10

Winny

ADSL

Universal

Winny

2ch

Copyright(c) 2006 LAC. All Rights Reserved.



6-1-2

(1) Winny
2006 1

Winny

(2 P2P

P2P

6
Winny

P2P
Winny  Share P2P
Winny Share
Winny Share
1
2006 Winny
Antinny
Winny
Winny
Share Winny
Share
Share
P2P
P2P
Winny
P2P
Antinny
P2P
12

Copyright(c) 2006 LAC. All Rights Reserved.



6-1-3

Web

GIF Flash

A

ﬁbwajtﬁcé'mﬁo HEREOEERE IP -
FH AR A S s T OB LT,

B 7 e ) =

13

Copyright(c) 2006 LAC. All Rights Reserved.



6-1-4

13%

14

URL

LR
b EELL

Little eArth Corporation

Copyright(c) 2006 LAC. All Rights Reserved.



6-1-5

0S

13

15

0S

13

Copyright(c) 2006 LAC. All Rights Reserved.




!!IIII“

H]
||!!“"
Gl

Little

:

h Corporation

5 System Security Statu

Warning

Attention! Your system s currently vulnerable to computer attacks. Remote intruders can gain access to following fies and foldars on
gt and Most your PC:

Jetaction and Windows¥System32

1 on the - 0 Fil Exp
svent anyone - ¥My Documents

our Intamet - Drive C:¥ files

To anhance the securkty on your PC Download and run Intrusion Detection System (IDS software)

“hitp:/ /wew syste 'i'ilﬁﬂ?lé—i'.‘n‘b’t E_

‘e » Free Scan

yware/adware
ver mi word, YOl ©0 WaminglWa2 Myzor FK@yA s a virus that infects files with exe extensions. Tt attempts to steal 211.14.10.161
viuses  and Yo - passwordsand private information from the infected computer Type: Vieusinfection Lenath: 138203 P, Ja
byt i Affectad Windows 95, 98, ME, NT (il versions), 2002, Windaws #P (all service » Japan
eefreeScan | yg packs)Gystems Not Affected DOS, EPOC, Linux, Macintosh. Novell Netware, 05/2. UND(Technical 0719 Firefox/1.5.0.5
details 1 Creates files in $Windir%¥ dirsctory. By default, this is C#Windows. 2. Adds valuss fo
Yo registry keys: HKEY_LOCAL MNACHINE¥Software¥Microsoft¥Wiiindows¥Current Version¥Run 3. Scans ‘ows XP VULNERABLE
nost effident the hard drive for exe files and infects any executable files. Searches for passwords/information,
yith  raattime Sy which it may send to a remate attacker Recomendations: Glick “OK” fo dowmioad officially spproved CAUTION
security software Ahways keep vour patch levels up-to-date.
& <Ees Sean Tirg L 19:04:09 PDT 2006
L

vare  removal
|hting all kinds Download and nstzll one of the following approved software products:

1 keyloggers,
e Spy Heal Pest Trap
i = Over 40,000 threats n the database « Dally updated threat databases
» Exclusive algorythm of dleaning = Intelligent threat scanner
most popular . IE Sal‘g _ane - solmphr dﬁanS vqur browsert . ipplatl_lon advanced FI'FWBIJ
7
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1 Winny
2004/2/17 NetAgent Winny One Point Wall
Whizzy R&D Winny
2004/12/22
2005/10/06 ASCII Winny
2005/10/12 MS Antinny
2005/12/05 NTT OCN PC Winny
2005/12/26 Winny
2006/02/07 Fortinet Winny FortiGate ForitOS3.0
2006/02/16 1SS Winny
Winny
2006/03/02
2006/03/02 Winny  Down
2006/03/11
2006/03/15 Winny
2006/03/15 Antinny
2006/03/16 Winny
2006/03/16
2006/03/17 AntiMalware Winny
2006/03/18 IT Winny
Winny Websense Web Security Suite Lockdown Edition
2006/03/22
2006/03/23 Symantec Winny
2006/03/24 IPA Winny
2006/03/24 Symantec Antinny
2006/03/27 5 Winny
2006/04/11 eEye Winny Scanner  Winny Monitor
2006/04/12 McAfee Winny
2006/04/12 eEye Winny
2006/04/21 4/28
2006/04/21 eEye Winny
2006/05/2 Upfolder.txt
2006/05/15
2006/05/17 P2P
2006/05/16 hi-ho 6/30
2006/05/18 Winny
Juniper IDP Winny
2006/06/01 YAMAHA Winny B
2006/06/06 Cisco Cisco IDS/IPS Winny Activity
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2 Internet Explorer 2006 6
Microsoft Internet Explorer Improper mhtml URL Redirection
2006/4/27 - - Information Disclosure Vulnerability
Microsoft Internet Explorer OBJECT Tag Handling Memory
2006/4/22 | MS06-021 2006/6/14 Corruption Vulnerability
Microsoft Internet Explorer Improper HTML Parsing Memory
2006/4/11 | MS06-013 2006/4/11 Corruption Vulnerability
Microsoft Internet Explorer Multiple Memory Corruption
2006/4/11 MS06-013 2006/4/11 Vulnerabilities
Microsoft Internet Explorer Memory Corruptions and Improper
2006/4/11 | MS06-013 2006/4/11 HTA Execution Vulnerabilities
Microsoft Internet Explorer Erroneous 10leClientSite Data Security
2006/4/11 | MS06-013 2006/4/11 Restriction Bypass Vulnerability
Microsoft Internet Explorer Incorrect Domain Identification
2006/4/11 | MS06-013 2006/4/11 Information Disclosure Vulnerability
Microsoft Internet Explorer Unspecified Address Bar Spoofing
2006/4/11 | MS06-013 2006/4/11 Vulnerability
Microsoft Internet Explorer Improper swf File Handling Address
2006/4/4 MS06-021 2006/6/14 Bar Spoofing Vulnerability
Microsoft Internet Explorer HTML Objects Handle Unexpected
2006/3/22 | MS06-013 2006/4/11 Method Calls Memory Corruption Vulnerability
Microsoft Internet Explorer ActiveX Kill Bit Check Bypass
2006/1/26 MS05-054 2005/12/13 Vulnerability
Microsoft Internet Explorer WMF File Rendering Memory
2006/1/7 M S06-004 2006/2/14 Corruption Vulnerability
Microsoft Internet Explorer Arbitrary Code Execution and
2005/12/13 | MS05-054 2005/12/13 Information Disclosure Multiple Vulnerabilities
Microsoft Internet Explorer CSS Import Information Disclosure
2005/11/30 | MS06-021 2006/6/14 Vulnerability
Microsoft Internet Explorer Improper Status Bar Display Spoofing
2005/11/6 - - Vulnerability
Microsoft Windows FTP Client Improper Filename Validation
2005/10/11 | MS05-044 2005/10/12 Vulnerability
Microsoft Internet Explorer COM Objects Memory Corruption
2005/8/9 M S05-038 2005/8/9 Vulnerability
Microsoft Internet Explorer Web Folder Behaviors Cross-Domain
2005/8/9 MS05-038 2005/8/9 Scripting Vulnerability
Microsoft Internet Explorer Malformed JPEG Image Parsing Denial
2005/7/17 | MS05-038 2005/8/9 of Service Vulnerability
Microsoft Internet Explorer javaprxy.dll Handling COM Object
2005/6/29 | MS05-037 2005/7/13 Heap Overflow Vulnerability
2005/6/21 - - Multiple Web Browsers Dialog Box Spoofing Vulnerability
Microsoft Internet Explorer pngfilt.dil PNG Rendering Buffer
2005/6/14 MS05-025 2005/6/14 Overflow Vulnerability
25
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3 Firefox
Fixed Fix
2006/4/24 15.0.3 2006/5/2 Mozilla Firefox designMode Deleted Object Reference Vulnerability
2006/4/13 108 2006/4/13 Mozilla F_i refox Improper Popup Window Handling Secure Site Spoofing
Vulnerability
2006/4/11 1.0.8 2006/4/13 Mozilla F_| r'e_'fox prior to 1.5.0.2 Memory Corruption and Security Bypass
15.0.2 Vulnerabilities
2006/4/11 1150682 2006/4/13 Mozilla Firefox prior to 1.0.8/1.5.0.2 Multiple Vulnerabilities
2006/4/11 108 2006/4/13 Mozilla Firefox priqr _t(_) 1.0.8 Memory Corruption and Privileged JavaScript
Execution Vulnerabilities
2006/4/11 108 2006/4/13 Mozilla Firefox prior to 1.0.8 Multiple Cross-Site Scripting Vulnerabilities
2006/4/11 1150682 2006/4/13 Mozilla Firefox Changing Input Type Arbitrary File Steal VVulnerability
2006/4/11 1502 2006/4/13 Mozilla F_i refox Faster History Mechanism XUL Content Windows Spoofing
Vulnerability
2006/4/11 108 2006/4/13 Mozilla Firefox 'I mproper Image Context Menu Save Executable File as
Image Vulnerability
2006/2/2 1.0.8 2006/4/13 Mozilla Products Memory Corruption and JavaScript Injection
15.01 2006/2/1 Vulnerabilities
Mozilla Firefox/Thunderbird 1.5 Memory Corruption and Security
2006/2/2 150. 2006/2/1 Restriction Bypass Vulnerabilities
2006/1/19 ) ) Mozilla F_| r'e'fox -moz-binding Property Cross-Domain Scripting
Vulnerability
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