Vol. 3

2003

2004 2 2

JSOC ANALYSIS TEAM



© Little eArth Corporation Co., Ltd



JAPAN Security Operation Center JSOC

IDS Intrusion Detection System

JSOC
JSOC
JSOC

JAPAN Security Operation Center
ANALYSIS Team

© Little eArth Corporation Co., Ltd



JSOC

JSOC Firewall IDS

Emergency
Session data Raw data
Critical
Emergency
Warning
Informational
DS Session Data Raw Data
[
B1. £Ep0 T B HTEDCI R FOBR
Metscresn + DragonlDS
L 1 a U F o Frld mAMER Lo ,"'I
g IR Sl . 73 Events
SubEvent: £ a 5 4 Foid AR EEL)- F.
OFE, GBS EF oo TG TIREEL
7. _
578 SubEvents
Events: SubBvent X @lluHmEirac LT, —=.
JSOC PR T o r T FEEEHET, = "

8,981,482 Logs
TFLERDIBO0 TR

© Little eArth Corporation Co., Ltd



2003
5 ETC
wee
SSH
FTP -
WEB(HTTP/HTTPS) TOPS Services
RPC 49.329:!
AC L TELNET E
2003/01/01-2003/12/31
2 Telnet 2. Jsoc
Telnet
Telnet ID
oS
2003 Microsoft Windows 2001 Codered  Nimda
Blaster MS-RPC
http://www.microsoft.com/japan/technet/treeview/default.asp?url=/japan/technet/security/bulletin/ms03-026.asp
dcom.c Blaster Nimda
Blaster
FTP FTP
wu-ftpd BufferOverflow 2003
10 FTP
WAREZ
warez:
Web
5 SSH CRC32 2001
SSH
SSH
SSH
4

© Little eArth Corporation Co., Ltd



eC

2003

BufferOverflow

2002
2003 4

FreeBSD

Script Kiddy

Web
Web

OpenSSL
IS WebDAV

Mass-Exploit

3
OpenSSL

Exploit

Linux

I1S Unicode DCOM

Time Attacker

2003/12/30 SHADOW
2003/12/30 SHADOW
2003/12/30 SHADOW
2003/12/30 SHADOW
2003/12/30 SHADOW
2003/12/30 SHADOW
2003/12/30 SHADOW
2003/12/30 SHADOW
2003/12/30 SHADOW
2003/12/30 CrasH_

2003/12/30 SHADOW
2003/12/30 SHADOW
2003/12/30 SHADOW
2003/12/30 SHADOW
2003/12/30 SHADOW
2003/12/30 SHADOW
2003/12/30 SHADOW
2003/12/30 SHADOW
2003/12/30 SHADOW
2003/12/30 SHADOW
2003/12/30 SHADOW
2003/12/30 SHADOW
2003/12/30 SHADOW
2003/12/30 SHADOW
2003/12/30 SHADOW

Solaris /bin/legin BO
Apache chunked B

3. 2003

Domain

BOYS
BOYS
BOYS
BOYS
BOYS
BOYS
BOYS
BOYS
BOYS

o s e o i e i i W

BOYS
BOYS
BOYS
BOYS
BOYS
BOYS
BOYS
BOYS
BOYS
BOYS
BOYS
BOYS
BOYS
BOYS
BOYS

M
M
M
M

o a1 i R i i i e < 1 e P e s e s
=

4. Web

"W
BHR TR

0s

Linux
Linux
Linus
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux

Zone-H [http://www.zone-h.org/]

FIP Drnafarce
B GpeniShOwlient
Trapenes
4
View
wiew | mirror

view | mirror
wiew | mirror
view | mirror
view | mirror
view | mirror
view | mirror
view | mirror
wview | mirror
view | mirror
view | mirror
view | mirror
view | mirror
view | mirror
view | mirror
view | mirror
wiew | mirror
view | mirror
view | mirror
view | mirror
view | mirror
view | mirror
view | mirror
view | mirror
view | mirror

© Little eArth Corporation Co., Ltd



2003

Exploit

JBec

Blaster

Windows vs

Password Vuln. Exploit
Exploit

Miss Conf.
2003/01/01-2003/12/31
5.
Web
MS Web Publishing Wizard
JSOC 15%

5% 10%

© Little eArth Corporation Co., Ltd



JseC

WEB Unicode Attack (1IS) ey

o
W

OpenSSL BO

50
Apache Chunked BO
OpenSSL 10%
OpenSSL
HiM . 2003/01/01 - 2003/09/30
IS WebDAV
BufferOverflow 30% 6. Web

Apache chunked BufferOverflow

7%
IIS Unicode Attack s
Nimda
1 Web
Apache chunked BufferOverflow
FreeBSD OpenBSD
OS Fingerprint (OF]

© Little eArth Corporation Co., Ltd



Web

Web

40.61%

15.45%

13.03%

7.88%

7.58%

7.27%

2.73%

2.73%

1.21%

1.21%

0.30%

ATM

© Little eArth Corporation Co., Ltd




